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Report Information

Web Application Report

Scan Name: ncias-d704-v_12222011

Scanned Host(s)

Host Operating System |Web Server

Application Server

ncias-d704-v.nci.nih.gov:29190

Content

This report contains the following sections:

*  Executive Summary

* Detailed Security Issues
* Remediation Tasks

* Application Data

*  Application URLs

* Advisories & Fix Recommendations
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Executive Summary

Test Policy
* Default

Security Risks

Following are the security risks that appeared most often in the application. To explore which issues
included these risks, please refer to the 'Detailed Security Issues' section in this report.

* ltis possible to gather sensitive debugging information

* It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

* It may be possible to bypass the web application's authentication mechanism

* It may be possible to steal user login information such as usernames and passwords that are sent
unencrypted

* ltis possible to upload, modify or delete web pages, scripts and files on the web server

Vulnerable URLs

38% of the URLs had test results that included security issues.

I Vulnerable URLs (38%)
[ 1 Not winerable URLs (62%)

Scanned URLs

59 URLs were scanned by AppScan.

Security Issue Possible Causes

Following are the most common causes for the security issues found in the application. The causes below
are those that repeated in the maximal number of issues. To explore which issues included these causes,
please refer to the 'Detailed Security Issues' section in this report.

* Insecure web application programming or configuration

* No validation was done in order to make sure that user input matches the data type expected
*  Proper bounds checking were not performed on incoming parameter values

* Sensitive input fields such as usernames, password and credit card numbers are passed
unencrypted
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*  Debugging information was left by the programmer in web pages

URLSs with the Most Security Issues (number issues)
*  http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do (6)

*  hitp://ncias-d704-v.nci.nih.gov:29190/upt424/ApplicationDBOperation.do (4)
*  hitp://ncias-d704-v.nci.nih.gov:29190/upt424/UserDBOperation.do (4)

*  http://ncias-d704-v.nci.nih.gov:29190/uptlogin/ (2)

*  http://ncias-d704-v.nci.nih.gov:29190/ (1)

Security Issues per Host

Hosts High Medium |Low Informational | Total
http://ncias-d704-

v.nci.nih.gov:29190/ 6 1 6 12 25
Total 6 1 6 12 25
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Security Issue Distribution per Threat Class

The following is a list of the security issues, distributed by Threat Class.

Brute Force -

Insufficient Authentication =
Credential/Session Prediction=
Insufficient Authorization =
Insufficient Session Expiration =
Session Fixation =

Content Spoofing ={El

Cross-site Scripting=
Buffer Overflow -
Format String -
LDAP Injection =

OS Commanding -
SQL Injection =

SSl Injection =i

XPath Injection =
Directory Indexing -

Information Leakage |

Path Traversal =

Predictable Resource Location=
Abuse of Functionality -|

Denial of Senice =

Application Privacy Tests r
Application Quality Tests -

URI Redirector Abuse =
Remote File Inclusion-|
Cross-site Request Forgery-
HTTP Response Splitting -
Null Byte Injection =

SOAP Array Abuse

XML Attribute Blowup

XML External Entities

XV Entity Expansion

Insecure Indexing

0
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Security Issue Cause Distribution

96% Application-related Security Issues (24 out of a total of 25 issues).

Application-related Security Issues can usually be fixed by application developers, as they result from
defects in the application code.

4% Infrastructure and Platform Security Issues (1 out of a total 25 issues).

Infrastructure and Platform Security Issues can usually be fixed by system and network administrators as
these security issues result from misconfiguration of, or defects in 3rd party products.
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Detailed Security Issues

Vulnerable URL: http://Incias-d704-v.nci.nih.gov:29190/
Total of 1 security issues in this URL

[1 of 1] Insecure HTTP Methods Enabled

Severity: Medium

Test Type: Infrastructure

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/

CVE ID(s): N/A

CWE ID(s): N/A

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1 [ID=369]

The following changes were applied to the original request:

» Set pathto /'

» Set cookie 'JSESSIONID's value to '064EOFB8FC728B91701D55C2F8B313A5'
» Set HTTP header to '064EOFB8FC728B91701D55C2F8B313A5'

* Set method to 'OPTIONS'

Request/Response:

OPTIONS / HTTP/1.1

cookie: JSESSIONID=064EOFB8FC728B91701D55C2F8B313A5

Content-Length: 0O

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

HTTP/1.1 200 OK

Content-Length: 0

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Date: Thu, 22 Dec 2011 19:31:53 GMT

Validation In Response:
o Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS

Reasoning:

The Allow header revealed that hazardous HTTP Options are allowed, indicating that WebDAYV is
enabled on the server.

CWE ID:
N/A
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Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/ApplicationDBOperation.do
Total of 2 security issues in this URL

1 of 2] Unencrypted Login Request

Severity: High

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/ApplicationDBOperation.do

CVE ID(s): N/A

CWE ID(s): 523

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=16501]

The following may require user attention:

POST /upt424/ApplicationDBOperation.do HTTP/1.1

Cookie: JSESSIONID=DF3D60CD53026D597D296B2D26F3123D;
newuser=ncicbiitappscan

Content-Length: 301

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Referer: http://ncias-d704-v.nci.nih.gov:29190/upt424/ApplicationDBOperation.do
Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: ncias-d704-v.nci.nih.gov:29190

Pragma: no-cache

Connection: Keep-Alive

operation=loadHome&applicationName=&applicationDescription=&applicationDeclarativeFlI
ag=YES&applicationActiveFlag=YES&applicationDatabaseURL=&applicationDatabaseUser
Name=&applicationDatabasePassword=&applicationDatabaseConfirmPassword=&applicati
onDatabaseDialect=&applicationDatabaseDriver=&csmVersion=

HTTP/1.1 200 OK

Content-Length: 12645

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Content-Type: text/html;charset=1S0-8859-1

Date: Thu, 22 Dec 2011 17:15:40 GMT
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<ldoctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<l-- Page Title begins -->
<title>NCI Security Admin Application</title>
<l-- Page Title ends -->
</head>
<body>
<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" height="5" border="0" cellspacing="0" cellpadding="0"
class="hdrBG">

<tr>

<td class="appMenu">

<a href="javascript:skipNavigation()" id="skipmenu" class="skippy" tabindex="1">Skip
Navigation</a>

<a name="top"></a>

<ftr>

</table>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov" id="ncilink"
tabindex="2"><img alt="National Cancer Institute" src="images/logotype.gif" width="283"
height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"
tabindex="3" id="nihlink"><img alt="U.S. National Institutes of Health | www.cancer.gov"
src="images/tagline.gif" width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- application hdr begins -->
<tr>
<td height="50">
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<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>

<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
href="/upt424/AdminHome.do" id="adminhomeLink"><img src="images/appLogo.gif"
border="0" hspace="10" alt="UPT Home"></a></td>

<!-- end home links -->

<td width="200" align="right">

<table>

<l--

<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

<tr><td class="appMenu" width="60%" align="right">Login
ID :</td><td class="appMenu2" width="40%" align="Ileft">SuperAdmin</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Application :</td><td class="appMenu2" width="40%"
align="left">csmupt</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Role :</td><td class="appMenu2" width="40%"
align="left">Super&nbsp; Admin</td></tr>

<l--<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

</table>

</td>
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</td>
</tr>
<!-- application hdr ends -->
<tr>

<script>
<l--

function set(id)

{

document.MenuForm.tableld.value=id;
document.MenuForm.submit();

}
Il -->

</script>

<form name="MenuForm" method="post" action="/upt424/MenuSelection.do"
id="MenuForm">

<input type="hidden" name="tableld" value="error">
<td class="mainMenu" height="20">
<table cellpadding="0" cellspacing="0" border="0" height="20">

<tr>
<!-- link 1 begins -->

<td height="20" class="mainMenultem" onmouseover="changeMenuStyle
(this,'mainMenultemOver'),showCursor()"...

Validation In Response:
N/A

Reasoning:
AppScan identified a password parameter that was not sent over SSL.

CWE ID:
523
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[2 of 2] Unencrypted Login Request

Severity: High

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/ApplicationDBOperation.do

CVE ID(s): N/A

CWE ID(s): 523

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=16590]

The following may require user attention:

POST /upt424/ApplicationDBOperation.do HTTP/1.1

Cookie: JSESSIONID=DF3D60CD53026D597D296B2D26F3123D;
newuser=ncicbiitappscan

Content-Length: 301

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Referer: http://ncias-d704-v.nci.nih.gov:29190/upt424/ApplicationDBOperation.do
Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Pragma: no-cache

Connection: Keep-Alive

operation=loadHome&applicationName=&applicationDescription=&applicationDeclarativeFlI
ag=YES&applicationActiveFlag=YES&applicationDatabaseURL=&applicationDatabaseUser
Name=&applicationDatabasePassword=&applicationDatabaseConfirmPassword=&applicati
onDatabaseDialect=&applicationDatabaseDriver=&csmVersion=

HTTP/1.1 200 OK

Content-Length: 12645

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Content-Type: text/html;charset=1S0-8859-1

Date: Thu, 22 Dec 2011 17:15:40 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">
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<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<l-- Page Title begins -->
<title>NCI Security Admin Application</title>
<l-- Page Title ends -->
</head>
<body>
<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" height="5" border="0" cellspacing="0" cellpadding="0"
class="hdrBG">

<tr>

<td class="appMenu">

<a href="javascript:skipNavigation()" id="skipmenu" class="skippy" tabindex="1">Skip
Navigation</a>

<a name="top"></a>

<ftr>

</table>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov" id="ncilink"
tabindex="2"><img alt="National Cancer Institute" src="images/logotype.gif" width="283"
height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"
tabindex="3" id="nihlink"><img alt="U.S. National Institutes of Health | www.cancer.gov"
src="images/tagline.gif" width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

12/22/2011 2:55:43 PM 13/68



<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>

<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
href="/upt424/AdminHome.do" id="adminhomeLink"><img src="images/appLogo.gif"
border="0" hspace="10" alt="UPT Home"></a></td>

<!-- end home links -->

<td width="200" align="right">

<table>

<l--

<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

<tr><td class="appMenu" width="60%" align="right">Login
ID :</td><td class="appMenu2" width="40%" align="Ileft">SuperAdmin</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Application :</td><td class="appMenu2" width="40%"
align="left">csmupt</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Role :</td><td class="appMenu2" width="40%"
align="left">Super&nbsp;Admin</td></tr>

<l--<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

</table>

</td>

</tr>
</table>

</td>
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<script>
<l|--

function set(id)

{

document.MenuForm.tableld.value=id;
document.MenuForm.submit();

}
/I -=>

</script>

<form name="MenuForm" method="post" action="/upt424/MenuSelection.do"
id="MenuForm">

<input type="hidden" name="tableld" value="error">
<td class="mainMenu" height="20">
<table cellpadding="0" cellspacing="0" border="0" height="20">

<tr>
<!-- link 1 begins -->

<td height="20" class="mainMenultem" onmouseover="changeMenuStyle
(this,'mainMenultemOver'),showCursor()"...

Validation In Response:
N/A

Reasoning:
AppScan identified a password parameter that was not sent over SSL.

CWE ID:
523

Vulnerable URL: http://Incias-d704-v.nci.nih.gov:29190/upt424/UserDBOperation.do
Total of 2 security issues in this URL
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[1 of 2] Unencrypted Login Request

Severity: High

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/UserDBOperation.do

CVE ID(s): N/A

CWE ID(s): 523

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=20136]

The following may require user attention:

POST /upt424/UserDBOperation.do HTTP/1.1

Cookie: JSESSIONID=DF3D60CD53026D597D296B2D26F3123D;
newuser=ncicbiitappscan

Content-Length: 275

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Referer: http://ncias-d704-v.nci.nih.gov:29190/upt424/UserDBOperation.do
Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Pragma: no-cache

Connection: Keep-Alive

operation=loadSearchResult&userLoginName=admin&userFirstName=admin&userLastNa

me=admin&userOrganization=&userDepartment=&userTitle=&userPhoneNumber=&userPa
ssword=admin&userPasswordConfirm=admin&userEmailld=&userStartDate=&userEndDat
e=&userPreMigratedLogin=&userMigratedFlag=NO

HTTP/1.1 200 OK

Content-Length: 17685

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Content-Type: text/html;charset=1S0-8859-1

Date: Thu, 22 Dec 2011 17:17:15 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">
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<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<l-- Page Title begins -->
<title>NCI Security Admin Application</title>
<l-- Page Title ends -->
</head>
<body>
<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" height="5" border="0" cellspacing="0" cellpadding="0"
class="hdrBG">

<tr>

<td class="appMenu">

<a href="javascript:skipNavigation()" id="skipmenu" class="skippy" tabindex="1">Skip
Navigation</a>

<a name="top"></a>

<ftr>

</table>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov" id="ncilink"
tabindex="2"><img alt="National Cancer Institute" src="images/logotype.gif" width="283"
height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"
tabindex="3" id="nihlink"><img alt="U.S. National Institutes of Health | www.cancer.gov"
src="images/tagline.gif" width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- application hdr begins -->
<tr>
<td height="50">
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<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>

<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
href="/upt424/AdminHome.do" id="adminhomeLink"><img src="images/appLogo.gif"
border="0" hspace="10" alt="UPT Home"></a></td>

<!-- end home links -->

<td width="200" align="right">

<table>

<l--

<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

<tr><td class="appMenu" width="60%" align="right">Login
ID :</td><td class="appMenu2" width="40%" align="Ileft">SuperAdmin</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Application :</td><td class="appMenu2" width="40%"
align="left">csmupt</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Role :</td><td class="appMenu2" width="40%"
align="left">Super&nbsp;Admin</td></tr>

<l--<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

</table>

</td>

</tr>
</table>

</td>
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<script>
<l|--

function set(id)

{

document.MenuForm.tableld.value=id;
document.MenuForm.submit();

}
/I -=>

</script>

<form name="MenuForm" method="post" action="/upt424/MenuSelection.do"
id="MenuForm">

<input type="hidden" name="tableld" value="error">
<td class="mainMenu" height="20">
<table cellpadding="0" cellspacing="0" border="0" height="20">

<tr>
<!-- link 1 begins -->

<td height="20" class="mainMenultem" onmouseover="changeMenuStyle
(this,'mainMenultemOver'),showCursor()" onmouseout="changeMenuStyle(this,'mainM...

Validation In Response:
N/A

Reasoning:
AppScan identified a password parameter that was not sent over SSL.

CWE ID:
523
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[2 of 2] Unencrypted Login Request

Severity: High

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/UserDBOperation.do

CVE ID(s): N/A

CWE ID(s): 523

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=20247]

The following may require user attention:

POST /upt424/UserDBOperation.do HTTP/1.1

Cookie: JSESSIONID=DF3D60CD53026D597D296B2D26F3123D;
newuser=ncicbiitappscan

Content-Length: 275

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Referer: http://ncias-d704-v.nci.nih.gov:29190/upt424/UserDBOperation.do
Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Pragma: no-cache

Connection: Keep-Alive

operation=loadSearchResult&userLoginName=admin&userFirstName=admin&userLastNa

me=admin&userOrganization=&userDepartment=&userTitle=&userPhoneNumber=&userPa
ssword=admin&userPasswordConfirm=admin&userEmailld=&userStartDate=&userEndDat
e=&userPreMigratedLogin=&userMigratedFlag=NO

HTTP/1.1 200 OK

Content-Length: 17685

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Content-Type: text/html;charset=1S0-8859-1

Date: Thu, 22 Dec 2011 17:17:15 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">
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<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<l-- Page Title begins -->
<title>NCI Security Admin Application</title>
<l-- Page Title ends -->
</head>
<body>
<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" height="5" border="0" cellspacing="0" cellpadding="0"
class="hdrBG">

<tr>

<td class="appMenu">

<a href="javascript:skipNavigation()" id="skipmenu" class="skippy" tabindex="1">Skip
Navigation</a>

<a name="top"></a>

<ftr>

</table>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov" id="ncilink"
tabindex="2"><img alt="National Cancer Institute" src="images/logotype.gif" width="283"
height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"
tabindex="3" id="nihlink"><img alt="U.S. National Institutes of Health | www.cancer.gov"
src="images/tagline.gif" width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- application hdr begins -->
<tr>
<td height="50">
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<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>

<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
href="/upt424/AdminHome.do" id="adminhomeLink"><img src="images/appLogo.gif"
border="0" hspace="10" alt="UPT Home"></a></td>

<!-- end home links -->

<td width="200" align="right">

<table>

<l--

<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

<tr><td class="appMenu" width="60%" align="right">Login
ID :</td><td class="appMenu2" width="40%" align="Ileft">SuperAdmin</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Application :</td><td class="appMenu2" width="40%"
align="left">csmupt</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Role :</td><td class="appMenu2" width="40%"
align="left">Super&nbsp;Admin</td></tr>

<l--<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

</table>

</td>

</tr>
</table>

</td>
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<script>
<l|--

function set(id)

{

document.MenuForm.tableld.value=id;
document.MenuForm.submit();

}
/I -=>

</script>

<form name="MenuForm" method="post" action="/upt424/MenuSelection.do"
id="MenuForm">

<input type="hidden" name="tableld" value="error">
<td class="mainMenu" height="20">
<table cellpadding="0" cellspacing="0" border="0" height="20">

<tr>
<!-- link 1 begins -->

<td height="20" class="mainMenultem" onmouseover="changeMenuStyle
(this,'mainMenultemOver'),showCursor()" onmouseout="changeMenuStyle(this,'mainM...

Validation In Response:
N/A

Reasoning:
AppScan identified a password parameter that was not sent over SSL.

CWE ID:
523

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do
Total of 2 security issues in this URL
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[1 of 2] Unencrypted Login Request

Severity: High

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

CVE ID(s): N/A

CWE ID(s): 523

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 3 [ID=14]

The following may require user attention:

POST /uptlogin/Login.do HTTP/1.1

Cookie: JSESSIONID=B3A7B52C33BF3D9E4114806790792A9C

Content-Length: 62

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

loginld=admin&password=admin&applicationContextName=sample424*
HTTP/1.1 200 OK

Content-Length: 13723

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Content-Type: text/html;charset=1S0-8859-1

Date: Thu, 22 Dec 2011 17:13:09 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<!-- Page Title begins -->
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<title>Login Application</title>
<l-- Page Title ends -->
</head>
<body>
<table summary="" cellpadding="0" cellspacing="0" border="0" width="100%"
height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov"><img
alt="National Cancer Institute" src="images/logotype.gif" width="283" height="37"
border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"><img
alt="U.S. National Institutes of Health | www.cancer.gov" src="images/tagline.gif"
width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table summary="" cellpadding="0" cellspacing="0" border="0" height="100%"
width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>

<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
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<!-- end home links -->

</tr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<l--
function set(tableld)
{

document.MenuForm.tableld.value=tableld;
document.MenuForm.submit();

function MM_swaplmgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=ali])&&x.oSrc;i++) x.src=x.0Src;

}

function MM_preloadlmages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array();
var i,j=d.MM_p.length,a=MM_ preloadimages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexOf("#")!=0){ d.MM_pl[j]=new Image; d.MM_p[j++].src=ali];}}
}

function MM_findObj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(1(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.formsl[i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers][i]. document);
if(Ix && document.getElementByld) x=document.getElementByld(n); return x;

}
function MM_swaplmage() { //v3.0
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var i,j=0,x,a=MM_swaplmage.arguments; document.MM_sr=new Array; for(i=0;i<(a.length
-2);i+=3)

if (x=MM_findObj(a[i]))!=null){document. MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src; x.src=a
[i+2]:}
}

I -->
</script>

<form name="MenuForm" method="post" action="/uptlogin/MenuSelection.do"
id="menuForm">

<input type="hidden" name="tableld" value="error">
<td class="mainMenu" height="20">

<table summary="" cellpadding="0" cellspacing="0" border="0"
height="16">

</table>
</td>
</form>

</tr>

<!-- main content begins -->
<tr>

<td valign="top">
<l-- target of anchor to skip menus --><a name="content" /></a>

<table summary="" cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">
<tr>
<td valign="top"><!-- target of anchor to skip menus --><a
name="content" /></a>
<table summary="" cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">

Validation In Response:
N/A
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Reasoning:
AppScan identified a login request that was not sent over SSL.

CWE ID:
523

[2 of 2] Unencrypted Login Request

Severity: High

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

CVE ID(s): N/A

CWE ID(s): 523

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=11420]

The following may require user attention:

POST /uptlogin/Login.do HTTP/1.1

Cookie: JSESSIONID=B3A7B52C33BF3D9E4114806790792A9C

Content-Length: 62

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

loginld=admin&password=admin&applicationContextName=sample424*
HTTP/1.1 200 OK

Content-Length: 13723

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Content-Type: text/html;charset=1S0-8859-1

Date: Thu, 22 Dec 2011 17:13:09 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">
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<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<l-- Page Title begins -->
<title>Login Application</title>
<l-- Page Title ends -->
</head>
<body>
<table summary="" cellpadding="0" cellspacing="0" border="0" width="100%"
height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov"><img
alt="National Cancer Institute" src="images/logotype.gif" width="283" height="37"
border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"><img
alt="U.S. National Institutes of Health | www.cancer.gov" src="images/tagline.gif"
width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table summary="" cellpadding="0" cellspacing="0" border="0" height="100%"
width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>
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<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
href="/uptlogin/LHome.do"><img src="images/appLogo.gif" border="0" hspace="10"
alt="UPT Home"></a></td>

<!-- end home links -->

</tr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<l--
function set(tableld)
{

document.MenuForm.tableld.value=tableld;
document.MenuForm.submit();

function MM_swaplmgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=ali])&&x.oSrc;i++) x.src=x.0Src;

}

function MM_preloadlmages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array();
var i,j=d.MM_p.length,a=MM_ preloadimages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexOf("#")!=0){ d.MM_pl[j]=new Image; d.MM_p[j++].src=ali];}}
}
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var p,i,x; if(!d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {

d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(!(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.forms][i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers][i]. document);
if('x && document.getElementByld) x=document.getElementByld(n); return x;

}

function MM_swaplmage() { //v3.0

var i,j=0,x,a=MM_swaplmage.arguments; document.MM_sr=new Array; for(i=0;i<(a.length
-2);i+=3)

if (x=MM_findObj(a[i]))!=null){document. MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src; x.src=a
[i+2];}
}

I -->
</script>

<form name="MenuForm" method="post" action="/uptlogin/MenuSelection.do"
id="menuForm">

<input type="hidden" name="tableld" value="error">

<td class="mainMenu" height="20">

<table summary="" cellpadding="0" cellspacing="0" border="0"
height="16">

</table>
</td>
</form>

</tr>

<!-- main content begins -->
<tr>
<td valign="top">
<l-- target of anchor to skip menus --><a name="content" /></a>

<table summary="" cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">
<tr>
<td valign="top"><!-- target of anchor to skip menus --><a
name="content" /></a>
<table summary="" cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">
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Validation In Response:
N/A

Reasoning:
AppScan identified a password parameter that was not sent over SSL.

CWE ID:
523
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Remediation Tasks

URL Remediation Tasks Addressed Security Issues

http://ncias-d704-v.nci.nih.gov:29190/ (1)

Disable WebDAV, or disallow unneeded HTTP  Insecure HTTP Methods Enabled
methods (Medium)

http://ncias-d704-v.nci.nih.gov:29190/upt424/ApplicationDBOperation.do (1)

Always use SSL and POST (body) parameters  Unencrypted Login Request
when sending sensitive information. (Medium)

http://ncias-d704-v.nci.nih.gov:29190/upt424/UserDBOperation.do (1)

Always use SSL and POST (body) parameters  Unencrypted Login Request
when sending sensitive information. (Medium)

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do (1)

Always use SSL and POST (body) parameters  Unencrypted Login Request
when sending sensitive information. (Medium)
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Application Data

Script Parameters

URL Name Type Value

http://ncias-d704-
v.nci.nih.gov:29190/upt424/AdminHome.do;jsessionid=DF3D60CD53026D597D296B2D26F3123D

__patternParameter__  gjmple Link DF3D60CD53026D597D296B2D26F3123D

JSESSIONID 0 uptHeader
http://ncias-d704-v.nci.nih.gov:29190/upt424/ApplicationDBOperation.do

operation Hidden loadAdd

operation Hidden loadAssociation

applicationName Text

applicationDescription  Text Area

applicationDeclarative  checkbox YES
Flag

applicationActiveFlag ~ Checkbox YES
applicationDatabaseU 1oyt

RL

applicationDatabaseUs gyt

erName

applicationDatabasePa pagsword

ssword

applicationDatabaseCo pagsword

nfirmPassword

applicationDatabaseDi  Tgxt

alect

applicationDatabaseDri Tgxt

ver

csmVersion Text

operation Hidden search
applicationName Text

operation Hidden loadSearch
applicationld Checkbox 4

http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do

loginld Hidden SuperAdmin
password Hidden changeme
applicationContextNam  Hiqden csmupt

e
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URL Name Type Value

http://ncias-d704-v.nci.nih.gov:29190/uptd24/MenuSelection.do
tableld Hidden error

tableld Hidden AdminHome

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=DF3D60CD53026D597D296B2D26F 312
3D

tableld Hidden error

__patternParameter__ Simple Link DF3D60CD53026D597D296B2D26F3123D
JSESSIONID 0

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=DF3D60CD53026D597D296B2D26F 312
3DuptHeader

__patternParameter__ Simple Link DF3D60CD53026D597D296B2D26F3123D

JSESSIONID 0 uptHeadersaHomeHeader
http://ncias-d704-v.nci.nih.gov:29190/upt424/PrivilegeDBOperation.do

operation Hidden loadSearch

operation Hidden search

priviegeName Text

operation Hidden loadSearch

privilegeld Checkbox 2

operation Hidden loadSearchResult

priviegeName Text ACCESS

privilegeDescription Text Area This privilege allows a user to access a

particular resource. Eg. network
connection, database connection, socket,
module of the application, or even the
application itself

http://ncias-d704-v.nci.nih.gov:29190/upt424/UserDBOperation.do

operation Hidden loadSearch
operation Hidden search
userLoginName Text

userFirstName Text

userLastName Text

userQOrganization Text

userDepartment Text
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URL Name Type Value

userEmailld Text

operation Hidden read

IgName Hidden <script>alert('CSS Vulnerable')</script>
userld Checkbox 2

operation Hidden loadSearchResult

userLoginName Hidden <script>alert('CSS Vulnerable')</script>
userFirstName Text admin

userLastName Text admin

userOrganization Text

userDepartment Text

userTitle Text

userPhoneNumber Text

userPassword Password

userPasswordConfirm  Password

userEmailld Text
userStartDate Text
userEndDate Text

userPreMigratedLogin  Text

userMigratedFlag Checkbox NO

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

loginld Text admin
password Password admin
applicationContextNam 1oyt sample424*
e

loginld Text SuperAdmin
password Password changeme
applicationContextNam 1oyt csmupt

e

http://Incias-d704-
v.nci.nih.gov:29190/uptd24/images/appLogo.gif;jsessionid=DF3D60CD53026D597D296B2D26F 31
23D

__patternParameter__ Simple Link DF3D60CD53026D597D296B2D26F3123D
JSESSIONID 0 uptHeader
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Broken Links

Reason

URL

Response Status 500 - Internal Server Error

http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/MenuSelection.do

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20User%20is%20someone%20that%
20requires%20access%20t0%20your%
20application.%20Users%20can%20become%
20part%200f%20a%20Group,%20and%20can%
20have%20an%20associated%20Protection%
20Group%20and%20Roles

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Protection%20Element%20is%20any%
20entity%20(typically%20data)%20that%
20has%20controlled%20access.%
20Examples%20include%20Social%
20Security%20Number,%20City,%20and%
20Salary

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Privilege%?20refers%20to%20any%
20operation%20performed%20upon%20data.%
20Examples%20include%20DELETE%200r%
20UPDATE

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Group%20is%20a%20collection%200f%
20application%20users.%20By%20combining%
20users%20into%20a%20Group, %20it%
20becomes%20easier%20to%20manage%
20their%20collective%20roles%20and%
20access%20rights%20in%20your%
20application

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Protection%20Group%20is%20a%
20collection%200f%20application%
20Protection%20Elements.%20By%
20combining%20Protection%20Elements%
20int0%20a%20Protection%20Group,%20it%
20becomes%20easier%20to%20associate%
20Users%20and%20Groups%20with%
20rights%20t0%20a%20particular%20data%
20set.%20Examples%20include%20Address%
20and%20Personal%20Information

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Ro0le%20is%20a%20collection%200f%
20application%20Privileges.%20Examples%
20include%20Record%20Admin.%20and%
20EmployeeModify
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Reason

URL

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Each%20User%
20assumes%20Roles%20for%20Protection%
20Groups.%20%20For%20example,%20User%
20John%20has%20a%20Role%
20EmployeeModify%20for%20all%
20elements%20in%20the%20Address%
20Protection%20Group.%20Assign%20PGs%
20and%20Roles%20from%20the%20User%
200r%20Group%20sections%200f%20the%
20UPT

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.dosaHomeHe
ader

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Role%20is%20a%20collection%200f%
20application%20Privileges.%20Examples%
20include%20Record%20Admin.%20and%
20EmployeeModify

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Privilege%?20refers%20to%20any%
20operation%20performed%20upon%20data.%
20Examples%20include%20DELETE%200r%
20UPDATE

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Group%20is%20a%20collection%200f%
20application%20users.%20By%20combining%
20users%20into%20a%20Group,%20it%
20becomes%20easier%20to%20manage%
20their%20collective%20roles%20and%
20access%20rights%20in%20your%
20application

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Protection%20Group%20is%20a%
20collection%200f%20application%
20Protection%20Elements.%20By%
20combining%20Protection%20Elements%
20int0%20a%20Protection%20Group,%20it%
20becomes%20easier%20to%20associate%
20Users%20and%20Groups%20with%
20rights%20t0%20a%20particular%20data%
20set.%20Examples%20include%20Address%
20and%20Personal%20Information
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Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Each%20User%
20assumes%20Roles%20for%20Protection%
20Groups.%20%20For%20example,%20User%
20John%20has%20a%20Role%
20EmployeeModify%20for%20all%
20elements%20in%20the%20Address%
20Protection%20Group.%20Assign%20PGs%
20and%20Roles%20from%20the%20User%
200r%20Group%20sections%200f%20the%
20UPT

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20User%20is%20someone%20that%
20requires%20access%20to%20your%
20application.%20Users%20can%20become%
20part%200f%20a%20Group,%20and%20can%
20have%20an%20associated%20Protection%
20Group%20and%20Roles

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Protection%20Element%20is%20any%
20entity%20(typically%20data)%20that%
20has%20controlled%20access.%
20Examples%20include%20Social%
20Security%20Number,%20City, %20and%
20Salary

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.doup
tHeader

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/AdminHome.dosaHo
meHeader

JavaScripts

Script

URL
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Script URL

o http://ncias-d704-
- function setAndsubmit(target) v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do
if (target == "delete")

if (confirm("Are you sure you want
to delete the record?"))

document.ApplicationForm.operation.value=t

arget;
document.ApplicationForm.submit
O;
}
}
else
{
document.ApplicationForm.operation.value=t
arget;
}

function skipNavigation(Q)

document.getElementById("appbetail™).focus
window. Tocation.hash="appDetail";
document.getElementById
("ncilink").tabIndex = -1;
document.getElementById
("nih1ink™) .tabIndex = -1;
document.getElementById
("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink").tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink™).tabIndex = -1;

setAndsubmit('create'); http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

setAndsubmit('ToadHome'); http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

setAndsubmit('search'); http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do
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<!l--
Eunction setAndSubmit(target)

document.ApplicationForm.operation.value=t
arget;

function skipNavigation()

o document.getElementById("appResult").focus
window. Tocation.hash="appResult";
document.getElementById

("ncilink").tabIndex = -1;
document.getElementById

("nih1ink").tabIndex = -1;
document.getElementById

("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink").tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink") .tabIndex = -1;

document.getElementById("saHome").tabIndex

_1’
document.getElementById("saApp") .tabIndex

document.getE]ementById("saUser”).tabIndex

Jocument.getE1ementById("saPr1v").tabIndex

- document.getE1ementById
%"saLogout").tabIndex = -1;

/] -=>

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

setAndsubmit('read');

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

setAndSubmit('loadSearch');

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

setAndSubmit('testConnection');

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

setAndsubmit('update');

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

setAndSubmit('loadAssociation');

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

setAndSubmit('loadoriginalsearchrResult');

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do
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http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera

//Anzen Comment(Added By vijay) - tion.do
Popup window for User Search and close the
popup Windw (Code Start)

<!--

function closepopup()

newwin = window.open("about:blank",
"UsersSearchwin");
if(false == newwin.closed)

newwin.close();

}

function opennewwin(appContext)

newwin = window.open("about:blank",
"Usersearchwin",
"left=100, top=190,scrollbars=1,width=790,heig
ht=400");

newwin.document.open();

newwin.document.writeln('<form
name="UserForm" method="post"
action="/"+appContext+"'/SearchuserbBOperation
.do" id="userForm">"');

newwin.document.writeln('<input
type="hidden" name="operation"
value="error">");

newwin.document.writeln('</form>");

newwin.document.close();

newwin.document.UserForm.operation.value="'

ToadSearch'; ] .
newwin.document.UserForm.submit();

//Anzen Comment(Added By Vijay) - Code

End
function setAndsubmit(target)

selswitch(this); http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do
http://ncias-d704-

var tempURL = v.nci.nih.gov:29190/upt424/ApplicationDBOpera
window.Tocation+""; tion.do

var url_array=
tempURL.split("/");

var contextTemp =
url_array[3]+"";

var temp =
contextTemp.toLowercCase();

document.write
("<input type="button" value="Assign Admin
style="width:92px;" onclick="closepopup
() ;opennewwin(contextTemp);">");

12/22/2011 2:55:44 PM 42/68



Script URL

skipNavigationQ) http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

http://ncias-d704-

< function set(id) v.nci.nih.gov:29190/upt424/Login.do

document.MenuForm.tableId.value=id;
document.MenuForm.submit();

}
// -—>

http://ncias-d704-

<77 function settable(tablerd) v.nci.nih.gov:29190/upt424/Login.do

document.homeForm.tableId.value=tableId;
document.homeForm.submit();

function skipNavigation()

document.getElementById
("saHomeHeader") .focus();
window. Tocation.hash="saHomeHeader";
document.getElementById
("ncilink") .tabIndex = -1;
document.getElementById
("nih1link") .tabIndex = -1;
document.getElementById
("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink™).tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink") .tabIndex = -1;

document.getElementById("saHome") .tabIndex
document.getE]ementById("saApp").tabIndex
document.getE]ementById("saUser").tabIndex

document.getE1ementById("saPr1v").tabIndex

document.getE1ementById
%"saLogout”).tabIndex = -1;

/] >
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<!--
function setAndsubmit(target)

document.ApplicationForm.operation.value=t
arget; . . .
document.ApplicationForm.submit();

function skipNavigation()

o document.getElementById("appHome") . focus
window. Tocation.hash="appHome";
document.getElementById

("ncilink™).tabIndex = -1;
document.getElementById

("nih1ink™) .tabIndex = -1;
document.getElementById

("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink™).tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink").tabIndex = -1;

document.getElementById("saHome") . tabIndex
-1;

document.getElementById("saApp") .tabIndex
_1’

document.getElementById("sauser™).tabIndex

document.getE]ementById("saPriv").tabIndex

document.getE]ementById
g"saLogout").tabIndex = -1;

// ==

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do

setAndSubmit('loadAdd')

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do

setAndSubmit('loadSearch')

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do
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I—— http://ncias-d704-
- function setAndsubmit(target) v.nci.nih.gov:29190/upt424/MenuSelection.do

document.PrivilegeForm.operation.value=tar
get; . .
document.PrivilegeForm.submit(Q);

function skipNavigation()

o document.getElementById("privHome") .focus
window. Tocation.hash="privHome";
document.getElementById

("ncilink™).tabIndex = -1;
document.getElementById

("nih1ink™) .tabIndex = -1;
document.getElementById

("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink™).tabIndex = -1;
if(document.getElementById
("adminhomeLink™))
document.getElementById
("adminhomeLink").tabIndex = -1;
if(document.getElementById("menuHome™))
document.getElementById
("menuHome") .tabIndex = -1;
if(document.getElementById("menuuser™))
document.getElementById
("menuuUser™) .tabIndex = -1;
if(document.getElementById("menuPE™))
document.getElementById
("menuPE") .tabIndex = -1;
if(document.getElementById
("menuPrivi]ege'%)
document.getElementById
("menuPrivilege").tabIndex = -1;
if(document.getElementById("menuGroup™))
document.getElementById
("menuGroup") .tabIndex = -1;
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I—— http://ncias-d704-
- function setAndsubmit(target) v.nci.nih.gov:29190/upt424/MenuSelection.do

document.UserForm.operation.value=target;
document.UserForm.submit();

}
/] ==>
function skipNavigation()

o document.getElementById("userHome") .focus
window. location.hash="userHome";
document.getElementById

("ncilink™).tabIndex = -1;
document.getElementById

("nih1ink™) .tabIndex = -1;
document.getElementById

("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink™).tabIndex = -1;
if(document.getElementById
("adminhomeLink™))
document.getElementById
("adminhomeLink").tabIndex = -1;
if(document.getElementById("menuHome™))
document.getElementById
("menuHome") .tabIndex = -1;
if(document.getElementById("menuuser™))
document.getElementById
("menuuUser™) .tabIndex = -1;
if(document.getElementById("menuPE™))
document.getElementById
("menuPE") .tabIndex = -1;
if(document.getElementById
("menuPrivi]ege'%)
document.getElementById
("menuPrivilege").tabIndex = -1;
if(document.getElementById("menuGroup™))
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function skipNavigation()

//window.Tocation.hash.refresh();

OF
window. Tocation.hash="uptHeader";
document.getElementById

("ncilink™).tabIndex = -1;
document.getElementById

("nih1ink™) .tabIndex = -1;
document.getElementById

("skipmenu").tabIndex = -1;

document.getElementById
("homeLink™).tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink™).tabIndex = -1;

document.getElementById
("menuHome") .tabIndex = -1;
document.getElementById
("menuUser™) .tabIndex = -1;

document.getE]ementById("menuPE”).tabIndex

document.getElementById
("menuPrivilege").tabIndex = -1;
document.getElementById
("menuGroup") .tabIndex = -1;

document.getElementById
("menuRole").tabIndex = -1;

document.getElementById
("menuInstance").tabIndex = -1;

document.getElementById
%"menu]ogout").tabIndex = -1;

<!--

//-=>

document.getElementById("uptHeader").focus

document.getElementById("menuPG") . tabIndex

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

MM_swapImage('user','","images/Users.gif',1)

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

set('ProtectionElement"')

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

MM_swapImage ) )
('PEs','', "images/protectionelements.gif',1)

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

MM_swapImage
("priv','","images/privileges.gif',1)

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D
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set('Group"')

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

MM_swapImage
L} L] n

('group','","'images/groups.gif',1)

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

set('ProtectionGroup')

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

MM_swapImage
('pgs','"', "images/protectiongroups.gif',1)

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

set('Role")

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

vt o

MM_swapImage('roles','",'images/roles.gif',1)

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D
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<!l--
function setAndsubmit(target)

if (target == "delete")
if (confirm("Are you sure you want
to delete the record?"))

document.PrivilegeForm.operation.value=tar
get; . .
document.PrivilegeForm.submit

O;
}

}

else

{

document.PrivilegeForm.operation.value=tar

get;

}

}
function skipNavigation()

document. etE1ementById
("privbetail' % focus()
window. Tocation. hash "privbetail";
document.getElementById
("ncilink") .tabIndex = -1;
document.getElementById
("nih1link").tabIndex = -1;
document.getElementById
("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink").tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink™).tabIndex = -1;

http://ncias-d704-
v.nci.nih.gov:29190/upt424/PrivilegeDBOperatio
n.do
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<!l--
Eunction setAndSubmit(target)

document.PrivilegeForm.operation.value=tar
get;
}

function skipNavigation()

document.getElementById
("privresult").focus(Q;

window. Tocation.hash="privResult";

document.getElementById
("ncilink") .tabIndex = -1;

document.getElementById
("nih1link") .tabIndex = -1;

document.getElementById
("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink").tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink™).tabIndex = -1;
if(document.getElementById("menuHome"))
document.getElementById
("menuHome") .tabIndex = -1;
if(document.getElementById("menuuser™))
document.getElementById
("menuUser") .tabIndex = -1;
if(document.getElementById("menuPE"))
document.getElementById
("menuPE") .tabIndex = -1;
if(document.getElementById
("menuPrivilege™))
document.getElementById
("menuPrivilege").tabIndex = -1;
if(document.getElementById("menuGroup™))
document.getElementById
("menuGroup") .tabIndex = -1;
if(document.getElementById("menuPG"))

http://ncias-d704-
v.nci.nih.gov:29190/upt424/PrivilegeDBOperatio
n.do

setAndSubmit('loadSearchrResult');

http://ncias-d704-
v.nci.nih.gov:29190/upt424/PrivilegeDBOperatio
n.do

12/22/2011 2:55:44 PM

50/68



Script

URL

<!l--
function setAndsubmit(target)

if (target == "delete")

if (confirm("Are you sure you want
to delete the record?"))

document.UserForm.operation.value=target;
document.UserForm.submit();

}

else

{

document.UserForm.operation.value=target;

h
function skipNavigation()

document.getElementById
("userbetail").focus();

window. location.hash="userDetail";

document.getElementById
("ncilink™).tabIndex = -1;

document.getElementById
("nih1ink™) .tabIndex = -1;

document.getElementById
("skipmenu").tabIndex = -1;

if(document.getElementById("homeLink"))
document.getElementById
("homeLink™).tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink").tabIndex = -1;

http://ncias-d704-
v.nci.nih.gov:29190/upt424/UserDBOperation.do
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o http://ncias-d704-
= cntResoObj=1; v.nci.nih.gov:29190/upt424/UserDBOperation.do
gunction setAndSubmit(target)

document.UserForm.operation.value=target;

function keySearch(associatedIds, key)

//alert ("I am here");
for(var j=0; j<associatedIds.length;
j++)
if(associatedIids[j].value == (key))
return true;

return false;

3
function selswitch(btn)

var radioLen =
document.UserForm.userId.Tength

if(radioLen == undefined)

if
(document.UserForm.userId.checked)

if(!keySearch
(window.opener.document.ApplicationForm.assoc
iatedids.options,
document.UserForm.userId.value))
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<!--
Eunction set(tableId)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();

function MM_swapImgRestore() { //v3.0
var 1i,x,a=document.MM_sr; for

(i=0; a&&i<a. Tength&&(x= a[1])&&x.osrc;1++)

x.src:x.oSrc;

function MM_preloadImages() { //v3.0
var d=document; if(d.images){ if(!d.mMm™M_p)
d.MM_p=new Array(Q);

var
i,j=d.MM_p.length,a=MM_preloadImages.argument
s; for(i=0; i<a.length; i++)

if (a[i].indexof("#")!=0){ d.MM_p[jl=new
Image; d.MM_p[j++].src=alil;}}

function mmM_findobj(n, d) { //v4.0
var p,i,x; if(ld) d= document; if
E(p n. 1ndex0f("7"))>0&&parent frames. Tength)

d=parent.frames[n.substring

(p+1)].document; n=n.substring(0,p);}

if(!'(x=d[n])&&d.al1l) x=d.all[n]; for (i=0;!
x&&i<d.forms.length;i++) x=d.forms[i][n];

for(i=0;!
x&&d . Tayers&&i<d.layers.length;i++)
x=MM_findobj(n,d.Tayers[i].document);

if(!x & & document.getElementById)
x=document.getElementById(n); return Xx;

function MM_swapImage() { //v3.0

var 1i,j=0,x,a=MM_ swapIma%e arguments;
document MM_SF=new Array; for(i=0;i<(a.Tlength
-2);i+=3)

1f ((x=MM_findobj(al[i]))!=null)
{document.MM_sr[j++]=x; if(!x.oSrc)
X.0Src=x.src; x.src=a[1+2];}

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

<l--
var focusControl = document.forms
["LoginForm"].elements["loginId"];

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

if (focusControl.type != "hidden") {
) focuscControl.focus();
[/ -=>
changeMenustyle
(this, 'footerMenuItemover'),showCursor()

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
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i http://ncias-d704-

var focuscontrol = document.forms v.nci.nih.gov:29190/uptlogin/LHome.do
["LoginForm"].elements["loginId"];

if (focusControl.type != "hidden" && !

focusControl.disabled) {
focuscontrol.focus(;

3
// -=>
o http://ncias-d704-
77 function set(id) v.nci.nih.gov:29190/uptlogin/Login.do
document.MenuForm.tableId.value=id;
} document.MenuForm.submit();
// -=>
javascript: set('AdminHome") http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
changeMenustyle http://ncias-d704-

(this, ‘mainMenuTtemover®), showCursor() v.nci.nih.gov:29190/uptlogin/Login.do

set('AdminHome") http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('Application’) http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('Application’) http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('User') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('User') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('Privilege') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('Privilege') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('Logout’) http://ncias-d704-

v.nci.nih.gov:29190/uptlogin/Login.do

http://ncias-d704-

document. LoginForm. submit(); v.nci.nih.gov:29190/uptlogin/Login.do
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function changeMenuStyle(obj, new_style) {

obj.className = new_style;

function showCursor(){
document.body.style.cursor="hand'

function hidecursor(){
document.body.style.cursor="default'

function confirmbelete(){
if (confirm('Are you sure you want to
delete?')){
return true;
}else{
return false;

}

http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/scripts/script.js

Comments

Comment

URL

action buttons begins

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

action buttons end

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

big table starts

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

ROW 1 begins

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

transition to ROW 2

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

transition to ROW 3

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

finish up changes

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

add bottom row

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do

close up big table

http://ncias-d704-
v.nci.nih.gov:29190/upt424/ApplicationDBOpera
tion.do
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<tr><td
class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu"
width="50" align="center">&nbsp;</td></tr>

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu"
width="50" align="center">&nbsp;</td></tr>

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

new box for menu items

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

end new box for menu items

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

old links
<tr><td colspan="2"><br></td></tr>
<tr>

<td>&nbsp;</td>
<td width="60%">

<p><a
href="javascript: set

(‘Application’)">Application</a><br />

Applications that use CSM for
security.</p>

<p><a href="javascript: set
(‘User")">User</a><br />

Users can serve as UPT
Administrators.</p>

<p><a href="javascript: set
('Privilege")">Privilege</a><br />

Standard privileges made
available to applications.</p>

<p>&nbsp;</p>

</td>

<td width="30%">&nbsp;</td>

</tr>

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

<!-- diagram

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F 3
123D

workflow begins

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F 3
123D
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Comment

URL

recommended flow

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F 3
123D

Section A

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F 3
123D

Section B

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

Section C

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F 3
123D

Step 2 A

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

workflow ends, association begins

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;js
essionid=DF3D60CD53026D597D296B2D26F3
123D

3.0.1

http://ncias-d704-
v.nci.nih.gov:29190/upt424/PrivilegeDBOperatio
n.do

Page Title begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

Page Title ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

NCI hdr begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

NCI hdr ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

application hdr begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

new separate links depending on admin or super
admin

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

end home links

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

application hdr ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

main content begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

target of anchor to skip menus

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

banner begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

welcome begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

welcome ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

sidebar begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
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Comment URL
login begins http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
login ends http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

what's new begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

what's new ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

did you know? begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

did you know? ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

spacer cell begins (keep for dynamic expanding)

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

spacer cell ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

sidebar ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

main content ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

application ftr begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

application ftr ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

NCI footer begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

NCI footer ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

link 1 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 1 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 2 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 2 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 3 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 3 ends http://ncias-d704-

v.nci.nih.gov:29190/uptlogin/Login.do

link priv 3.0.1 begins

http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

link priv 3.0.1 ends

http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

link 4 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 4 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
Cookies
Name Value URL
JSESSIONID B3A7B52C33BF3D9E
4114806790792A9C
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Name Value URL

newuser ncicbiitappscan
JSESSIONID DF3D60CD53026D59 http://ncias-d704-
7D296B2D26F3123D v.nci.nih.gov:29190/upt424/Login.do
JSESSIONID CF27C256C876842D http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
6364873E4E5B73CE

Application URLs
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. hito/incias-d704-v nci.nih qov-29190/untlogin/scri .
+  hito//ncias-d704-v nei.nih. qov-29190/untlogin/stvlas/
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Advisories & Fix Recommendations

Sun Java System Calendar Server Denial of Service
Infrastructure
WASC Threat Classification

Denial of Service

http://projects.webappsec.org/Denial-of-Service
CVE ID(s)

CVE-2009-1219
CWE ID(s)

20
Security Risks

It is possible to prevent the web application from serving other users (denial of service)

Possible Causes

Latest patches or hotfixes for 3rd. party products were not installed

Technical Description

Sun Java System Calendar Server is vulnerable to a Denial of Service attack through the "tzid"
parameter, which allows an attacker to crash the server.

Sample Exploit:

https://[SERVER]3443/?tzid=[..]

General Fix Recommendations

Apply patches for Sun Java System Calendar Server 6.3.

References and Relevant Links

Vendor site

BugTraq BID: 34150
Sun Advisory
Secunia Advisory
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http://projects.webappsec.org/Denial-of-Service
http://www.sun.com/software/products/calendar_srvr/index.xml
http://online.securityfocus.com/bid/34150
http://sunsolve.sun.com/search/document.do?assetkey=1-66-255008-1
http://secunia.com/advisories/34528/

Unencrypted Login Request
Application
WASC Threat Classification

Application Privacy Tests

CVE ID(s)
N/A

CWE ID(s)

523
Security Risks

It may be possible to steal user login information such as usernames and passwords that are sent
unencrypted

Possible Causes

Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Technical Description

During the application test, it was detected that an unencrypted login request was sent to the server.
Since some of the input fields used in a login process (for example: usernames, passwords, e-mail
addresses, social security number, etc.) are personal and sensitive, it is recommended that they will
be sent to the server over an encrypted connection (e.g. SSL).

Any information sent to the server as clear text, may be stolen and used later for identity theft or user
impersonation.

In addition, several privacy regulations state that sensitive information such as user credentials will
always be sent encrypted to the web site.

General Fix Recommendations

1. Make sure that all login requests are sent encrypted to the server.
2. Make sure that sensitive information such as:
- Username
- Password
- Social Security number
- Credit Card number
- Driver's License number
- e-mail address
- Phone number
- Zip code
is always sent encrypted to the server.
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References and Relevant Links

Financial Privacy: The Gramm-Leach Bliley Act

Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley Act

California SB1386
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http://www.ftc.gov/privacy/glbact/
http://www.hhs.gov/ocr/hipaa/
http://www.sec.gov/spotlight/sarbanes-oxley.htm
http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.html

Insecure HTTP Methods Enabled

Infrastructure

WASC Threat Classification

Content Spoofing
http://projects.webappsec.org/Content-Spoofing

CVE ID(s)
N/A

CWE ID(s)
N/A

Security Risks

It is possible to upload, modify or delete web pages, scripts and files on the web server

Possible Causes

The web server or application server are configured in an insecure way

Technical Description

It seems that the web server is configured to allow one (or more) of the following HTTP methods
(verbs):

- DELETE

- SEARCH

- COPY

- MOVE

- PROPFIND

- PROPPATCH

- MKCOL

-LOCK

- UNLOCK

-PUT

These methods may indicate that WebDAYV is enabled on the server, and may allow unauthorized
users to exploit it.

General Fix Recommendations

If you do not need WebDAYV enabled on your server, make sure that you either disable it, or disallow
HTTP methods (verbs) that are unneeded.
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http://projects.webappsec.org/Content-Spoofing

References and Relevant Links

WASC Threat Classification: Content Spoofing
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http://www.webappsec.org/projects/threat/classes/content_spoofing.shtml

Session Identifier Not Updated
Application
WASC Threat Classification

Session Fixation

http://projects.webappsec.org/Session-Fixation

CVE ID(s)
N/A

CWE ID(s)

613
Security Risks

It is possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Possible Causes

Insecure web application programming or configuration

Technical Description

According to WASC:

"Session Fixation is an attack technique that forces a user's session ID to an explicit value. Depending
on the functionality of the target web site, a number of techniques can be utilized to "fix" the session
ID value. These techniques range from Cross-site Scripting exploits to peppering the web site with
previously made HTTP requests. After a user's session ID has been fixed, the attacker waits for the
user to login, and then uses the predefined session ID value to assume the user's online identity.

In general, there are two types of session management systems for ID values. The first type is
"permissive" systems, that allow web browsers to specify any ID. The second type is "strict" systems,
that only accept server-side generated values. With permissive systems, arbitrary session IDs are
maintained without contact with the web site. Strict systems require that the attacker maintain the "trap
-session", with periodic web site contact, preventing inactivity timeouts.

Without active protection against session fixation, the attack can be mounted against any web site
using sessions to identify authenticated users. Web sites using session IDs are normally cookie-
based, but URLs and hidden form-fields are used as well. Unfortunately, cookie-based sessions are
the easiest to attack. Most of the currently identified attack methods are aimed toward the fixation of
cookies.

In contrast to stealing a user's session ID after they have logged into a web site, session fixation
provides a much wider window of opportunity. The active part of the attack takes place before the user
logs in.

The session fixation attack is normally a three step process:

1) Session Set-Up

The attacker sets up a "trap-session” for the target web site and obtains that session's ID, or the
attacker may select an arbitrary session ID used in the attack. In some cases, the established trap
session value must be maintained with repeated web site contact.

2) Session Fixation

The attacker introduces the trap session value into the user's browser and fixes the user's session ID.
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http://projects.webappsec.org/Session-Fixation

3) Session Entrance
The attacker waits until the user logs into the target web site, and then, when the fixed session ID
value is used, the attacker may take over."

If a session management system accepts session IDs in the form of a URL parameter, the following
request may force the session ID to the value of the URL parameter.

Code Snippet:

http://example/login.php?PHPSESSID=1234

According to WASC:

"Issuing a new session ID cookie value using a client-side script

A Cross-Site Scripting vulnerability on any web site in the domain can be used to modify the current
cookie value.

Code Snippet:
http://fexample/<script>document.cookie="sessionid=1234;%20domain=.example.dom";</script>
Another similar example (using META tag injection):
http://example/<meta%20http-equiv=Set-Cookie%20content="sessionid=1234;%
20domain=.example.dom">

Issuing a cookie using an HTTP response header

The attacker forces the target web site, or any other site in the domain, to issue a session ID cookie.
This can be achieved in many ways:

- Breaking into a web server in the domain (e.g., a poorly maintained WAP server)

- Poisoning a user's DNS server, effectively adding the attacker's web server to the domain

- Setting up a malicious web server in the domain (e.g., on a workstation in Windows 2000 domain, all
workstations are also in the DNS domain)

- Exploiting an HTTP response splitting attack"

Comparison of the session identifiers before and after the login process revealed they were not
updated, which means that user impersonation may be possible. Preliminary knowledge of the
session identifier value may enable a remote attacker to pose as a logged-in legitimate user.

The flow of attack:

An attacker uses the victim's browser to open the login form of the vulnerable site.

Once the form is open, the attacker writes down the session identifier value, and waits.

When the victim logs into the vulnerable site, his session identifier is not updated.

The attacker can then use the session identifier value to impersonate the victim user, and operate on
his behalf.

The session identifier value can be obtained by utilizing a Cross-Site Scripting vulnerability, causing
the victim's browser to use a predefined session identifier when contacting the vulnerable site, or by
launching a Session Fixation attack that will cause the site to present a predefined session identifier to
the victim's browser.

General Fix Recommendations

Always generate a new session to which the user will log in if successfully authenticated.
Prevent user ability to manipulate session ID.
Do not accept session IDs provided by the user's browser at login
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References and Relevant Links

"Session Fixation Vulnerability in Web-based Applications", By Mitja Kolsek - Acros Security
PHP Manual, Session Handling Functions, Sessions and security
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http://www.acrossecurity.com/papers/session_fixation.pdf
http://il2.php.net/session#session.security

