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Executive Summary

Test Policy
* Default

Security Risks

Following are the security risks that appeared most often in the application. To explore which issues
included these risks, please refer to the 'Detailed Security Issues' section in this report.

* ltis possible to gather sensitive debugging information

* It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

* It may be possible to bypass the web application's authentication mechanism

* It may be possible to steal user login information such as usernames and passwords that are sent
unencrypted

* It is possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Vulnerable URLs

36% of the URLs had test results that included security issues.

I Vulnerable URLs (36%)
[ 1 Not winerable URLs (64%)

Scanned URLs

35 URLs were scanned by AppScan.

Security Issue Possible Causes

Following are the most common causes for the security issues found in the application. The causes below
are those that repeated in the maximal number of issues. To explore which issues included these causes,
please refer to the 'Detailed Security Issues' section in this report.

* No validation was done in order to make sure that user input matches the data type expected

*  Proper bounds checking were not performed on incoming parameter values

* Insecure web application programming or configuration
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*  Debugging information was left by the programmer in web pages

* Sensitive input fields such as usernames, password and credit card numbers are passed
unencrypted

URLSs with the Most Security Issues (number issues)

*  http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do (5)

*  http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do (4)

»  http://ncias-d704-v.nci.nih.gov:29190/uptlogin/ (2)

*  http://ncias-d704-v.nci.nih.gov:29190/ (1)

»  http://ncias-d704-v.nci.nih.gov:29190/upt424/FooterApplicationSupport.do (1)

Security Issues per Host

Hosts High Medium Low Informational | Total

http://ncias-d704-
v.nci.nih.gov:29190/

Total 2 2 2 14 20

2 2 2 14 20
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Security Issue Distribution per Threat Class

The following is a list of the security issues, distributed by Threat Class.

Brute Force -

Insufficient Authentication =

Credential/Session Prediction=

Insufficient Authorization =

Insufficient Session Expiration =

Session Fixation -

Content Spoofing =

Cross-site Scripting=

Buffer Overflow -

Format String -

LDAP Injection =

OS Commanding -

SQL Injection =

SSl Injection =i

XPath Injection =

Directory Indexing -

Information Leakage -}

Path Traversal =

Predictable Resource Location=

Abuse of Functionality -|

Denial of Senice -

pplcaton Cuay Toots -
Application Quality Tests -

URI Redirector Abuse =

Remote File Inclusion-|

Cross-site Request Forgery -/

HTTP Response Splitting =

Null Byte Injection =}

SOAP Array Abuse

XML Attribute Blowup

XML External Entities

XV Entity Expansion

Insecure Indexing
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Security Issue Cause Distribution

95% Application-related Security Issues (19 out of a total of 20 issues).

Application-related Security Issues can usually be fixed by application developers, as they result from
defects in the application code.

5% Infrastructure and Platform Security Issues (1 out of a total 20 issues).

Infrastructure and Platform Security Issues can usually be fixed by system and network administrators as
these security issues result from misconfiguration of, or defects in 3rd party products.
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Detailed Security Issues

Vulnerable URL: http://Incias-d704-v.nci.nih.gov:29190/
Total of 1 security issues in this URL

[1 of 1] Insecure HTTP Methods Enabled

Severity: Medium

Test Type: Infrastructure

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/

CVE ID(s): N/A

CWE ID(s): N/A

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1 [ID=371]

The following changes were applied to the original request:

» Set pathto /'

» Set cookie 'JSESSIONID's value to '064EOFB8FC728B91701D55C2F8B313A5'
» Set HTTP header to '064EOFB8FC728B91701D55C2F8B313A5'

* Set method to 'OPTIONS'

Request/Response:

OPTIONS / HTTP/1.1

cookie: JSESSIONID=064EOFB8FC728B91701D55C2F8B313A5

Content-Length: 0O

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

HTTP/1.1 200 OK

Content-Length: 0

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Date: Fri, 23 Dec 2011 15:45:55 GMT

Validation In Response:
o Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS

Reasoning:

The Allow header revealed that hazardous HTTP Options are allowed, indicating that WebDAYV is
enabled on the server.

CWE ID:
N/A
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Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/FooterApplicationSupport.do
Total of 1 security issues in this URL

1 of 1] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/FooterApplicationSupport.do
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=13943]

Request/Response:

GET /upt424/FooterApplicationSupport.do HTTP/1.1

Cookie: JSESSIONID=CD10B10DBDDFCEAD70543E99EFD86B42

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Referer: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do

HTTP/1.1 200 OK

Set-Cookie: JSESSIONID=01C16CA73743FE5811AA2887BBOD5691; path=/uptd24
Content-Length: 8432

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1

Content-Type: text/html;charset=150-8859-1

Date: Fri, 23 Dec 2011 13:08:43 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavasScript" src="scripts/script.js"></script>
<!-- Page Title begins -->
<title>NCI Security Admin Application</title>
<!-- Page Title ends -->

</head>

<body>

<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->

<tr>
<td>
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<table width="100%" height="5" border="0" cellspacing="0" cellpadding="0"
class="hdreG">

<tr>

<td class="appMenu">

<a href="javascript:skipNavigation()" id="skipmenu" class="skippy" tabindex="1">Skip
Navigation</a>

<a name="top"></a>

</tr>

</table>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov"
id="ncilink" tabindex="2"><img alt="National Cancer Institute"
src="1images/logotype.gif" width="283" height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"
tabindex="3" id="nihlink"><img alt="uU.S. National Institutes of Health |
www.cancer.gov'" src="images/tagline.gif" width="295" height="37"
border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!-- NCI hdr ends -->
<tr>
<td height="100%" a1ign="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdraG">
<tr>

<!-- new separate Tinks depending on admin or super admin

<td height="50" width="400" align="Teft"><a
href="/upt424/Home.do" id="homeLink"><img src="1images/appLogo.gif" border="0"
hspace="10" alt="UPT Home"></a></td>

<!-- end home Tinks -->
</tr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
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<script>
<l--
Eunction set(tableId)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();

function MM_swapImgRestore() { //v3.0
var 1i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.oSrc;i++)
X.Src=x. osrc

function MM_preloadimages() { //v3.0
var d= document, if(d.images){ if(!d.MvM_p) d.MM_p=new Array(),
var 1i,j=d.MM_p.length,a=MM pre]oadImages arguments; for(i=0; i<a.length; i++)
if (a[1] 1ndexof("#")' =0){ d.MM_p[jl=new Image; d.MM_p[j++].src=a[i];}}

function MM_findobj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexof("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
1f('(x d[n])&&d.all) x=d.all[n]; for (i=0; Ix&&i<d. forms. 1ength i++) x=d.forms[i]

for(1 =0; ! x&&d. Tayers&&i<d.layers.length;i++) x=MM_findobj(n,d.layers[i].document);
if(!x && document. getElementById) x= =document . getE1ementById(n), return Xx;

function MM_swapImage() { //v3.0
var 1i,j=0,x,a=MM_swapImage.arguments; document.MM_sr=new Array; for(i=0;i<
(a.Tength-2);1+=3)
if ((x=MM_findobj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src;
§.src=a[1+2];}

/] —=>

</script>
<form name="MenuForm" method="post" action="/upt424/Menuselection.do" id="menuForm">
<input type="hidden" name="tableld" value="error">

<td class="mainMenu" height="20">
<table cellpadding="0" cellspacing="0" border="0"

height="16">
</table>
</td>
</form>
</tr>
<!-- main content begins -->
<tr>
<td valign="top"> )
<!-- target of anchor to skip menus --><a name="content" /></a>
. <tr>
<td valign="top"> ]
<!-- target of anchor to skip menus --><a name="content" />

<table summary="Application Support" cellpadding="0" cellspacing="0"
border="0" class="contentPage" width="100%" height= "100/"
<tr>
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Validation In Response:
o t</p>

<p><b>NCICB Application
Support</b><br>

<a
href="mailto:ncicb@pop.nci.nih.gov">ncich@op.nci.nih.gov</a><br>
Local: 301-451-4384 <br>

Toll-free: 888-478-4423
<br

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/FooterContactUs.do
Total of 1 security issues in this URL

1 of 1] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/FooterContactUs.do
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=13231]

Request/Response:

GET /upt424/FooterContactUs.do HTTP/1.1

Cookie: JSESSIONID=CD10B10DBDDFCEAD70543E99EFD86B42

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Referer: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do

HTTP/1.1 200 OK

Set-Cookie: JSESSIONID=83049B5D7A6A2CEAE83023A6C5468081; path=/uptd24
Content-Length: 8440

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1

Content-Type: text/html;charset=150-8859-1

Date: Fri, 23 Dec 2011 13:08:35 GMT
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<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavasScript" src="scripts/script.js"></script>
<!-- Page Title begins -->
<title>NCI Security Admin Application</title>
<!-- Page Title ends -->

</head>

<body>

<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" height="5" border="0" cellspacing="0" cellpadding="0"
class="hdrBG">

<tr>

<td class="appMenu'>

<a href="javascript:skipNavigation()" id="skipmenu" class="skippy" tabindex="1">Skip
Navigation</a>

<a name="top"></a>

</tr>

</table>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov"
id="ncilink" tabindex="2"><img alt="National Cancer Institute"
src="1images/logotype.gif" width="283" height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"
tabindex="3" id="nihlink"><img alt="uU.S. National Institutes of Health |
www.cancer.gov'" src="images/tagline.gif" width="295" height="37"
border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!-- NCI hdr ends -->
<tr>
<td height="100%" a1ign="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- appTlication hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdraG">
<tr>

<!-- new separate Tinks depending on admin or super admin
-=>
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<td height="50" width="400" align="1left"><a
href="/upt424/Home.do" id="homeLink"><img src="1images/appLogo.gif" border="0"
hspace="10" alt="UPT Home"></a></td>

<!-- end home 1links -->
</tr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<scr1pt>

Eunction set(tableId)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();

function MM_swapImgRestore() { //v3.0
var 1i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.oSrc;i++)
X.Src=x.0Src;

function MM_preloadimages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array(),
var i,j=d.MM_p.length,a=MM_| pre1oadImages arguments; for(i=0; 1i<a.length; i++)
if (a[i]. 1ndexof("#")| =0){ d.MM_p[jl=new Image; d.MM_p[j++].src=al[il;}}

function MM_findobj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexof("?"))>08&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
1f('(x d[n])&&d.all) x=d.all[n]; for (i=0; 1x&&i<d. forms. 1ength i++) x=d.forms[i]

for(1 =0; !x&&d. Tayers&&i<d.layers.length;i++) x=MM_findobj(n,d.layers[i].document);
if(!x && document. getElementById) x= =document . getE1ementById(n), return x;

function MM_swapImage() { //v3.0
var 1i,j=0,x,a=MM_swapImage.arguments; document.MM_sr=new Array; for(i=0;i<
(a. 1ength 2) i+=3)
if ((x=MM_findobj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src;
x.src=al[i+2];

/] -=>

</script>

<form name="MenuForm" method="post" action="/upt424/MenuSelection.do" id="menuForm">
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<input type="hidden" name="tableld" value="error">
<td class="mainMenu" height="20">
<table cellpadding="0" cellspacing="0" border="0"

height="16">
</table>
</td>
</form>
</tr>
<!-- main content begins -->
<tr> .
<td valign="top"> )
<!-- target of anchor to skip menus --><a name="content" /></a>
<tr>
<td valign="top"> ]
<!-- target of anchor to skip menus --><a name="content" />

<table summary="Contact us" cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">
<tr>
<td valign=...

Validation In Response:
o t</p>

<p><b>NCICB Application
Support</b><br>

<a
href="mailto:ncicb@pop.nci.nih.gov'">ncich@op.nci.nih.gov</a><br>
Local: 301-451-4384 <br>

Toll-free: 888-478-4423
<br

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do
Total of 4 security issues in this URL
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[1 of 4] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do (Parameter:
applicationContextName)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 1 [ID=12339]

The following changes were applied to the original request:
* Removed parameter 'applicationContextName'
» Added parameter 'applicationContextName." with the following value 'sample424'

Request/Response:

POST /upt424/Login.do HTTP/1.1

Cookie: JSESSIONID=CD10B1ODBDDFCEAD70543E99EFD86B42

Content-Length: 62

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

ToginId=admin&password=admin&applicationContextName.=sample424
HTTP/1.1 500 Internal Server Error

Content-Length: 2687

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=utf-8

Date: Fri, 23 Dec 2011 13:08:05 GMT

Connection: close

<html><head><title>JBoss wWeb/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76; font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>javax.servlet.ServletException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1254)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServiet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServlet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServiet. %ava 717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pr¢;$/g><p><b>root cause</b> <pre>java.lang.IllegalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtils.getPropertybDescriptor
(PropertyUtils.java:837)
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org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1252)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html1>

Validation In Response:
e HTTP/1.1 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550

[2 of 4] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do (Parameter: loginid)
CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 1 [ID=12120]

The following changes were applied to the original request:
* Removed parameter 'loginld'
» Added parameter 'loginld." with the following value 'admin

Request/Response:

POST /upt424/Login.do HTTP/1.1

Cookie: JSESSIONID=CD10B10DBDDFCEAD70543E99EFD86B42

Content-Length: 62

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

password=admin&applicationContextName=sample424&loginId.=admin
HTTP/1.1 500 Internal Server Error

Content-Length: 2687

Server: Apache-Coyote/1.1
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Content-Type: text/html;charset=utf-8
Date: Fr1, 23 Dec 2011 13 07:51 GMT
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font- fam11y Tahoma Arial,sans-serif; color: white;background- color: #525D76; font-
size:16px;} H3 {font- fam11y Tahoma Ar1a1 sans-serif;color:white;background-
color: #525D76 font-size:14px;} BODY {Font -family: Tahoma Arial,sans-
serif;co]or:b1ack;background—co1or:white;} B {font—fami1y:Tahoma,Ar1a1,sans—
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>javax.servlet.ServietException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1254)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pr¢?$/8><p><b>root cause</b> <pre>java.lang.IllegalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtils.getPropertyDescriptor
(PropertyuUtils.java:837)
org.apache.commons.beanutils.BeanUtils.setProperty(BeanUtils.java:934)
org.apache.commons.beanutils.BeanUtils.populate(BeanUtils.java:808)
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1252)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
e HTTP/1.1 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550
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[3 of 4] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do (Parameter:
password)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 1 [ID=12231]

The following changes were applied to the original request:
* Removed parameter 'password’
* Added parameter 'password.' with the following value ‘admin’

Request/Response:

POST /upt424/Login.do HTTP/1.1

Cookie: JSESSIONID=CD10B10DBDDFCEAD70543E99EFD86B42

Content-Length: 62

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

ToginId=admin&applicationContextName=sample424&password.=admin
HTTP/1.1 500 Internal Server Error

Content-Length: 2687

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=utf-8

Date: Fri, 23 Dec 2011 13:07:59 GMT

Connection: close

<html><head><title>JBoss wWeb/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76; font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>javax.servlet.ServletException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1254)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServiet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServlet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServiet. %ava 717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pr¢;$/g><p><b>root cause</b> <pre>java.lang.IllegalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtils.getPropertybDescriptor
(PropertyUtils.java:837)
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org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1252)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html1>

Validation In Response:
e HTTP/1.1 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550

[4 of 4] HTML Comments Sensitive Information Disclosure

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do
CVE ID(s): N/A

CWE ID(s): 615

Remediation Tasks: Remove sensitive information from HTML comments

Variant 1 of 1 [ID=12423]

The following may require user attention:

POST /upt424/Login.do HTTP/1.1

Cookie: JSESSIONID=84B012513B27E4C4E40AB60C6420BC1D

Content-Length: 61

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

loginld=admin&password=admin&applicationContextName=sample424

HTTP/1.1 200 OK

Set-Cookie: JSESSIONID=6DBOEDASE1F2B58B79BCA33802B6B07D; path=/upt424
Content-Length: 26535
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Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Content-Type: text/html;charset=1SO-8859-1

Date: Fri, 23 Dec 2011 12:56:39 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<l-- Page Title begins -->
<title>NCI Security Admin Application</title>
<l-- Page Title ends -->
</head>
<body>
<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>

<td>

<table width="100%" height="5" border="0" cellspacing="0" cellpadding="0"
class="hdrBG">

<tr>

<td class="appMenu">

<a href="javascript:skipNavigation()" id="skipmenu" class="skippy" tabindex="1">Skip
Navigation</a>

<a name="top"></a>

<ftr>

</table>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>

<td width="283" height="37" align="left"><a href="http://www.cancer.gov" id="ncilink"
tabindex="2"><img alt="National Cancer Institute" src="images/logotype.gif" width="283"
height="37" border="0"></a></td>

<td>&nbsp;</td>

<td width="295" height="37" align="right"><a href="http://www.cancer.gov"
tabindex="3" id="nihlink"><img alt="U.S. National Institutes of Health | www.cancer.gov"
src="images/tagline.gif" width="295" height="37" border="0"></a></td>
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</tr>
</table>

</td>
</tr>
<!-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<l-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>

<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
href="/upt424/Home.do" id="homeLink"><img src="images/appLogo.gif" border="0"
hspace="10" alt="UPT Home"></a></td>

<!-- end home links -->

<td width="200" align="right">

<table>

<l--

<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

<tr><td class="appMenu" width="60%" align="right">Login
ID :</td><td class="appMenu2" width="40%" align="left">admin</td></tr>

<tr><td class="appMenu" width="60%"
align="right">Application :</td><td class="appMenu2" width="40%"
align="left">sample424</td></tr>
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width="40%" align="left">Admin</td></tr>

<l--<tr><td class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu" width="50" align="center">&nbsp;</td></tr>

-—>

</table>

</td>

</tr>
</table>

</td>
<ftr>
<!-- application hdr ends -->
<tr>

<script>
<l--
function set(tableld)
{
document.MenuForm.tableld.value=tableld;
document.MenuForm.submit();

function MM_swaplmgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=ali])&&x.oSrc;i++) x.src=x.0Src;

}

function MM_preloadlmages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array();
var i,j=d.MM_p.length,a=MM_ preloadimages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexOf("#")!=0){ d.MM_pl[j]=new Image; d.MM_p[j++].src=ali];}}
}

function MM_findObj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(1(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.formsl[i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers][i]. document);
if(Ix && document.getElementByld) x=document.getElementByld(n); return x;

12/23/2011 10:51:29 AM 22/112



}

function MM_swaplmage...

Validation In Response:

<tr height="16">
<!--
<td height="16" width="1"><a href="#content"><img
src="images/shim.gif" alt="skip Menu"
width="1" height="1"
border="0"></a></td>

<!-- T1ink 1 begins -->

Reasoning:
AppScan discovered HTML comments containing what appears to be sensitive information.

CWE ID:
615

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/MenuSelection.do
Total of 1 security issues in this URL

[1 of 1] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/upt424/MenuSelection.do (Parameter:
tableld)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 1 [ID=13081]

The following changes were applied to the original request:
* Removed parameter 'tableld’
* Added parameter 'tableld." with the following value 'error'

Request/Response:

POST /upt424/MenuSelection.do HTTP/1.1

Cookie: JSESSIONID=CD10B10DBDDFCEAD70543E99EFD86B42

content-Length: 14

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
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1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: ncias-d704-v.nci.nih.gov:29190

Content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do

tableld.=error

HTTP/1.1 500 Internal Server Error
content-Length: 2687

Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Date: Fri, 23 Dec 2011 13:08:29 GMT
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif; color: white;background-color:#525D76; font-size:22px;}
H2 {font- fam11y Tahoma Arial,sans-serif; color: white;background- color: #525D76; font-
size:16px;} H3 {font- fam11y Tahoma Ar1a1 sans-serif;color:white;background-
co]or:#525D76;f0nt—size:14px;} BODY {font—fami1y:Tahoma,Ar1a1,sans—
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>javax.servlet.ServletException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1254)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.serv]et.http.HttpServ1et.service(HttpServ]et.%ava:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</prg?§/g><p><b>root cause</b> <pre>java.lang.IllegalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtils.getPropertybDescriptor
(PropertyUtils.java:837)
org.apache.commons.beanutils.BeanUtils.setProperty(BeanUtils.java:934)
org.apache.commons.beanutils.BeanUtils.populate(BeanUtils.java:808)
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1252)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.serv]et.http.HttpServ1et.service(HttpServ]et.%ava:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html1>

Validation In Response:
e HTTP/1.1 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550
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Vulnerable URL: http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=4CB0D70FBASAE9BD1CE7107809C3A
47B

Total of 1 security issues in this URL

[1 of 1] Cross-Site Request Forgery

Severity: Medium

Test Type: Application

Vulnerable URL: http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=4CB0OD70FBA5SAE9
BD1CE7107809C3A47B

CVE ID(s): N/A

CWE ID(s): 352

Remediation Tasks: Decline malicious requests

Variant 1 of 1 [ID=14053]

The following changes were applied to the original request:

* Set cookie 'JSESSIONID's value to '84DDA9540FFEA2C3481672A46F3EFA81"
» Set HTTP header to 'http://bogus.referer.ibm.com'’

» Set HTTP header to '84DDA9540FFEA2C3481672A46F3EFA81"

Request/Response:

POST /upt424/MenuSelection.do;jsessionid=CD10B10DBDDFCEAD70543E99EFD86B42uptHeaderup
tHeaderuptHeader HTTP/1.1

Cookie: newuser=ncicbiitappscan; JSESSIONID=6D086F348FB469146AD76E15E2667617
content-Length: 14

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Accept-Language: en-us

content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Pragma: no-cache

Connection: Keep-Alive

Referer: http://bogus.referer.ibm.com

tableId=Logout

HTTP/1.1 200 OK

content-Length: 13431

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Content-Type: text/html;charset=150-8859-1

Date: Fri, 23 Dec 2011 15:45:39 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>
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<head>
<meta http—equiv="Content—Type" content="text/html; charset=iso0o-8859-1">
<link rel="stylesheet" href="styles/stylesheet.css" type="text/css" />
<script language="JavasScript" src="scripts/script.js"></script>
<!-- Page Title begins -->
<title>NCI Security Admin Application</title>
<!-- Page Title ends -->

</head>

<body>

<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" height="5" border="0" cellspacing="0" cellpadding="0"
class="hdreG">

<tr>

<td class="appMenu">

<a href="javascript:skipNavigation()" id="skipmenu" class="skippy" tabindex="1">Skip
Navigation</a>

<a name="top"></a>

</tr>

</table>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov"
id="ncilink" tabindex="2"><img alt="National Cancer Institute"
src="1images/logotype.gif" width="283" height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"
tabindex="3" id="nihlink"><img alt="uU.S. National Institutes of Health |
www.cancer.gov'" src="images/tagline.gif" width="295" height="37"
border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!-- NCI hdr ends -->
<tr>
<td height="100%" a1ign="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdreG">
<tr>

<!-- new separate Tinks depending on admin or super admin

<td height="50" width="400" align="Teft"><a
href="/upt424/Home.do" id="homeLink"><img src="1images/appLogo.gif" border="0"
hspace="10" alt="UPT Home"></a></td>

<!-- end home Tinks -->
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</tr>

</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<l--

Eunction set(tableId)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();

function MM_swapImgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.oSrc;i++)
X.Src=x. osrc

function MM_preloadimages() { //v3.0
var d= document, if(d.images){ if(!d.mv_p) d.™MM_p=new Array(Q);
var 1i,j=d.MM_p.length,a=MM pre]oadImages arguments; for(i=0; 1i<a.length; i++)
if (a[1] 1ndexof(" ")' =0){ d.MM_p[jl=new Image; d.MM_p[j++].src=a[i];}}

function MM_findobj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexof("?"))>0&&parent.frames.length) {
d—parent frames[n. substr1ng(p+1)] document; n=n.substring(0,p);}
[ }f('(x =d[n])&&d.all) x=d.all[n]; for (i=0; 1x&&i<d. forms. 1ength i++) x=d.forms[i]
n
for(i=0; !x&&d.layers&&i<d.layers.length;i++) x=MM_findobj(n,d.layers[i].document);
if(!x && document. getElementById) x= =document . getE1ementById(n), return x;

function MM_swapImage() { //v3.0
var 1i,j=0,x,a=MM_swapImage.arguments; document.MM_sr=new Array; for(i=0;i<
(a.Tength-2);1+=3)
if ((x=MM_findobj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0oSrc) x.oSrc=x.src;
x.src=al[i+2];}

/] —=>

</script>
<form name="MenuForm" method="post" action="/upt424/MenuSelection.do" id="menuForm">

<input type="hidden" name="tableIld" value="error">

<td class="mainMenu" height="20">

<table cellpadding="0" cellspacing="0" border="0"
height="16">

</table>

</td>
</form>
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</tr>

<!-- main content begins -->
<tr>
<td valign="top">
<!-- target of anchor to skip menus -->...

Validation In Response:
N/A

Reasoning:

The same request was sent twice in different sessions and the same response was received.
This shows that none of the parameters are dynamic (session identifiers are sent only in
cookies) and therefore that the application is vulnerable to this issue.

CWE ID:

352

Vulnerable URL: http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=CD10B10DBDDFCEAD70543E99EFD86
B42

Total of 1 security issues in this URL

1 of 1] _Application Error

Severity: Informational
Test Type: Application
Vulnerable URL: http://ncias-d704-

v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=CD10B10DBDDFC
EAD70543E99EFD86B42 (Parameter: tableld)

CVE ID(s): N/A
CWE ID(s): 550
Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 1 [ID=14893]

The following changes were applied to the original request:
* Removed parameter 'tableld’
* Added parameter 'tableld." with the following value 'error’'

Request/Response:

POST /upt424/MenuSelection.do;jsessionid=CD10B10DBDDFCEAD70543E99EFD86B42 HTTP/1.1
Cookie: JSESSIONID=CD10B10DBDDFCEAD70543E99EFD86B42

Content-Length: 14

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
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Host: ncias-d704-v.nci.nih.gov:29190
content-Type: application/x-www-form-urlencoded
Referer: http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do

tableld.=error

HTTP/1.1 500 Internal Server Error
content-Length: 2687

Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Date: Fri, 23 Dec 2011 13:09:06 GMT
Connection: close

<html><head><title>JBoss web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><hl1>HTTP Status 500 - </h1l><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>javax.servlet.ServietException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1254)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pr¢?$/3><p><b>root cause</b> <pre>java.lang.IllegalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtils.getPropertyDescriptor
(PropertyUtils.java:837)
org.apache.commons.beanutils.BeanUtils.setProperty(BeanUtils.java:934)
org.apache.commons.beanutils.BeanUtils.populate(Beanutils.java:808)
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:1252)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:821)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:254)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1482)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:525)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
e HTTP/1.1 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550
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Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
Total of 2 security issues in this URL

1 of 2] Autocomplete HTML Attribute Not Disabled for Password Field

Severity: Low

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
CVE ID(s): N/A

CWE ID(s): N/A

Remediation Tasks: Correctly set the "autocomplete" attribute to "off"

Variant 1 of 2 [ID=12553]

Request/Response:

GET /uptlogin/ HTTP/1l.1

Ccookie: JSESSIONID=47D6DD3A2B812C5BB6208D97A1505FCE

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

HTTP/1.1 200 OK

content-Length: 13589

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Ccontent-Type: text/html;charset=150-8859-1

Date: Fri, 23 Dec 2011 13:08:11 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http—equiv="Content—Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />

<script language="JavaScript" src="scripts/script.js"></script>
<!-- Page Title begins -->
<title>UPT Login Application</title>
<!-- Page Title ends -->
</head>
<body>

<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>

<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a
href="http://www.cancer.gov'><img alt="National Cancer Institute"
src="images/logotype.gif" width="283" height="37" border="0"></a></td>
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<td>&nbsp;</td>
<td width="295" height="37" align="right"><a
href="http://www.cancer.gov"><img alt="U.S. National Institutes of Health |
www.cancer.gov'" src="images/tagline.gif" width="295" height="37"
border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!-- NCI hdr ends -->
<tr>
<td height="100%" a1ign="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- application hdr begins -->
<tr>

<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdreG">
<tr>

<!-- new separate links depending on admin or super admin

<td height="50" width="400" align="left"><a
href="/uptlogin/LHome.do"><img src="images/appLogo.gif" border="0" hspace="10"
alt="UPT Home"></a></td>

<!-- end home 1links -->
</tr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<!--

Eunction set(table1d)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();
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var 1i,x,a=document.MM_sr; for(i=0;a&&i<a.Tlength&&(x=a[i])&&x.0oSrc;i++)
X.Src=x.0Src;

function MM_preloadImages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.™MM_p=new Array();
var i,j=d.MM_p.length,a=MM_preloadImages.arguments; for(i=0; i<a.length; i++)
if (a[1].indexof("#")!=0){ d.MM_p[jl=new Image; d.MM_p[j++].src=al[i];}}

function MM_findobj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexof("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if('(x=d[n])&&d.all) x=d.a11%n]; for (i=0;!x&&i<d.forms.Tlength;i++) x=d.forms[i]

nis;
for(i=0; !x&&d.layers&&i<d.layers.length;i++) x=MM_findobj(n,d.layers[i].document);
if(!x & document.getElementById) x=document.getElementById(n); return Xx;

function MM_swapImage() { //v3.0
var i,ﬂ:O,x,a=MM_swapImage.arguments; document.MM_sr=new Array; for(i=0;i<
(a.length-2);1+=3)
if ((x=MM_findobj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src;
§.src=a[1+2];}

/] >
</script>
<form name="MenuForm" method="post" action="/uptlogin/Menuselection.do"
id="menuForm">

<input type="hidden" name="tableld" value="error">

<td class="mainMenu" height="20">
<table cellpadding="0" cellspacing="0" border="0"
height="16">

</table>
</td>
</form>

</tr>

<!-- main content begins -->
<tr> )
<td valign="top">

<!-- target of anchor to skip menus --><a name="content" /></a>

<table cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">
<tr>
<td valign="top"><!-- target of anchor to skip menus --><a
name="content" /></a>
<table cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">

<!-- banner begins -->
<tr>
<td class="bannerHome"><img src="images/bannerHome.gif" height="140"
alt="NCICB CSM User Provisioning Tool"></td>
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</tr> ]
<!-- banner begins -->

<tr>
<td height="100%"><!-- target of anchor to...

Validation In Response:

o <td class="formFieldLogin"><input type="password" name="password" size="14"
value="" style="formField"></td>

Reasoning:

AppScan has found that a password field does not enforce the disabling of the autocomplete
feature.

CWE ID:

N/A

[2 of 2] HTML Comments Sensitive Information Disclosure

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

CVE ID(s): N/A

CWE ID(s): 615

Remediation Tasks: Remove sensitive information from HTML comments

Variant 1 of 1 [ID=12422]

The following may require user attention:

GET /uptlogin/ HTTP/1.1

Cookie: JSESSIONID=B62AD9C7F7F3CA99CBE301263A92DA04

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

HTTP/1.1 200 OK

Content-Length: 13589

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Content-Type: text/html;charset=1S0-8859-1

Date: Fri, 23 Dec 2011 12:56:37 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

12/23/2011 10:51:29 AM 33/112



<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />

<script language="JavaScript" src="scripts/script.js"></script>
<l-- Page Title begins -->
<title>UPT Login Application</title>
<l-- Page Title ends -->
</head>
<body>

<table cellpadding="0" cellspacing="0" border="0" width="100%" height="100%">

<!-- NCI hdr begins -->
<tr>

<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov"><img
alt="National Cancer Institute" src="images/logotype.gif" width="283" height="37"
border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"><img
alt="U.S. National Institutes of Health | www.cancer.gov" src="images/tagline.gif"
width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table cellpadding="0" cellspacing="0" border="0" height="100%" width="771">
<!-- application hdr begins -->
<tr>

<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>

12/23/2011 10:51:29 AM 34/112



<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
href="/uptlogin/LHome.do"><img src="images/appLogo.gif" border="0" hspace="10"
alt="UPT Home"></a></td>

<!-- end home links -->

<ftr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<l--
function set(tableld)
{

document.MenuForm.tableld.value=tableld;
document.MenuForm.submit();

function MM_swaplmgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.0Src;i++) x.src=x.0Src;

}

function MM_preloadlmages() { //v3.0
var d=document; if(d.images){ if('d.MM_p) d.MM_p=new Array();
var i,j=d.MM_p.length,a=MM_preloadlmages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexOf("#")!=0){ d.MM_pl[j]=new Image; d.MM_p[j++].src=ali];}}
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function MM_findObj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(!(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.formsl[i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers[i].document);
if('x && document.getElementByld) x=document.getElementByld(n); return x;

}

function MM_swaplmage() { //v3.0

var i,j=0,x,a=MM_swaplmage.arguments; document.MM_sr=new Array; for(i=0;i<(a.length
-2),i+=3)

if (x=MM _findObj(a[i]))!=null){document.MM_ sr[j++]=x; if(!x.0Src) x.oSrc=x.src; x.src=a
[i+2];}
}

I -->
</script>

<form name="MenuForm" method="post" action="/uptlogin/MenuSelection.do"
id="menuForm">

<input type="hidden" name="tableld" value="error">

<td class="mainMenu" height="20">
<table cellpadding="0" cellspacing="0" border="0"
height="16">

</table>
</td>
</form>

</tr>

<!-- main content begins -->
<tr>

<td valign="top">

<l-- target of anchor to skip menus --><a name="content" /></a>

<table cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">
<tr>
<td valign="top"><!-- target of anchor to skip menus --><a
name="content" /></a>

12/23/2011 10:51:29 AM 36/112



<table cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">

<l-- banner begins -->
<tr>
<td class="bannerHome"><img src="images/bannerHome.gif"
height="140" alt="NCICB CSM User Provisioning Tool"></td>

</tr>
<!-- banner begins -->

<tr>
<td height="100%"><!-- target of anchor to...

Validation In Response:

e <!-- new separate links depending on admin or super admin -->
e <!-- new separate links depending on admin or super admin -->
Reasoning:

AppScan discovered HTML comments containing what appears to be sensitive information.

CWE ID:
615

Vulnerable URL: http://Incias-d704-v.nci.nih.gov:29190/uptlogin/FooterApplicationSupport.do
Total of 1 security issues in this URL

[1 of 1] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/FooterApplicationSupport.do
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=12555]

Request/Response:

GET /uptlogin/FooterApplicationSupport.do HTTP/1.1

Cookie: JSESSIONID=47D6DD3A2B812C5BB6208D97A1505FCE

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptiogin/
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HTTP/1.1 200 OK

Content-Length: 8306

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Content-Type: text/html;charset=150-8859-1

Date: Fri, 23 Dec 2011 13:08:11 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<Tlink rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavasScript" src="scripts/script.js"></script>
<!-- Page Title begins -->
<title>Login Application</title>
<!-- Page Title ends -->
</head>
<body>
<table summary="" cellpadding="0" cellspacing="0" border="0" width="100%"
height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a
href="http://www.cancer.gov'"><img alt="National Cancer Institute"
src="1images/logotype.gif" width="283" height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a
href="http://www.cancer.gov"><img alt="U.S. National Institutes of Health |
www.cancer.gov'" src="images/tagline.gif" width="295" height="37"
border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table summary="" cellpadding="0" cellspacing="0" border="0" height="100%"
width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdraG">
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<tr>

<!-- new separate links depending on admin or super admin

<td height="50" width="400" align="left"><a
href="/uptlogin/LHome.do"><img src="1images/appLogo.gif" border="0" hspace="10"
alt="UPT Home"></a></td>

<!-- end home links -->
</tr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<!--

Eunction set(tableId)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();

function MM_swapImgRestore() { //v3.0
var 1i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.oSrc;i++)
X.Src=x.0Src;

function MM_preloadimages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.™MM_p=new Array();
var i,j=d.MM_p.Tlength,a=MM_preloadImages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexof("#")!=0){ d.MM_p[j]l=new Image; d.MM_p[j++].src=al[i]l;}}

function MM_findobj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexof("?"))>08&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
1f('(x d[n])&&d.all) x=d.all ? for (i=0; lx&&1<d forms. 1ength i++) x=d.forms[i]

for(1 =0; !x&&d. Tayers&&i<d.layers.length;i++) x=MM_findobj(n,d.layers[i].document);
if(!x && document. getElementById) x= =document . getE1ementById(n), return x;

function MM swapImage() { //v3.0
var 1, ﬂ ,X,a=MM_swapImage.arguments; document.MM_sr=new Array; for(i=0;i<
(a.Tlengt 2) 14+=3)
if ((x=MM_findobj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src;
x.src=al[i+2];}
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</script>

<form name="MenuForm" method="post" action="/uptlogin/MenuSelection.do
id="menuForm">

<input type="hidden" name="tableId" value="error">
<td class="mainMenu" height="20">

<table summary="" cellpadding="0" cellspacing="0" border="0"
height="16">
</table>
</td>
</form>
</tr>
<!-- main content begins -->
<tr> .
<td valign="top"> )
<!-- target of anchor to skip menus --><a name="content" /></a>
<tr>
<td valign="top"> )
<!-- target of anchor to skip menus --><a name="content" 4>

<table summary="" cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">
<tr>
<td valign="top">
<tabTle cellpadding="0" cellspacing="0" border="0"

class="contentBegins">
<tr>
<td colspan="2">
<h2>Application Support</h2>

<BR>
<p>For Further Questions Please Contact</p>

Validation In Response:

o t</p>
<p><b>NCICB Application
Support</b><br>
<a
href="mailto:ncicb@pop.nci.nih.gov">ncich@op.nci.nih.gov</a><br>
Local: 301-451-4384 <br>
Toll-free: 888-478-4423

<br

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/FooterContactUs.do
Total of 1 security issues in this URL
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[1 of 1] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/FooterContactUs.do
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=12556]

Request/Response:

GET /uptlogin/FooterContactUs.do HTTP/1.1

Cookie: JSESSIONID=47D6DD3A2B812C5BB6208D97A1505FCE

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

HTTP/1.1 200 OK

Content-Length: 8323

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Content-Type: text/html;charset=150-8859-1

Date: Fri, 23 Dec 2011 13:08:11 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script Tlanguage="Javascript" src="scripts/script.js"></script>
<!-- Page Title begins -->
<title>Login Application</title>
<!-- Page Title ends -->
</head>
<body>
<table summary="" cellpadding="0" cellspacing="0" border="0" width="100%"
height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a
href="http://www.cancer.gov'><img alt="National Cancer Institute"
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src="images/logotype.gif" width="283" height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a
href="http://www.cancer.gov'><img alt="U.S. National Institutes of Health |
www.cancer.gov'" src="images/tagline.gif" width="295" height="37"
border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table summary="" cellpadding="0" cellspacing="0" border="0" height="100%"
width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrG">
<tr>

<!-- new separate Tinks depending on admin or super admin

<td height="50" width="400" align="Tleft"><a
href="/uptlogin/LHome.do"><img src="images/appLogo.gif" border="0" hspace="10"
alt="UPT Home"></a></td>

<!-- end home Tinks -->
</tr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<!--

Eunction set(table1d)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();
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var 1i,x,a=document.MM_sr; for(i=0;a&&i<a.Tlength&&(x=a[i])&&x.0oSrc;i++)
X.Src=x.0Src;

function MM_preloadImages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.™MM_p=new Array();
var i,j=d.MM_p.length,a=MM_preloadImages.arguments; for(i=0; i<a.length; i++)
if (a[1].indexof("#")!=0){ d.MM_p[jl=new Image; d.MM_p[j++].src=al[i];}}

function MM_findobj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexof("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if('(x=d[n])&&d.all) x=d.a11%n]; for (i=0;!x&&i<d.forms.Tlength;i++) x=d.forms[i]

nis;
for(i=0; !x&&d.layers&&i<d.layers.length;i++) x=MM_findobj(n,d.layers[i].document);
if(!x & document.getElementById) x=document.getElementById(n); return Xx;

function MM_swapImage() { //v3.0
var i,ﬂ:O,x,a=MM_swapImage.arguments; document.MM_sr=new Array; for(i=0;i<
(a.length-2);1+=3)
if ((x=MM_findobj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src;
§.src=a[1+2];}

/] >
</script>

n

<form name="MenuForm" method="post" action="/uptlogin/Menuselection.do
id="menuForm">

<input type="hidden" name="tableld" value="error">
<td class="mainMenu" height="20">
<table summary="" cellpadding="0" cellspacing="0" border="0"

height="16">
</table>
</td>
</form>
</tr>
<!-- main content begins -->
<tr>
<td valign="top"> )
<!-- target of anchor to skip menus --><a name="content" /></a>
<tr>
<td valign="top"> ]
<!-- target of anchor to skip menus --><a name="content" />

<table summary="" cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">
<tr>
<td vali n="tqr">
<tabTe cellpadding="0" cellspacing="0" border="0"
class="contentBegins">
<tr>
<td colspan="2">
<h2>Application Support</h2>
<BR>
<p>For Further Questions Please Contact</p>
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Validation In Response:
o t</p>

<p><b>NCICB Application
Support</b><br>
<a
href="mailto:ncich@pop.nci.nih.gov">ncich@op.nci.nih.gov</a><br>
Local: 301-451-4384 <br>
Tol1-free: 888-478-4423

<br

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/LHome.do
Total of 1 security issues in this URL

[1 of 1] Autocomplete HTML Attribute Not Disabled for Password Field

Severity: Low

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/LHome.do
CVE ID(s): N/A

CWE ID(s): N/A

Remediation Tasks: Correctly set the "autocomplete” attribute to "off"

Variant 1 of 1 [ID=12554]

Request/Response:

GET /uptlogin/LHome.do HTTP/1.1

Cookie: JSESSIONID=47D6DD3A2B812C5BB6208D97A1505FCE

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

HTTP/1.1 200 OK

Content-Length: 13620

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Content-Type: text/html;charset=150-8859-1

Date: Fri, 23 Dec 2011 13:08:11 GMT
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<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<!-- Page Title begins -->
<title>Login Application</title>
<!-- Page Title ends -->
</head>
<body>
<table summary="" cellpadding="0" cellspacing="0" border="0" width="100%"
height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="Teft"><a
href="http://www.cancer.gov'"><img alt="National Cancer Institute"
src="1images/logotype.gif" width="283" height="37" border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a
href="http://www.cancer.gov"><img alt="U.S. National Institutes of Health |
www.cancer.gov'" src="images/tagline.gif" width="295" height="37"
border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table summary="" cellpadding="0" cellspacing="0" border="0" height="100%"
width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdreG">
<tr>

<!-- new separate Tinks depending on admin or super admin

<td height="50" width="400" align="left"><a
href="/uptlogin/LHome.do"><img src="images/appLogo.gif" border="0" hspace="10"
alt="UPT Home"></a></td>

<!-- end home Tinks -->
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</tr>

</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<!--

Eunction set(tableId)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();

function MM_swapImgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.oSrc;i++)
X.Src=x.0Src;

function MM_preloadimages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.™MM_p=new Array();
var i,j=d.MM_p.Tlength,a=MM_preloadImages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexof("#")!=0){ d.MM_p[j]l=new Image; d.MM_p[j++].src=alil;}}

function MM_findobj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexof("?"))>08&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(!(x=d[n])&&d.all) x=d.all n?; for (i=0;!x&&i<d.forms.Tlength;i++) x=d.forms[i]

ni;
for(i=0; x&&d.layers&&i<d.layers.length;i++) x=MM_findobj(n,d.layers[i].document);
if(Ix & document.getElementById) x=document.getElementById(n); return X;

function MM_swapImage() { //v3.0
var 1,g:O,x,a=MM_swapImage.arguments; document.MM_sr=new Array; for(i=0;i<
(a.length-2);1+=3)
if ((x=MM_findobj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src;
x.src=al[i+2];

/] —=>

</script>

<form name="MenuForm" method="post" action="/uptlogin/Menuselection.do"
id="menuForm">

<input type="hidden" name="tableIld" value="error">

<td class="mainMenu" height="20">

<table summary="" cellpadding="0" cellspacing="0" border="0"
height="16">

</table>

</td>
</form>
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</tr>

<!-- main content begins -->
<tr>
<td valign="top">
<!-- target of anchor to skip menus --><a name="content" /></a>

<table summary="" cellpadding="0" ce11spac1ng=”0" border="0"
class="contentPage" width="100%" height="100%">
<tr>
<td valign="top"><!-- target of anchor to skip menus --><a
name="content" /></a>
<table summary="" cellpadding="0" cellspacing="0" border="0"
class="contentPage" width="100%" height="100%">

<!-- banner begins -->
<tr>
<td class="bannerHome"><img src="images/bannerHome.gif"
height="140"></td>
</tr>
<l-...

Validation In Response:

« <td class="formFieldLogin"><input type="password" name="password" size="14"
value="" style="formField"></td>

Reasoning:

AppScan has found that a password field does not enforce the disabling of the autocomplete
feature.

CWE ID:

N/A

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do
Total of 5 security issues in this URL

[1 of 5] Unencrypted Login Request

Severity: High

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

CVE ID(s): N/A

CWE ID(s): 523

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.
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Variant 1 of 2 [ID=27]

The following may require user attention:

POST /uptlogin/Login.do HTTP/1.1

Cookie: JSESSIONID=B62AD9C7F7F3CA99CBE301263A92DA04

Content-Length: 61

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

loginld=admin&password=admin&applicationContextName=sample424
HTTP/1.1 200 OK

Content-Length: 12314

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Content-Type: text/html;charset=1SO-8859-1

Date: Fri, 23 Dec 2011 12:56:38 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<l-- Page Title begins -->
<title>Login Application</title>
<l-- Page Title ends -->
</head>
<body>
<table summary=
height="100%">

cellpadding="0" cellspacing="0" border="0" width="100%"

<!-- NCI hdr begins -->
<tr>
<td>
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<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov"><img
alt="National Cancer Institute" src="images/logotype.gif" width="283" height="37"
border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"><img
alt="U.S. National Institutes of Health | www.cancer.gov" src="images/tagline.gif"
width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table summary="" cellpadding="0" cellspacing="0" border="0" height="100%"
width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"

class="subhdrBG">
<tr>

<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
href="/uptlogin/LHome.do"><img src="images/appLogo.gif" border="0" hspace="10"
alt="UPT Home"></a></td>

<!-- end home links -->

<td width="200" align="right">
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</tr>

</table>
</td>
<ftr>
<!-- application hdr ends -->
<tr>
<script>
<l--
function set(tableld)
{

document.MenuForm.tableld.value=tableld;
document.MenuForm.submit();

function MM_swaplmgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=ali])&&x.oSrc;i++) x.src=x.0Src;

}

function MM_preloadlimages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array();
var i,j=d.MM_p.length,a=MM_preloadlmages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexOf("#")!=0){ d.MM_p[j]=new Image; d.MM_p[j++].src=a[i];}}
}

function MM_findObj(n, d) { //v4.0
var p,i,x; if(!d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(!(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.forms][i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers[i].document);
if(Ix && document.getElementByld) x=document.getElementByld(n); return x;

}

function MM_swaplmage() { //v3.0

var i,j=0,x,a=MM_swaplmage.arguments; document.MM_sr=new Array; for(i=0;i<(a.length
-2);i+=3)

if (x=MM _findObj(a[i]))!=null){document.MM_ sr[j++]=x; if(!x.0Src) x.oSrc=x.src; x.src=a
[i+2];}
}
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I -->
</script>

<form name="MenuForm" method="post" action="/uptlogin/MenuSelection.do"
id="menuForm">

<input type="hidden" name="tableld" value="error">

<td class="mainMenu" height="20">

<table summary="" cellpadding="0" cellspacing="0" border="0"
height="16">

<tr height="16">
<td height="16" width="1"><!-- anchor to skip main menu --><a
href="#content"><img
src="images/shim.gif" alt="Skip Menu" width="1" height="1"
border="0"></a></td>
<l--link 1 begins -->

<td height="16" class="mainMenultemOver"
onmouseover="changeMenuStyle
(this,'mainMenultemOver'),showCursor()"
onmouseout="changeMenuStyle(this,'mainMenultemOver'),hideCursor
("

onclick="javascript: set('Home')"><a
class="mainMenuLink"
href="javascript: set('Home')">HOME</a>

<l--link...

Validation In Response:
N/A

Reasoning:
AppScan identified a login request that was not sent over SSL.

CWE ID:
523
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[2 of 5] Unencrypted Login Request

Severity: High

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

CVE ID(s): N/A

CWE ID(s): 523

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=11929]

The following may require user attention:

POST /uptlogin/Login.do HTTP/1.1

Cookie: JSESSIONID=B62AD9C7F7F3CA99CBE301263A92DA04

Content-Length: 61

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

loginld=admin&password=admin&applicationContextName=sample424
HTTP/1.1 200 OK

Content-Length: 12314

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Content-Type: text/html;charset=1S0-8859-1

Date: Fri, 23 Dec 2011 12:56:38 GMT

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<link rel="stylesheet" href="styles/styleSheet.css" type="text/css" />
<script language="JavaScript" src="scripts/script.js"></script>
<!-- Page Title begins -->
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<title>Login Application</title>
<l-- Page Title ends -->
</head>
<body>
<table summary="" cellpadding="0" cellspacing="0" border="0" width="100%"
height="100%">

<!-- NCI hdr begins -->
<tr>
<td>

<table width="100%" border="0" cellspacing="0" cellpadding="0" class="hdrBG">
<tr>
<td width="283" height="37" align="left"><a href="http://www.cancer.gov"><img
alt="National Cancer Institute" src="images/logotype.gif" width="283" height="37"
border="0"></a></td>
<td>&nbsp;</td>
<td width="295" height="37" align="right"><a href="http://www.cancer.gov"><img
alt="U.S. National Institutes of Health | www.cancer.gov" src="images/tagline.gif"
width="295" height="37" border="0"></a></td>
</tr>
</table>

</td>
</tr>
<!l-- NCI hdr ends -->
<tr>
<td height="100%" align="center" valign="top">
<table summary="" cellpadding="0" cellspacing="0" border="0" height="100%"
width="771">
<!-- application hdr begins -->
<tr>
<td height="50">

<table width="100%" height="50" border="0" cellspacing="0" cellpadding="0"
class="subhdrBG">
<tr>

<l-- new separate links depending on admin or super admin --

<td height="50" width="400" align="left"><a
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<!-- end home links -->

<td width="200" align="right">

</td>
</tr>
</table>
</td>
</tr>
<!-- application hdr ends -->
<tr>
<script>
<l|--
function set(tableld)
{

document.MenuForm.tableld.value=tableld;
document.MenuForm.submit();

function MM_swaplmgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.0Src;i++) x.src=x.0Src;

}

function MM_preloadlimages() { //v3.0
var d=document; if(d.images){ if('d.MM_p) d.MM_p=new Array();
var i,j=d.MM_p.length,a=MM_preloadimages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexOf("#")!=0){ d.MM_pl[j]=new Image; d.MM_p[j++].src=ali];}}
}

function MM_findObj(n, d) { //v4.0
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var p,i,x; if(!d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {

d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(!(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.forms][i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers][i]. document);
if('x && document.getElementByld) x=document.getElementByld(n); return x;

}

function MM_swaplmage() { //v3.0

var i,j=0,x,a=MM_swaplmage.arguments; document.MM_sr=new Array; for(i=0;i<(a.length
-2);i+=3)

if (x=MM_findObj(a[i]))!=null){document. MM_sr[j++]=x; if(!x.0Src) x.oSrc=x.src; x.src=a
[i+2];}
}

I -->
</script>

<form name="MenuForm" method="post" action="/uptlogin/MenuSelection.do"
id="menuForm">

<input type="hidden" name="tableld" value="error">

<td class="mainMenu" height="20">

<table summary="" cellpadding="0" cellspacing="0" border="0"
height="16">

<tr height="16">
<td height="16" width="1"><!-- anchor to skip main menu --><a
href="#content"><img
src="images/shim.gif" alt="Skip Menu" width="1" height="1"
border="0"></a></td>
<l--link 1 begins -->

<td height="16" class="mainMenultemOver"
onmouseover="changeMenuStyle
(this,'mainMenultemOver'),showCursor()"
onmouseout="changeMenuStyle(this,'mainMenultemOver'),hideCursor
0"

onclick="javascript: set('Home')"><a
class="mainMenuLink"
href="javascript: set('Home")">HOME</a>

<!l--link...

Validation In Response:
N/A

Reasoning:
AppScan identified a password parameter that was not sent over SSL.
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CWE ID:
523

[3 of 5] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do (Parameter:
applicationContextName)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 4 [ID=12004]

The following changes were applied to the original request:
* Removed parameter 'applicationContextName'
» Added parameter 'applicationContextName." with the following value 'sample424'

Request/Response:

POST /uptlogin/Login.do HTTP/1.1

Content-Length: 62

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

TloginId=admin&password=admin&applicationContextName.=sample424
HTTP/1.1 500 Internal Server Error

Content-Length: 2778

Server: Apache-Coyote/1.1

content-Type: text/html;charset=utf-8

Date: Fri, 23 Dec 2011 13:09:47 GMT

Connection: close

<html><head><title>JBoss wWeb/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </h1><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>javax.servlet.ServietException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:495)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:805)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:203)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1194)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:432)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
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org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pr¢;$/5><p><b>root cause</b> <pre>java.lang.I1legalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtilsBean.getPropertyDescriptor
(PropertyUtilsBean.java:883)
org.apache.commons.beanutils.BeanUtilsBean.setProperty(BeanUtilsBean.java:935)
org.apache.commons.beanutils.BeanUtilsBean.populate(BeanUtilsBean.java:830)
org.apache.commons.beanutils.BeanUtils.populate(BeanUtils.java:433)
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:493)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:805)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:203)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1194)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:432)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss Web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
e HTTP/1.1 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550

[4 of 5] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do (Parameter: loginld)
CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 4 [ID=11780]

The following changes were applied to the original request:
* Removed parameter 'loginld'
* Added parameter 'loginld.' with the following value 'admin

Request/Response:

POST /uptlogin/Login.do HTTP/1.1

content-Length: 62

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190
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Content-Type: application/x-www-form-urlencoded
Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

password=admin&applicationContextName=sample424&ToginIid.=admin
HTTP/1.1 500 Internal Server Error

Content-Length: 2778

Server: Apache-Coyote/1.1

content-Type: text/html;charset=utf-8

Date: Fri, 23 Dec 2011 13:09:31 GMT

Connection: close

<html><head><title>JBoss wWeb/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76; font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font- fam11y Tahoma Ar1a1 sans-serif;color:white;background-
color: #525D76 font-size:14px;} BODY {font family: Tahoma Arial,sans-
serif;color: b1ack background-color:white;} B {font- fam11y Tahoma ,Arial, sans-
serif;co]or:white;background—co1or:#525D76;} P {font—fami1y:Tahoma,Aria1,sans—
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>javax.servlet.ServletException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:495)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:805)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:203)
org.apache.struts.action.ActionServlet.process(Actionservlet.java:1194)
org.apache.struts.action.ActionServlet.doPost(ActionServlet.java:432)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServiet. %ava 717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pr¢;$/g><p><b>root cause</b> <pre>java.lang.I1legalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtilsBean.getPropertyDescriptor
(PropertyUtilsBean.java:883)
org.apache.commons.beanutils.BeanUtilsBean.setProperty(BeanUtilsBean.java:935)
org.apache.commons.beanutils.BeanUtilsBean.populate(BeanUtilsBean.java:830)
org.apache.commons.beanutils.BeanUtils.populate(BeanUtils.java:433)
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:493)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:805)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:203)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1194)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:432)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
e HTTP/1.1 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550
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[5 of 5] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do (Parameter:
password)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 4 [ID=11892]

The following changes were applied to the original request:
* Removed parameter 'password’
* Added parameter 'password.' with the following value ‘admin’

Request/Response:

POST /uptlogin/Login.do HTTP/1.1

content-Length: 62

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: ncias-d704-v.nci.nih.gov:29190

Content-Type: application/x-www-form-urlencoded

Referer: http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

ToginId=admin&applicationContextName=sample424&password.=admin
HTTP/1.1 500 Internal Server Error

content-Length: 2778

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=utf-8

Date: Fri, 23 Dec 2011 13:09:40 GMT

Connection: close

<html><head><title>JBoss wWeb/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76; font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>javax.servlet.ServletException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:495)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:805)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:203)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1194)
org.apache.struts.action.ActionServiet.doPost(ActionServiet.java:432)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.serv1et.http.HttpServ1et.service(HttpServ1et.%ava:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pr¢?§/g><p><b>root cause</b> <pre>java.lang.IllegalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtilsBean.getPropertyDescriptor
(PropertyuUtilsBean.java:883)
org.apache.commons.beanutils.BeanUtilsBean.setProperty(BeanUtilsBean.java:935)
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org.apache.struts.util.RequestUtils.populate(RequestUtils.java:493)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:805)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:203)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1194)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:432)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html1>

Validation In Response:
e HTTP/1.1 500 Internal Server Error

Reasoning:
The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550
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Remediation Tasks

URL Remediation Tasks Addressed Security Issues

http://ncias-d704-v.nci.nih.gov:29190/ (1)

Disable WebDAV, or disallow unneeded HTTP  Insecure HTTP Methods Enabled
methods (Medium)

http://ncias-d704-v.nci.nih.gov:29190/upt424/FooterApplicationSupport.do (1)

Remove e-mail addresses from the website Email Address Pattern Found
(Low)

http://ncias-d704-v.nci.nih.gov:29190/upt424/FooterContactUs.do (1)

Remove e-mail addresses from the website Email Address Pattern Found
(Low)

http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do (2)

Remove sensitive information from HTML HTML Comments Sensitive Information
comments (Low) Disclosure
Verify that parameter values are in their Application Error

expected ranges and types. Do not output
debugging error messages and exceptions
(Low)

Parameter: applicationContextName

Parameter: loginld

Parameter: password

http://ncias-d704-v.nci.nih.gov:29190/uptd424/MenuSelection.do (1)

Verify that parameter values are in their Application Error
expected ranges and types. Do not output
debugging error messages and exceptions
(Low)
Parameter: tableld

http://Incias-d704-

v.nci.nih.gov:29190/uptd24/MenuSelection.do;jsessionid=4CB0D70FBASAE9BD
1CE7107809C3A47B (1)

Decline malicious requests (Medium) Cross-Site Request Forgery
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http://ncias-d704-
v.nci.nih.gov:29190/uptd24/MenuSelection.do;jsessionid=CD10B10DBDDFCEAD
70543E99EFD86B42 (1)

Verify that parameter values are in their Application Error
expected ranges and types. Do not output
debugging error messages and exceptions
(Low)
Parameter: tableld

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/ (2)

Correctly set the "autocomplete" attribute to Autocomplete HTML Attribute Not Disabled
"off" (Low) for Password Field

Remove sensitive information from HTML HTML Comments Sensitive Information
comments (Low) Disclosure

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/FooterApplicationSupport.do (1)

Remove e-mail addresses from the website Email Address Pattern Found
(Low)

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/FooterContactUs.do (1)

Remove e-mail addresses from the website Email Address Pattern Found
(Low)

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/LHome.do (1)

Correctly set the "autocomplete" attribute to Autocomplete HTML Attribute Not Disabled
"off" (Low) for Password Field

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do (2)

Always use SSL and POST (body) parameters  Unencrypted Login Request
when sending sensitive information. (Medium)

Verify that parameter values are in their Application Error
expected ranges and types. Do not output
debugging error messages and exceptions
(Low)
Parameter: applicationContextName
Parameter: loginld
Parameter: password
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Application Data

Script Parameters

URL Name Type Value

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Home.do;jsessionid=CD10B10DBDDFCEAD70543E99EFD86B42

__patternParameter__ Simple Link CD10B10DBDDFCEAD70543E99EFD86B4

JSESSIONID 0 2uptHeader
http://ncias-d704-v.nci.nih.gov:29190/upt424/Login.do

loginld Hidden admin

password Hidden admin

applicationContextNam  Hiqden sample424

e

http://ncias-d704-v.nci.nih.gov:29190/upt424/MenuSelection.do

tableld Hidden error

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=4CB0D70FBASAE9BD1CE7107809C3A
47B

tableld Hidden Logout
__patternParameter__ Simple Link CD10B10DBDDFCEAD70543E99EFD86B4
JSESSIONID 0 2uptHeaderuptHeaderuptHeader

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=CD10B10DBDDFCEAD70543E99EFD86
B42

tableld Hidden error
__patternParameter__ Simple Link CD10B10DBDDFCEAD70543E99EFD86B4
JSESSIONID 0 2

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.do;jsessionid=CD10B10DBDDFCEAD70543E99EFD86
B42uptHeader

__patternParameter__ Simple Link CD10B10DBDDFCEAD70543E99EFD86B4

JSESSIONID 0 2uptHeaderuptHeader
http://ncias-d704-v.nci.nih.gov:29190/uptlogin/Login.do

loginld Text admin

password Password admin

applicationContextNam 1oyt sample424

e

loginld Text admin
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URL Name Type Value

password Password admin
applicationContextNam 1oyt sample424
e

http://Incias-d704-
v.nci.nih.gov:29190/uptd24/images/appLogo.gif;jsessionid=CD10B10DBDDFCEAD70543E99EFD
86B42

__patternParameter__ Simple Link CD10B10DBDDFCEAD70543E99EFD86B4
JSESSIONID 0 2

http://ncias-d704-
v.nci.nih.gov:29190/uptd24/images/dotted_line1.gif;jsessionid=CD10B10DBDDFCEAD70543E99E
FD86B42

__patternParameter__ Simple Link CD10B10DBDDFCEAD70543E99EFD86B4
JSESSIONID 0 2

http://ncias-d704-
v.nci.nih.gov:29190/upt424/images/dotted_line2.gif;jsessionid=CD10B10DBDDFCEAD70543E99E
FD86B42

__patternParameter__ Simple Link CD10B10DBDDFCEAD70543E99EFD86B4
JSESSIONID 0 2
Broken Links
Reason URL
Response Status 500 - Internal Server Error http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/MenuSelection.do
Response Status 404 - Not Found http://ncias-d704-v.nci.nih.gov:29190/upt424/A%

20User%20is%20someone%20that%
20requires%20access%20to%20your%
20application.%20Users%20can%20become%
20part%200f%20a%20Group,%20and%20can%
20have%Z20an%?20associated%20Protection%
20Group%20and%20Roles

Response Status 404 - Not Found http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Protection%20Element%20is%20any%
20entity%20(typically%20data)%20that%
20has%20controlled%20access.%
20Examples%20include%20Social%
20Security%20Number,%20City,%20and%
20Salary

Response Status 404 - Not Found http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Privilege%?20refers%20to%20any%
20operation%20performed%20upon%20data.%
20Examples%20include%20DELETE%200r%
20UPDATE
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Reason

URL

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Group%20is%20a%20collection%200f%
20application%20users.%20By%20combining%
20users%20into%20a%20Group,%20it%
20becomes%20easier%20to%20manage%
20their%20collective%20roles%20and%
20access%20rights%20in%20your%
20application

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Protection%20Group%20is%20a%
20collection%200f%20application%
20Protection%20Elements.%20By%
20combining%20Protection%20Elements%
20int0%20a%20Protection%20Group,%20it%
20becomes%20easier%20to%20associate%
20Users%20and%20Groups%20with%
20rights%20t0%20a%20particular%20data%
20set.%20Examples%20include%20Address%
20and%20Personal%20Information

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Ro0le%20is%20a%20collection%200f%
20application%20Privileges.%20Examples%
20include%20Record%20Admin.%20and%
20EmployeeModify

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Each%20User%
20assumes%20Roles%20for%20Protection%
20Groups.%20%20For%20example,%20User%
20John%20has%20a%20Role%
20EmployeeModify%20for%20all%
20elements%20in%20the%20Address%
20Protection%20Group.%20Assign%20PGs%
20and%20Roles%20from%20the%20User%
200r%20Group%20sections%200f%20the%
20UPT

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Protection%20Element%20is%20any%
20entity%20(typically%20data)%20that%
20has%20controlled%20access.%
20Examples%20include%20Social%
20Security%20Number,%20City,%20and%
20Salary

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Privilege%20refers%20t0%20any%
20operation%20performed%20upon%20data.%
20Examples%20include%20DELETE%200r%
20UPDATE
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Reason

URL

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Each%20User%
20assumes%20Roles%20for%20Protection%
20Groups.%20%20For%20example,%20User%
20John%20has%20a%20Role%
20EmployeeModify%20for%20all%
20elements%20in%20the%20Address%
20Protection%20Group.%20Assign%20PGs%
20and%20Roles%20from%20the%20User%
200r%20Group%20sections%200f%20the%
20UPT

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Group%20is%20a%20collection%200f%
20application%20users.%20By%20combining%
20users%20into%20a%20Group,%20it%
20becomes%20easier%20to%20manage%
20their%20collective%20roles%20and%
20access%20rights%20in%20your%
20application

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Protection%20Group%20is%20a%
20collection%200f%20application%
20Protection%20Elements.%20By%
20combining%20Protection%20Elements%
20into%20a%20Protection%20Group,%20it%
20becomes%?20easier%20to%20associate%
20Users%20and%20Groups%20with%
20rights%20t0%20a%20particular%20data%
20set.%20Examples%20include%20Address%
20and%20Personal%20Information

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.douptHeader

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20Role%20is%20a%20collection%200f%
20application%20Privileges.%20Examples%
20include%20Record%20Admin.%20and%
20EmployeeModify

Response Status 404 - Not Found

http://ncias-d704-v.nci.nih.gov:29190/upt424/A%
20User%20is%20someone%20that%
20requires%20access%20to%20your%
20application.%20Users%20can%20become%
20part%200f%20a%20Group,%20and%20can%
20have%Z20an%20associated%20Protection%
20Group%20and%20Roles

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/MenuSelection.doup
tHeader

Response Status 404 - Not Found

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Home.douptHeader

12/23/2011 10:51:30 AM

66/112



JavaScripts

Script URL

skipNavigation() http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

http://ncias-d704-
function set(tableId) v.nci.nih.gov:29190/upt424/Login.do
{

<l--

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();

function MM_swapImgRestore() { //v3.0
var i,x,a=document.M™m_sr; for

(i=0; a&&i<a. Tength&&(x= a[1])&&x.oSrc;1++)

X.Src=x.0Src;

}

function MM_preloadimages() { //v3.0
var d=document; if(d.images){ if(!d.mM™M_p)

d.MM_p=new Array();

var
i,j=d.MM_p.length,a=MM_preloadImages.argument
s; for(i=0; i<a.length; i++)

if (a[i].indexof("#")!=0){ d.MM_p[j]l=new
%mage; d.MM_p[j++].src=ali];}}

function MM_findobj(n, d) { //v4.0
var p,i,x; 1if(!d) d=document; if
E(p:n.1ndexof("?"))>0&&parent.frames.1ength)

d=parent.frames[n.substring

(p+1)].document; n=n. substr1n%(0 ,P) ;%

1f(!(x=d[n])&&d.a11) x=d.all[n]; for (i=0;!
x&&i<d.forms.length;i++) x=d.forms[i][n];

for(i=0;!
x&&d. Tayers&&i<d.layers.length;i++)
x=MM_findobj(n,d.layers[i].document);

if(!x & document.getElementById)
x=document.getElementById(n); return x;

function MM_swapImage() { //v3.0

var 1i,j=0,x,a=MM_swapImage.arguments;
document.MM_sr=new Array; for(i=0;i<(a.Tlength
-2);i+=3)

if ((x=MM_findobj(a[i]))!=null)
{document.MM_sr[j++]=x; if(!x.oSrc)
X.0Src=x.src; x.src=a[i1+2];}

12/23/2011 10:51:30 AM 67/112



Script URL

functi KipNavigationO http://ncias-d704-
netton skaplavigation v.nci.nih.gov:29190/upt424/Login.do

//window.Tocation.hash.refresh();

o document.getElementById("uptHeader").focus
window. Tocation.hash="uptHeader";
document.getElementById

("ncilink™).tabIndex = -1;
document.getElementById

("nih1ink™) .tabIndex = -1;
document.getElementById

("skipmenu").tabIndex = -1;

document.getElementById
("homeLink™).tabIndex = -1;
if(document.getElementById
("adminhomeLink"))
document.getElementById
("adminhomeLink™).tabIndex = -1;

document.getElementById
("menuHome") .tabIndex = -1;
document. getE]ementById
("menuuser") .tabIndex = -
document getE]ementById( menuPE") . tabIndex

document.getE1ementById
("menuPrivilege").tabIndex = -1;
document.getElementById
("menuGroup") .tabIndex = -1;
document.getElementById("menuPG") . tabIndex

document.getElementById
("menuRole").tabIndex = -1;

document.getElementById
("menuInstance").tabIndex = -1;

document.getElementById
%"menu]ogout").tablndex = -1;

<!--
//=-=>
MM_swapImage('user','', 'images/Users.gif',1) http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do
MM_swapImage . o http://ncias-d704-
("PES™, ", images/protectionelements.gif’, 1)\ noi hib 90v:29190/uptd24/Login.do
ngh(l_svyaplrpggg_ Iorivil D http://ncias-d704-
prive, , images/privileges.git’, v.nci.nih.gov:29190/upt424/Login.do
%M swapImage / f 1 http://ncias-d704-
group','","images/groups.gi v.nci.nih.gov:29190/upt424/Login.do
MM_swapImage ) . http://ncias-d704-
(‘pgs’,"", "images/protectiongroups.gif’,1) v.nci.nih.gov:29190/upt424/Login.do
MM_swapImage('roles','',"images/roles.gif"',1) http://ncias-d704-

v.nci.nih.gov:29190/upt424/Login.do
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Script

URL

<!--
Eunction set(tableId)

document.MenuForm.tableId.value=tableId;
document.MenuForm.submit();

function MM_swapImgRestore() { //v3.0
var 1i,x,a=document.MM_sr; for

(i=0; a&&i<a. Tength&&(x= a[1])&&x.osrc;1++)

x.src:x.oSrc;

function MM_preloadImages() { //v3.0
var d=document; if(d.images){ if(!d.mMm™M_p)
d.MM_p=new Array(Q);

var
i,j=d.MM_p.length,a=MM_preloadImages.argument
s; for(i=0; i<a.length; i++)

if (a[i].indexof("#")!=0){ d.MM_p[jl=new
Image; d.MM_p[j++].src=alil;}}

function mmM_findobj(n, d) { //v4.0
var p,i,x; if(ld) d= document; if
E(p n. 1ndex0f("7"))>0&&parent frames. Tength)

d=parent.frames[n.substring

(p+1)].document; n=n.substring(0,p);}

if(!'(x=d[n])&&d.al1l) x=d.all[n]; for (i=0;!
x&&i<d.forms.length;i++) x=d.forms[i][n];

for(i=0;!
x&&d . Tayers&&i<d.layers.length;i++)
x=MM_findobj(n,d.Tayers[i].document);

if(!x & & document.getElementById)
x=document.getElementById(n); return Xx;

function MM_swapImage() { //v3.0

var 1i,j=0,x,a=MM_ swapIma%e arguments;
document MM_SF=new Array; for(i=0;i<(a.Tlength
-2);i+=3)

1f ((x=MM_findobj(al[i]))!=null)
{document.MM_sr[j++]=x; if(!x.oSrc)
X.0Src=x.src; x.src=a[1+2];}

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

<l--
var focusControl = document.forms
["LoginForm"].elements["loginId"];

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

if (focusControl.type != "hidden") {
) focuscControl.focus();
[/ -=>
changeMenustyle
(this, 'footerMenuItemover'),showCursor()

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
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Script URL

http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/LHome.do

<!--
var focusControl = document.forms
["LoginForm"].elements["loginId"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focuscontrol.focus(;

3
// -=>

javascript: set('Home') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

changemenustyle http://ncias-d704-
(this, ‘mainMenultemover®), showcursor() v.nci.nih.gov:29190/uptlogin/Login.do

set('Home") http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('User') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('user") http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('ProtectionElement"') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('ProtectionElement") http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('Privilege') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('Privilege’) http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('Group') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('Group") http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('ProtectionGroup') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('ProtectionGroup') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('Role") http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('Role") http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

javascript: set('InstanceLevel') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('InstanceLevel') http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

set('Logout’) http://ncias-d704-

v.nci.nih.gov:29190/uptlogin/Login.do
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Script URL

http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

document.LoginForm.submit();

function changeMenustyle(obj, new_style) { http://ncias-d704-
obj.className = new_style; v.nci.nih.gov:29190/uptlogin/scripts/script.js

function showcCursor(){
document.body.style.cursor="hand'

function hidecCursor(){
document.body.style.cursor="default'

function confirmbelete(){
if (confirm('Are you sure you want to
delete?')){
return true;
}else{
return false;

3
Comments
Comment URL
http://ncias-d704-

<tr><td v.nci.nih.gov:29190/upt424/Login.do
class="appMenu" width="200"
align="right">&nbsp;</td><td class="appMenu"
width="50" align="center">&nbsp;</td></tr>
<tr><td class="appMenu" width="200" http://ncias-d704-
align="right">&nbsp;</td><td class="appMenu" v.nci.nih.gov:29190/upt424/Login.do

width="50" align="center">&nbsp;</td></tr>

http://ncias-d704-
<td height="16" width="1"><a v.nci.nih.gov:29190/upt424/Login.do
href="#content"><img
src="images/shim.gif" alt="Skip
Menu" width="1" height="1"
border="0"></a></td>

http://ncias-d704-

<l-- diagram v.nci.nih.gov:29190/upt424/Login.do

workflow begins http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

recommended flow http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

Section A http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

Section B http://ncias-d704-

v.nci.nih.gov:29190/upt424/Login.do
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Comment

URL

Section C http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do
Step2 A http://ncias-d704-

v.nci.nih.gov:29190/upt424/Login.do

workflow ends, association begins

http://ncias-d704-
v.nci.nih.gov:29190/upt424/Login.do

Page Title begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

Page Title ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

NCI hdr begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

NCI hdr ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

application hdr begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

new separate links depending on admin or super
admin

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

end home links

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

application hdr ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

main content begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

target of anchor to skip menus

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

banner begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

welcome begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

welcome ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

sidebar begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

login begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

login ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

what's new begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

what's new ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

did you know? begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

did you know? ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

spacer cell begins (keep for dynamic expanding)

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

spacer cell ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

sidebar ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

main content ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

application ftr begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

application ftr ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

NCI footer begins

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/

NCI footer ends

http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
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Comment

URL

anchor to skip main menu

http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do

link 1 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 1 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 7 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 7 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 4 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 4 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 3 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 3 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 2 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 2 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 5 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 5 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 6 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 6 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 8 begins http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
link 8 ends http://ncias-d704-
v.nci.nih.gov:29190/uptlogin/Login.do
Cookies
Name Value URL
JSESSIONID 84B012513B27E4C4
E40AB60C6420BC1D
JSESSIONID B62AD9C7F7F3CA99
CBE301263A92DA04
newuser ncicbiitappscan
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Name Value URL

JSESSIONID CD10B10DBDDFCEA http://ncias-d704-
D70543E99EFD86B4 v.nci.nih.gov:29190/upt424/Login.do
2

JSESSIONID 6DBOEDA9E1F2B58B http://ncias-d704-
79BCA33802B6B07D v.nci.nih.gov:29190/upt424/Login.do

JSESSIONID 47D6DD3A2B812C5B http://ncias-d704-v.nci.nih.gov:29190/uptlogin/
B6208D97A1505FCE

Application URLs

12/23/2011 10:51:30 AM 741112



12/23/2011 10:51:30 AM 751112



Advisories & Fix Recommendations

Session Identifier Not Updated
Application
WASC Threat Classification

Session Fixation

http://projects.webappsec.org/Session-Fixation

CVE ID(s)
N/A

CWE ID(s)
613
Security Risks

It is possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Possible Causes

Insecure web application programming or configuration

Technical Description

According to WASC:

"Session Fixation is an attack technique that forces a user's session ID to an explicit value. Depending
on the functionality of the target web site, a number of techniques can be utilized to "fix" the session
ID value. These techniques range from Cross-site Scripting exploits to peppering the web site with
previously made HTTP requests. After a user's session ID has been fixed, the attacker waits for the
user to login, and then uses the predefined session ID value to assume the user's online identity.

In general, there are two types of session management systems for ID values. The first type is
"permissive" systems, that allow web browsers to specify any ID. The second type is "strict" systems,
that only accept server-side generated values. With permissive systems, arbitrary session IDs are
maintained without contact with the web site. Strict systems require that the attacker maintain the "trap
-session", with periodic web site contact, preventing inactivity timeouts.

Without active protection against session fixation, the attack can be mounted against any web site
using sessions to identify authenticated users. Web sites using session IDs are normally cookie-
based, but URLs and hidden form-fields are used as well. Unfortunately, cookie-based sessions are
the easiest to attack. Most of the currently identified attack methods are aimed toward the fixation of
cookies.

In contrast to stealing a user's session ID after they have logged into a web site, session fixation
provides a much wider window of opportunity. The active part of the attack takes place before the user
logs in.

The session fixation attack is normally a three step process:

1) Session Set-Up

The attacker sets up a "trap-session” for the target web site and obtains that session's ID, or the
attacker may select an arbitrary session ID used in the attack. In some cases, the established trap
session value must be maintained with repeated web site contact.
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2) Session Fixation

The attacker introduces the trap session value into the user's browser and fixes the user's session ID.
3) Session Entrance

The attacker waits until the user logs into the target web site, and then, when the fixed session ID
value is used, the attacker may take over."

If a session management system accepts session IDs in the form of a URL parameter, the following
request may force the session ID to the value of the URL parameter.

Code Snippet:

http://example/login.php?PHPSESSID=1234

According to WASC:

"Issuing a new session ID cookie value using a client-side script

A Cross-Site Scripting vulnerability on any web site in the domain can be used to modify the current
cookie value.

Code Snippet:
http://fexample/<script>document.cookie="sessionid=1234;%20domain=.example.dom";</script>
Another similar example (using META tag injection):
http://example/<meta%20http-equiv=Set-Cookie%20content="sessionid=1234;%
20domain=.example.dom">

Issuing a cookie using an HTTP response header

The attacker forces the target web site, or any other site in the domain, to issue a session ID cookie.
This can be achieved in many ways:

- Breaking into a web server in the domain (e.g., a poorly maintained WAP server)

- Poisoning a user's DNS server, effectively adding the attacker's web server to the domain

- Setting up a malicious web server in the domain (e.g., on a workstation in Windows 2000 domain, all
workstations are also in the DNS domain)

- Exploiting an HTTP response splitting attack"

Comparison of the session identifiers before and after the login process revealed they were not
updated, which means that user impersonation may be possible. Preliminary knowledge of the
session identifier value may enable a remote attacker to pose as a logged-in legitimate user.

The flow of attack:

An attacker uses the victim's browser to open the login form of the vulnerable site.

Once the form is open, the attacker writes down the session identifier value, and waits.

When the victim logs into the vulnerable site, his session identifier is not updated.

The attacker can then use the session identifier value to impersonate the victim user, and operate on
his behalf.

The session identifier value can be obtained by utilizing a Cross-Site Scripting vulnerability, causing
the victim's browser to use a predefined session identifier when contacting the vulnerable site, or by
launching a Session Fixation attack that will cause the site to present a predefined session identifier to
the victim's browser.

General Fix Recommendations

Always generate a new session to which the user will log in if successfully authenticated.
Prevent user ability to manipulate session ID.
Do not accept session IDs provided by the user's browser at login
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References and Relevant Links

"Session Fixation Vulnerability in Web-based Applications", By Mitja Kolsek - Acros Security
PHP Manual, Session Handling Functions, Sessions and security
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http://www.acrossecurity.com/papers/session_fixation.pdf
http://il2.php.net/session#session.security

Unencrypted Login Request
Application
WASC Threat Classification

Application Privacy Tests

CVE ID(s)
N/A

CWE ID(s)

523
Security Risks

It may be possible to steal user login information such as usernames and passwords that are sent
unencrypted

Possible Causes

Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Technical Description

During the application test, it was detected that an unencrypted login request was sent to the server.
Since some of the input fields used in a login process (for example: usernames, passwords, e-mail
addresses, social security number, etc.) are personal and sensitive, it is recommended that they will
be sent to the server over an encrypted connection (e.g. SSL).

Any information sent to the server as clear text, may be stolen and used later for identity theft or user
impersonation.

In addition, several privacy regulations state that sensitive information such as user credentials will
always be sent encrypted to the web site.

General Fix Recommendations

1. Make sure that all login requests are sent encrypted to the server.
2. Make sure that sensitive information such as:
- Username
- Password
- Social Security number
- Credit Card number
- Driver's License number
- e-mail address
- Phone number
- Zip code
is always sent encrypted to the server.

12/23/2011 10:51:30 AM 791112



References and Relevant Links

Financial Privacy: The Gramm-Leach Bliley Act

Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley Act

California SB1386
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http://www.ftc.gov/privacy/glbact/
http://www.hhs.gov/ocr/hipaa/
http://www.sec.gov/spotlight/sarbanes-oxley.htm
http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.html

Cross-Site Request Forgery
Application
WASC Threat Classification

Cross-site Request Forgery

http://projects.webappsec.org/Cross-Site-Request-Forgery

CVE ID(s)
N/A

CWE ID(s)

352
Security Risks

It is possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Possible Causes

Insufficient authentication method was used by the application

Technical Description

Cross-Site Request Forgery (CSRF) is an attack that allows a hacker to perform an action on the
vulnerable site on behalf of the victim. The attack is possible when the vulnerable site does not
properly validate the origin of the request.

The severity of this vulnerability depends on the functionality of the affected application, for example,
a CSRF attack on a search page is less severe than a CSRF attack on a money-transfer or profile-
update pages.

The attack is performed by forcing the victim's browser to issue an HTTP request to the vulnerable
site. If the user is currently logged-in to the victim site, the request will automatically use the user's
credentials (like session cookies, user's IP address, and other browser authentication methods). Using
this method, the attacker forges the victim's identity and submits actions on his or her behalf. In other
words, the vulnerable site does not take the proper measures to validate that the user indeed wanted
to perform the specific action.

Forcing the victim to send the unintended request can be done in numerous ways:

- Sending the victim a malicious link to the vulnerable application via e-mail.

- Putting a hot-link (like an image or frame) to the vulnerable site on the hacker's web page.

- Posting a link to the vulnerable site in a public forum.

- Using Cross-Site Scripting or Link Injection vulnerabilities in the site (or another site) and
automatically redirecting the browser to the vulnerable site.

If the attacker uses a Link Injection vulnerability on the vulnerable site itself he or she increases the
likelihood of the user being authenticated to the site, and by that increases the likelihood of the attack
to succeed.

For example, using any of the above described options, an attacker can lure the victim to view a page
containing:

<img src="http://bank/transfer?destination=John&money=1000" style='visibility:hidden'>

This will cause the victim's browser to automatically request the URL together with the current
credentials of the browser.
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If this banking site is vulnerable to CSRF, it will transfer 1000 dollars from the victim's account to
John's bank account according to the application logic.

The Cross-Site Request Forgery attack is also known as CSRF (pronounced C-Serf), XSRF, Cross-
Site Reference Forgery, One-Click Attack and Session Riding.

You can verify that your application is vulnerable to CSRF by:

[1] Checking that the vulnerable link/request does not include a parameter that is hard for an attacker
to guess

[2] Checking that the vulnerable link/request performs an operation that should only be performed
willingly

An application that contains a sensitive action, which can be accessed directly by a request that the
user submitted unknowingly, is considered vulnerable to CSRF.

CSREF is also possible on login and logout pages. On logout pages CSRF can cause denial of service,
since an attacker can forge consecutive logout requests from the victim. On login pages CSRF can
allow an attacker to log the client into the attacker's account using a forged request containing the
attacker's username and password. Login CSRF attacks can have serious consequences, depending
on other site behavior. For example, if a site keeps a history of user actions (search history, for
example) the attacker will be able to see the actions previously performed by the victim on the
vulnerable site.

General Fix Recommendations

In order to avoid CSRF attacks, every request should contain a unique identifier, which is a parameter
that an attacker cannot guess.

One suggested option is to add the session id taken from the session cookie and adding it as a
parameter. The server must check that

this parameter matches the session cookie, and if not discard the request. The reason an attacker
cannot guess this parameter is the "same origin policy"

that applies to cookies, so the attacker cannot forge a fake request that will seem real to the server.
Any secret that is hard to guess and is not accessible to an attacker (i.e. not accessible from a
different domain) can be used instead of the session id.

This will prevent an attacker from crafting a seemingly valid request.

References and Relevant Links

Cross-site request forgery wiki page
"JavaScript Hijacking" by Fortify
Cross-Site Request Forgery Training Module
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Insecure HTTP Methods Enabled

Infrastructure

WASC Threat Classification

Content Spoofing
http://projects.webappsec.org/Content-Spoofing

CVE ID(s)
N/A

CWE ID(s)
N/A

Security Risks

It is possible to upload, modify or delete web pages, scripts and files on the web server

Possible Causes

The web server or application server are configured in an insecure way

Technical Description

It seems that the web server is configured to allow one (or more) of the following HTTP methods
(verbs):

- DELETE

- SEARCH

- COPY

- MOVE

- PROPFIND

- PROPPATCH

- MKCOL

-LOCK

- UNLOCK

-PUT

These methods may indicate that WebDAYV is enabled on the server, and may allow unauthorized
users to exploit it.

General Fix Recommendations

If you do not need WebDAYV enabled on your server, make sure that you either disable it, or disallow
HTTP methods (verbs) that are unneeded.
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References and Relevant Links

WASC Threat Classification: Content Spoofing
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Autocomplete HTML Attribute Not Disabled for Password Field
Application

WASC Threat Classification

Application Privacy Tests

CVE ID(s)
N/A

CWE ID(s)
N/A

Security Risks
It may be possible to bypass the web application's authentication mechanism

Possible Causes

Insecure web application programming or configuration

Technical Description

The HTMLS5 standard has added the "autocomplete" attribute to the HTML4 form element.

From W3C's site: "The attribute has two states. The "on" keyword maps to the on state, and the "off"
keyword maps to the off state. The attribute may also be omitted. The missing value default is the on
state. The off state indicates that by default, input elements in the form will have their resulting
autocompletion state set to off; the on state indicates that by default, input elements in the form will
have their resulting autocompletion state set to on."

The page is vulnerable since it does not set the "autocomplete” attribute to "off" when the "password"
field is part of the "input" element.

This may enable an unauthorized user (with local access to an authorized client) to autofill the
username and password fields, and thus log in to the site.

General Fix Recommendations

If the "autocomplete” is missing in the "password" field of the "input" element, add it and set it to "off".
If the "autocomplete” is set to "on", set it to "off".
For example:
Vulnerable site:
<form action="AppScan.html" method="get">
Username: <input type="text" name="firstname" /><br />
Password: <input type="password" name="lastname" />
<input type="submit" value="Submit" />
<form>
Non-vulnerable site:
<form action="AppScan.html" method="get">
Username: <input type="text" name="firstname" /><br />
Password: <input type="password" name="lasthame" autocomplete="off"/>
<input type="submit" value="Submit" />
<form>

12/23/2011 10:51:30 AM 85/112



References and Relevant Links
N/A
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Sun Java System Calendar Server Denial of Service
Infrastructure
WASC Threat Classification

Denial of Service

http://projects.webappsec.org/Denial-of-Service
CVE ID(s)

CVE-2009-1219
CWE ID(s)

20
Security Risks

It is possible to prevent the web application from serving other users (denial of service)

Possible Causes

Latest patches or hotfixes for 3rd. party products were not installed

Technical Description

Sun Java System Calendar Server is vulnerable to a Denial of Service attack through the "tzid"
parameter, which allows an attacker to crash the server.

Sample Exploit:

https://[SERVER]3443/?tzid=[..]

General Fix Recommendations

Apply patches for Sun Java System Calendar Server 6.3.

References and Relevant Links

Vendor site

BugTraq BID: 34150
Sun Advisory
Secunia Advisory
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Application Error

Application

WASC Threat Classification
Application Quality Tests

CVE ID(s)
N/A

CWE ID(s)

550
Security Risks

It is possible to gather sensitive debugging information

Possible Causes

Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Technical Description

If an attacker probes the application by forging a request that contains parameters or parameter
values other than the ones expected by the application (examples are listed below), the application
may enter an undefined state that makes it vulnerable to attack. The attacker can gain useful
information from the application's response to this request, which information may be exploited to
locate application weaknesses.

For example, if the parameter field should be an apostrophe-quoted string (e.g. in an ASP script or
SQL query), the injected apostrophe symbol will prematurely terminate the string stream, thus
changing the normal flow/syntax of the script.

Another cause of vital information being revealed in error messages, is when the scripting engine,
web server, or database are misconfigured.

Here are some different variants:

[1]1 Remove parameter

[2] Remove parameter value

[3] Set parameter value to null

[4] Set parameter value to a numeric overflow (+/- 99999999)

[5] Set parameter value to hazardous characters, suchas'"\'\" ) ;

[6] Append some string to a numeric parameter value

[7] Append "." (dot) or "[]" (angle brackets) to the parameter name

General Fix Recommendations

[1] Check incoming requests for the presence of all expected parameters and values. When a
parameter is missing, issue a proper error message or use default values.

[2] The application should verify that its input consists of valid characters (after decoding). For
example, an input value containing the null byte (encoded as %00), apostrophe, quotes, etc. should
be rejected.

[3] Enforce values in their expected ranges and types. If your application expects a certain parameter
to have a value from a certain set, then the application should ensure that the value it receives indeed
belongs to the set. For example, if your application expects a value in the range 10..99, then it should
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make sure that the value is indeed numeric, and that its value is in 10..99.
[4] Verify that the data belongs to the set offered to the client.
[5] Do not output debugging error messages and exceptions in a production environment.

J2EE Fix Recommendations

** Prepared Statements:
There are three possible ways to protect your application against SQL injection, i.e. malicious
tampering of SQL parameters. Instead of dynamically building SQL statements, use:
[1] PreparedStatement, which is precompiled and stored in a pool of PreparedStatement objects.
PreparedStatement defines setters to register input parameters that are compatible with the supported
JDBC SQL data types. For example, setString should be used for input parameters of type
VARCHAR or LONGVARCHAR (refer to the Java API for further details). This way of setting input
parameters prevents an attacker from manipulating the SQL statement through injection of bad
characters, such as apostrophe.
Example of how to use a PreparedStatement in J2EE:
/I J2EE PreparedStatemenet Example
/I Get a connection to the database
Connection myConnection;
if (isDataSourceEnabled()) {
/ using the DataSource to get a managed connection
Context ctx = new InitialContext();
myConnection = ((DataSource)ctx.lookup(datasourceName)).getConnection(dbUserName,
dbPassword);
} else {
try {
/[ using the DriverManager to get a JDBC connection
Class.forName(jdbcDriverClassPath);
myConnection = DriverManager.getConnection(jdbcURL, dbUserName, dbPassword);
} catch (ClassNotFoundException €e) {

}
}
try {
PreparedStatement myStatement = myConnection.prepareStatement("select * from users where
username = ?");

myStatement.setString(1, userNameField);
ResultSet rs = myStatement.executeQuery();

.r.s;.close();
} catch (SQLException sqlException) {

} finally {
myStatement.close();
myConnection.close();

[2] CallableStatement, which extends PreparedStatement to execute database SQL stored
procedures. This class inherits input setters from PreparedStatement (see [1] above).
The following example assumes that this database stored procedure has been created:
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CREATE PROCEDURE select_user (@username varchar(20))
AS SELECT * FROM USERS WHERE USERNAME = @username;
Example of how to use a CallableStatement in J2EE to execute the above stored procedure:
/I J2EE PreparedStatemenet Example
/I Get a connection to the database
Connection myConnection;
if (isDataSourceEnabled()) {
/I using the DataSource to get a managed connection
Context ctx = new InitialContext();
myConnection = ((DataSource)ctx.lookup(datasourceName)).getConnection(dbUserName,
dbPassword);
}else {
try {
/I using the DriverManager to get a JDBC connection
Class.forName(jdbcDriverClassPath);
myConnection = DriverManager.getConnection(jdbcURL, dbUserName, dbPassword);
} catch (ClassNotFoundException e) {

}

}

try {
PreparedStatement myStatement = myConnection.prepareCall("{?= call select_user ?,?}");
myStatement.setString(1, userNameField);

myStatement.registerOutParameter(1, Types.VARCHAR);
ResultSet rs = myStatement.executeQuery();

.ré.close();
} catch (SQLException sqlException) {

} finally {
myStatement.close();
myConnection.close();
}
[3] Entity Bean, which represents an EJB business object in a persistent storage mechanism. There
are two types of entity beans: bean-managed and container-managed. With bean-managed
persistence, the developer is responsible for writing the SQL code to access the database (refer to
sections [1] and [2] above). With container-managed persistence, the EJB container automatically
generates the SQL code. As a result, the container is responsible for preventing malicious attempts
from tampering with the generated SQL code.
Example of how to use an Entity Bean in J2EE:
/I J2EE EJB Example
try {
/' lookup the User home interface
UserHome userHome = (UserHome)context.lookup(User.class);
/Il find the User remote interface
User = userHome.findByPrimaryKey(new UserKey(userNameField));

} cé’;ch (Exception e) {

}
RECOMMENDED JAVA TOOLS
N/A
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REFERENCES
http://java.sun.com/j2se/1.4.1/docs/api/java/sql/PreparedStatement.html
http://java.sun.com/j2se/1.4.1/docs/api/java/sql/CallableStatement.html
** Input Data Validation:
While data validations may be provided as a user convenience on the client-tier, data validation must
be performed on the server-tier using Servlets. Client-side validations are inherently insecure
because they can be easily bypassed, e.g. by disabling Javascript.
A good design usually requires the web application framework to provide server-side utility routines to
validate the following:
[1] Required field
[2] Field data type (all HTTP request parameters are Strings by default)
[3] Field length
[4] Field range
[5] Field options
[6] Field pattern
[7] Cookie values
[8] HTTP Response
A good practice is to implement the above routine as static methods in a "Validator" utility class. The
following sections describe an example validator class.
[1] Required field
Always check that the field is not null and its length is greater than zero, excluding leading and trailing
white spaces.
Example of how to validate required fields:
/I Java example to validate required fields
public Class Validator {

public static boolean validateRequired(String value) {
boolean isFieldValid = false;
if (value !'= null && value.trim().length() > 0) {
isFieldValid = true;

return isFieldValid;

}
-

é.tring fieldValue = request.getParameter("fieldName");
if (Validator.validateRequired(fieldValue)) {
/I fieldValue is valid, continue processing request

}
[2] Field data type

In web applications, input parameters are poorly typed. For example, all HTTP request parameters or
cookie values are of type String. The developer is responsible for verifying the input is of the correct
data type. Use the Java primitive wrapper classes to check if the field value can be safely converted
to the desired primitive data type.
Example of how to validate a numeric field (type int):

/I Java example to validate that a field is an int number

public Class Validator {

public static boolean validatelnt(String value) {
boolean isFieldValid = false;
try {
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Integer.parselnt(value);
isFieldValid = true;

} catch (Exception e) {
isFieldValid = false;

return isFieldValid;

}
-

/I check if the HTTP request parameter is of type int
String fieldValue = request.getParameter("fieldName");
if (Validator.validatelnt(fieldValue)) {

/I fieldValue is valid, continue processing request

}
A good practice is to convert all HTTP request parameters to their respective data types. For
example, store the "integerValue" of a request parameter in a request attribute and use it as shown in
the following example:
/I Example to convert the HTTP request parameter to a primitive wrapper data type
/I and store this value in a request attribute for further processing
String fieldValue = request.getParameter("fieldName");
if (Validator.validatelnt(fieldValue)) {
I convert fieldValue to an Integer
Integer integerValue = Integer.getinteger(fieldValue);
/I store integerValue in a request attribute
request.setAttribute("fieldName", integerValue);

}

}).Use the request attribute for further processing
Integer integerValue = (Integer)request.getAttribute("fieldName");

The primary Java data types that the application should handle:

- Byte

- Short

- Integer

- Long

- Float

- Double

- Date

[3] Field length

Always ensure that the input parameter (whether HTTP request parameter or cookie value) is

bounded by a minimum length and/or a maximum length.

Example to validate that the length of the userName field is between 8 and 20 characters:
/I Example to validate the field length
public Class Validator {

public static boolean validateLength(String value, int minLength, int maxLength) {
String validatedValue = value;
if (IvalidateRequired(value)) {
validatedValue = "";

}
return (validatedValue.length() >= minLength &&
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validatedValue.length() <= maxLength);

}

String userName = request.getParameter("userName");
if (Validator.validateRequired(userName)) {
if (Validator.validateLength(userName, 8, 20)) {
/I userName is valid, continue further processing

}
}
[4] Field range
Always ensure that the input parameter is within a range as defined by the functional requirements.
Example to validate that the input numberOfChoices is between 10 and 20:
/I Example to validate the field range
public Class Validator {

public static boolean validateRange(int value, int min, int max) {
return (value >= min && value <= max);
}

}

String fieldValue = request.getParameter("numberOfChoices");
if (Validator.validateRequired(fieldValue)) {
if (Validator.validatelnt(fieldValue)) {
int numberOfChoices = Integer.parselnt(fieldValue);
if (Validator.validateRange(numberOfChoices, 10, 20)) {
/I numberOfChoices is valid, continue processing request

-
}

}
[5] Field options
Often, the web application presents the user with a set of options to choose from, e.g. using the
SELECT HTML tag, but fails to perform server-side validation to ensure that the selected value is one
of the allowed options. Remember that a malicious user can easily modify any option value. Always
validate the selected user value against the allowed options as defined by the functional requirements.
Example to validate the user selection against a list of allowed options:

/I Example to validate user selection against a list of options

public Class Validator {

5ﬁblic static boolean validateOption(Object[] options, Object value) {
boolean isValidValue = false;

try {
List list = Arrays.asList(options);
if (list '= null) {
isValidValue = list.contains(value);
}

} catch (Exception e) {

return isValidValue;
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}

/I Allowed options
String[] options = {"option1", "option2", "option3");
/I Verify that the user selection is one of the allowed options
String userSelection = request.getParameter("userSelection");
if (Validator.validateOption(options, userSelection)) {

/ valid user selection, continue processing request

}
[6] Field pattern

Always check that the user input matches a pattern as defined by the functionality requirements. For
example, if the userName field should only allow alpha-numeric characters, case insensitive, then use
the following regular expression:
Na-zA-Z0-9]*$
Java 1.3 or earlier versions do not include any regular expression packages. Apache Regular
Expression Package (see Resources below) is recommended for use with Java 1.3 to resolve this
lack of support.
Example to perform regular expression validation:

/I Example to validate that a given value matches a specified pattern

/I using the Apache regular expression package

import org.apache.regexp.RE;

import org.apache.regexp.RESyntaxException;

public Class Validator {

public static boolean matchPattern(String value, String expression) {
boolean match = false;
if (validateRequired(expression)) {
RE r = new RE(expression);
match = r.match(value);

return match;

}
=

[l Verify that the userName request parameter is alpha-numeric
String userName = request.getParameter("userName");
if (Validator.matchPattern(userName, "[a-zA-Z0-9]*$")) {

// userName is valid, continue processing request

Java 1.4 introduced a new regular expression package (java.util.regex). Here is a modified version of
Validator.matchPattern using the new Java 1.4 regular expression package:

/I Example to validate that a given value matches a specified pattern

/I using the Java 1.4 regular expression package

import java.util.regex.Pattern;

import java.util.regexe.Matcher;

public Class Validator {

public static boolean matchPattern(String value, String expression) {
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boolean match = false;
if (validateRequired(expression)) {
match = Pattern.matches(expression, value);

return match;

[7] Cookie value
Use the javax.servlet.http.Cookie object to validate the cookie value. The same validation rules
(described above) apply to cookie values depending on the application requirements, e.g. validate a
required value, validate length, etc.
Example to validate a required cookie value:
/I Example to validate a required cookie value
/I First retrieve all available cookies submitted in the HTTP request
Cookie[] cookies = request.getCookies();
if (cookies != null) {
/ find the "user" cookie
for (int i=0; i<cookies.length; ++i) {
if (cookies[i].getName().equals("user")) {
/l validate the cookie value
if (Validator.validateRequired(cookies[i].getValue()) {
// valid cookie value, continue processing request

}
}
}

}
[8] HTTP Response
[8-1] Filter user input
To guard the application against cross-site scripting, sanitize HTML by converting sensitive characters
to their corresponding character entities. These are the HTML sensitive characters:
<>""%;)(&+
Example to filter a specified string by converting sensitive characters to their corresponding character
entities:
/I Example to filter sensitive data to prevent cross-site scripting
public Class Validator {

public static String filter(String value) {
if (value == null) {
return null;
}

StringBuffer result = new StringBuffer(value.length());
for (int i=0; i<value.length(); ++i) {
switch (value.charAt(i)) {
case '<"
result.append("&lt;");
break;
case ">"
result.append("&gt;");
break;
case ™"
result.append("&quot;");
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break;

case '\":
result.append("&#39;");
break;

case '%":
result.append("&#37;");
break;

case ')
result.append("&#59;");
break;

case '(":
result.append("&#40;");
break;

case')"
result.append("&#41;");
break;

case '&"
result.append("&amp;");
break;

case '+"
result.append("&#43;");
break;

default:
result.append(value.charAt(i));
break;

}

return result;

}

}

/I Filter the HTTP response using Validator filter

PrintWriter out = response.getWriter();

/I set output response

out.write(Validator.filter(response));

out.close();
The Java Servlet API 2.3 introduced Filters, which supports the interception and transformation of
HTTP requests or responses.
Example of using a Servlet Filter to sanitize the response using Validator filter:

/I Example to filter all sensitive characters in the HTTP response using a Java Filter.

/I This example is for illustration purposes since it will filter all content in the response, including
HTML tags!

public class SensitiveCharsFilter implements Filter {

public void doFilter(ServletRequest request,
ServletResponse response,
FilterChain chain)
throws IOException, ServletException {

PrintWriter out = response.getWriter();

ResponseWrapper wrapper = new ResponseW rapper((HttpServietResponse)response);
chain.doFilter(request, wrapper);
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CharArrayWriter caw = new CharArrayWriter();
caw.write(Validator filter(wrapper.toString()));

response.setContentType("text/html");
response.setContentLength(caw.toString().length());
out.write(caw.toString());

out.close();

}

b“ublic class CharResponseWrapper extends HttpServletResponseWrapper {
private CharArrayWriter output;

public String toString() {
return output.toString();
}

public CharResponseWrapper(HttpServietResponse response){
super(response);
output = new CharArrayWriter();

}

public PrintWriter getWriter(){
return new PrintWriter(output);
}

}
}

}
[8-2] Secure the cookie
When storing sensitive data in a cookie, make sure to set the secure flag of the cookie in the HTTP
response, using Cookie.setSecure(boolean flag) to instruct the browser to send the cookie using a
secure protocol, such as HTTPS or SSL.
Example to secure the "user" cookie:

/I Example to secure a cookie, i.e. instruct the browser to

/I send the cookie using a secure protocol

Cookie cookie = new Cookie("user", "sensitive");

cookie.setSecure(true);

response.addCookie(cookie);
RECOMMENDED JAVA TOOLS
The two main Java frameworks for server-side validation are:
[1] Jakarta Commons Validator (integrated with Struts 1.1)
The Jakarta Commons Validator is a powerful framework that implements all the above data validation
requirements. These rules are configured in an XML file that defines input validation rules for form
fields. Struts supports output filtering of dangerous characters in the [8] HTTP Response by default
on all data written using the Struts 'bean:write' tag. This filtering may be disabled by setting the
'filter=false' flag.
Struts defines the following basic input validators, but custom validators may also be defined:
required: succeeds if the field contains any characters other than white space.
mask: succeeds if the value matches the regular expression given by the mask attribute.
range: succeeds if the value is within the values given by the min and max attributes ((value >= min) &
(value <= max)).
maxLength: succeeds if the field is length is less than or equal to the max attribute.
minLength: succeeds if the field is length is greater than or equal to the min attribute.
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byte, short, integer, long, float, double: succeeds if the value can be converted to the corresponding
primitive.
date: succeeds if the value represents a valid date. A date pattern may be provided.
creditCard: succeeds if the value could be a valid credit card number.
e-mail: succeeds if the value could be a valid e-mail address.
Example to validate the userName field of a loginForm using Struts Validator:

<form-validation>

<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">
</validator>
<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">
</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<l-- message resource key to display if validation fails -->
<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var-name>mask</var-name>
<var-value>*[a-zA-Z0-9]*$</var-value>
</var>
<[field>

;./form>

</formset>

</form-validation>
[2] JavaServer Faces Technology
JavaServer Faces Technology is a set of Java APIs (JSR 127) to represent Ul components, manage
their state, handle events and input validation.
The JavaServer Faces APl implements the following basic validators, but custom validators may be
defined:
validate_doublerange: registers a DoubleRangeValidator on a component
validate_length: registers a LengthValidator on a component
validate_longrange: registers a LongRangeValidator on a component
validate_required: registers a RequiredValidator on a component
validate_stringrange: registers a StringRangeValidator on a component
validator: registers a custom Validator on a component
The JavaServer Faces API defines the following Ulinput and UlOutput Renderers (Tags):
input_date: accepts a java.util.Date formatted with a java.text.Date instance
output_date: displays a java.util. Date formatted with a java.text.Date instance
input_datetime: accepts a java.util.Date formatted with a java.text.DateTime instance
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output_datetime: displays a java.util. Date formatted with a java.text.DateTime instance
input_number: displays a numeric data type (java.lang.Number or primitive), formatted with a
java.text.NumberFormat
output_number: displays a numeric data type (java.lang.Number or primitive), formatted with a
java.text.NumberFormat
input_text: accepts a text string of one line.
output_text: displays a text string of one line.
input_time: accepts a java.util.Date, formatted with a java.text.DateFormat time instance
output_time: displays a java.util.Date, formatted with a java.text.DateFormat time instance
input_hidden: allows a page author to include a hidden variable in a page
input_secret: accepts one line of text with no spaces and displays it as a set of asterisks as it is typed
input_textarea: accepts multiple lines of text
output_errors: displays error messages for an entire page or error messages associated with a
specified client identifier
output_label: displays a nested component as a label for a specified input field
output_message: displays a localized message
Example to validate the userName field of a loginForm using JavaServer Faces:

<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h" %>

<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f" %>

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f.use_faces>
<h:form formName="loginForm" >
<h:input_text id="userName" size="20" modelReference="UserBean.userName">
<f.validate_required/>
<f:validate_length minimum="8" maximum="20"/>
</h:input_text>
<l-- display errors if present -->
<h:output_errors id="loginErrors" clientld="userName"/>
<h:command_button id="submit" label="Submit" commandName="submit" /><p>
</h:form>
</f.use_faces>
REFERENCES
Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/
Java API 1.4 -
http://java.sun.com/j2se/1.4/docs/api/
Java Servlet APl 2.3 -
http://java.sun.com/products/servlet/2.3/javadoc/
Java Regular Expression Package -
http://jakarta.apache.org/regexp/
Jakarta Validator -
http://jakarta.apache.org/commons/validator/
JavaServer Faces Technology -
http://java.sun.com/j2ee/javaserverfaces/
** Error Handling:
Many J2EE web application architectures follow the Model View Controller (MVC) pattern. In this
pattern a Servlet acts as a Controller. A Servlet delegates the application processing to a JavaBean
such as an EJB Session Bean (the Model). The Servlet then forwards the request to a JSP (View) to
render the processing results. Servlets should check all input, output, return codes, error codes and
known exceptions to ensure that the expected processing actually occurred.
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While data validation protects applications against malicious data tampering, a sound error handling
strategy is necessary to prevent the application from inadvertently disclosing internal error messages
such as exception stack traces. A good error handling strategy addresses the following items:
[1] Defining Errors
[2] Reporting Errors
[3] Rendering Errors
[4] Error Mapping
[1] Defining Errors
Hard-coded error messages in the application layer (e.g. Servlets) should be avoided. Instead, the
application should use error keys that map to known application failures. A good practice is to define
error keys that map to validation rules for HTML form fields or other bean properties. For example, if
the "user_name" field is required, is alphanumeric, and must be unique in the database, then the
following error keys should be defined:
(a) ERROR_USERNAME_REQUIRED: this error key is used to display a message notifying the user
that the "user_name" field is required;
(b) ERROR_USERNAME_ALPHANUMERIC: this error key is used to display a message notifying the
user that the "user_name" field should be alphanumeric;
(c) ERROR_USERNAME_DUPLICATE: this error key is used to display a message notifying the user
that the "user_name" value is a duplicate in the database;
(d) ERROR_USERNAME_INVALID: this error key is used to display a generic message notifying the
user that the "user_name" value is invalid;
A good practice is to define the following framework Java classes which are used to store and report
application errors:
- ErrorKeys: defines all error keys
/I Example: ErrorKeys defining the following error keys:
/I - ERROR_USERNAME_REQUIRED
/I - ERROR_USERNAME_ALPHANUMERIC
/I - ERROR_USERNAME_DUPLICATE
/I - ERROR_USERNAME_INVALID
"
public Class ErrorKeys {
public static final String ERROR_USERNAME_REQUIRED = "error.username.required";
public static final String ERROR_USERNAME_ALPHANUMERIC =
"error.username.alphanumeric”;
public static final String ERROR_USERNAME_DUPLICATE = "error.username.duplicate";
public static final String ERROR_USERNAME_INVALID = "error.username.invalid";

}

- Error: encapsulates an individual error
/I Example: Error encapsulates an error key.
/I Error is serializable to support code executing in multiple JVMs.
public Class Error implements Serializable {

/I Constructor given a specified error key
public Error(String key) {

this(key, null);
}

/I Constructor given a specified error key and array of placeholder objects
public Error(String key, Object[] values) {

this.key = key;

this.values = values;

}
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/I Returns the error key
public String getKey() {
return this.key;

}

/I Returns the placeholder values
public Object[] getValues() {
return this.values;

}

private String key = null;
private Object|[] values = null;
}
- Errors: encapsulates a Collection of errors
/I Example: Errors encapsulates the Error objects being reported to the presentation layer.
/Il Errors are stored in a HashMap where the key is the bean property name and value is an
/I ArrayList of Error objects.
public Class Errors implements Serializable {

/I Adds an Error object to the Collection of errors for the specified bean property.
public void addError(String property, Error error) {
ArrayList propertyErrors = (ArrayList)errors.get(property);
if (propertyErrors == null) {
propertyErrors = new ArrayList();
errors.put(property, propertyErrors);

propertyErrors.put(error);

}

/I Returns true if there are any errors
public boolean hasErrors() {

return (errors.size > 0);
}

/I Returns the Errors for the specified property

public ArrayList getErrors(String property) {
return (ArrayList)errors.get(property);

}

private HashMap errors = new HashMap();
}
Using the above framework classes, here is an example to process validation errors of the
"user_name" field:
/I Example to process validation errors of the "user_name" field.
Errors errors = new Errors();
String userName = request.getParameter("user_name");
/I (a) Required validation rule
if ('Validator.validateRequired(userName)) {
errors.addError("user_name", new Error(ErrorKeys. ERROR_USERNAME_REQUIRED));
} /I (b) Alpha-numeric validation rule
else if (1Validator.matchPattern(userName, "*[a-zA-Z0-9]*$")) {
errors.addError("user_name", new Error(ErrorKeys. ERROR_USERNAME_ALPHANUMERIC));

12/23/2011 10:51:31 AM 101/112



}

else
{
/I (c) Duplicate check validation rule
I/ We assume that there is an existing UserValidationEJB session bean that implements
/I a checklIfDuplicate() method to verify if the user already exists in the database.
try {

if (UserValidationEJB.checklfDuplicate(userName)) {
errors.addError("user_name", new Error(ErrorKeys.ERROR_USERNAME_DUPLICATE));

} catch (RemoteException e) {
/l'log the error
logger.error("Could not validate user for specified userName: " + userName);
errors.addError("user_name", new Error(ErrorKeys. ERROR_USERNAME_DUPLICATE);

}
}

/I set the errors object in a request attribute called "errors"
request.setAttribute("errors", errors);

[2] Reporting Errors
There are two ways to report web-tier application errors:
(a) Servlet Error Mechanism
(b) JSP Error Mechanism
[2-a] Servlet Error Mechanism
A Servlet may report errors by:
- forwarding to the input JSP (having already stored the errors in a request attribute), OR
- calling response.sendError with an HTTP error code argument, OR
- throwing an exception
It is good practice to process all known application errors (as described in section [1]), store them in a
request attribute, and forward to the input JSP. The input JSP should display the error messages and
prompt the user to re-enter the data. The following example illustrates how to forward to an input JSP
(userlnput.jsp):

/I Example to forward to the userlnput.jsp following user validation errors

RequestDispatcher rd = getServletContext().getRequestDispatcher("/user/userinput.jsp");

if (rd != null) {

rd.forward(request, response);

If the Servlet cannot forward to a known JSP page, the second option is to report an error using the
response.sendError method with HttpServietResponse.SC_INTERNAL_SERVER_ERROR (status
code 500) as argument. Refer to the javadoc of javax.servlet.http.HttpServietResponse for more
details on the various HTTP status codes.
Example to return a HTTP error:
/l Example to return a HTTP error code
RequestDispatcher rd = getServletContext().getRequestDispatcher("/user/userinput.jsp");
if (rd == null) {
/I messages is a resource bundle with all message keys and values
response.sendError(HttpServietResponse.SC_INTERNAL_SERVER_ERROR,
messages.getMessage(ErrorKeys. ERROR_USERNAME_INVALID));
}

As a last resort, Servlets can throw an exception, which must be a subclass of one of the following
classes:
- RuntimeException
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- ServletException
- IOException
[2-b] JSP Error Mechanism
JSP pages provide a mechanism to handle runtime exceptions by defining an errorPage directive as
shown in the following example:
<%@ page errorPage="/errors/userValidation.jsp" %>
Uncaught JSP exceptions are forwarded to the specified errorPage, and the original exception is set
in a request parameter called javax.servlet.jsp.jspException. The error page must include a
isErrorPage directive as shown below:
<%@ page isErrorPage="true" %>

The isErrorPage directive causes the "exception" variable to be initialized to the exception object
being thrown.
[3] Rendering Errors
The J2SE Internationalization APIs provide utility classes for externalizing application resources and
formatting messages including:
(a) Resource Bundles
(b) Message Formatting
[3-a] Resource Bundles
Resource bundles support internationalization by separating localized data from the source code that
uses it. Each resource bundle stores a map of key/value pairs for a specific locale.
It is common to use or extend java.util.PropertyResourceBundle, which stores the content in an
external properties file as shown in the following example:

R R

# ErrorMessages.properties

R R R

# required user name error message

error.username.required=User name field is required

# invalid user name format
error.username.alphanumeric=User name must be alphanumeric

# duplicate user name error message
error.username.duplicate=User name {0} already exists, please choose another one

Multiple resources can be defined to support different locales (hence the name resource bundle). For
example, ErrorMessages_fr.properties can be defined to support the French member of the bundle
family. If the resource member of the requested locale does not exist, the default member is used. In
the above example, the default resource is ErrorMessages.properties. Depending on the user's
locale, the application (JSP or Servlet) retrieves content from the appropriate resource.
[3-b] Message Formatting
The J2SE standard class java.util. MessageFormat provides a generic way to create messages with
replacement placeholders. A MessageFormat object contains a pattern string with embedded format
specifiers as shown below:

/I Example to show how to format a message using placeholder parameters

String pattern = "User name {0} already exists, please choose another one";

String userName = request.getParameter("user_name");

Object[] args = new Object[1];

args[0] = userName;

String message = MessageFormat.format(pattern, args);
Here is a more comprehensive example to render error messages using ResourceBundle and
MessageFormat:

/I Example to render an error message from a localized ErrorMessages resource (properties file)
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/I Utility class to retrieve locale-specific error messages
public Class ErrorMessageResource {

/I Returns the error message for the specified error key in the environment locale
public String getErrorMessage(String errorKey) {
return getErrorMessage(errorKey, defaultLocale);

}

/I Returns the error message for the specified error key in the specified locale
public String getErrorMessage(String errorKey, Locale locale) {
return getErrorMessage(errorKey, null, locale);

}

/I Returns a formatted error message for the specified error key in the specified locale
public String getErrorMessage(String errorKey, Object[] args, Locale locale) {
/I Get localized ErrorMessageResource
ResourceBundle errorMessageResource = ResourceBundle.getBundle("ErrorMessages”,
locale);
/I Get localized error message
String errorMessage = errorMessageResource.getString(errorKey);
if (args !'= null) {
/I Format the message using the specified placeholders args
return MessageFormat.format(errorMessage, args);
}else {
return errorMessage;

}
}

/I default environment locale
private Locale defaultLocale = Locale.getDefaultLocale();
}

/I Get the user's locale
Locale userLocale = request.getLocale();
/I Check if there were any validation errors
Errors errors = (Errors)request.getAttribute("errors");
if (errors != null && errors.hasErrors()) {
/l iterate through errors and output error messages corresponding to the "user_name" property
ArrayList userNameErrors = errors.getErrors("user_name");
Listlterator iterator = userNameErrors.iterator();
while (iterator.hasNext()) {
/I Get the next error object
Error error = (Error)iterator.next();
String errorMessage = ErrorMessageResource.getErrorMessage(error.getKey(), userLocale);
output.write(errorMessage + "\r\n");
}
}
It is recommended to define a custom JSP tag, e.g. displayErrors, to iterate through and render error
messages as shown in the above example.
[4] Error Mapping
Normally, the Servlet Container will return a default error page corresponding to either the response
status code or the exception. A mapping between the status code or the exception and a web
resource may be specified using custom error pages. It is a good practice to develop static error
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pages that do not disclose internal error states (by default, most Servlet containers will report internal
error messages). This mapping is configured in the Web Deployment Descriptor (web.xml) as
specified in the following example:
<!-- Mapping of HTTP error codes and application exceptions to error pages -->
<error-page>
<exception-type>UserValidationException</exception-type>
<location>/errors/validationError.html</error-page>
</error-page>
<error-page>
<error-code>500</exception-type>
<location>/errors/internalError.html</error-page>
</error-page>
<error-page>

</error-page>

RECOMMENDED JAVA TOOLS
The two main Java frameworks for server-side validation are:
[1] Jakarta Commons Validator (integrated with Struts 1.1)
The Jakarta Commons Validator is a Java framework that defines the error handling mechanism as
described above. Validation rules are configured in an XML file that defines input validation rules for
form fields and the corresponding validation error keys. Struts provides internationalization support to
build localized applications using resource bundles and message formatting.
Example to validate the userName field of a loginForm using Struts Validator:

<form-validation>

<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">
</validator>
<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">
</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<l-- message resource key to display if validation fails -->
<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var-name>mask</var-name>
<var-value>"[a-zA-Z0-9]*$</var-value>
</var>
</field>

</form>
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</formset>
</form-validation>
The Struts JSP tag library defines the "errors" tag that conditionally displays a set of accumulated
error messages as shown in the following example:
<%@ page language="java" %>
<%@ taglib uri="/WEB-INF/struts-html.tld" prefix="html" %>
<%@ taglib uri="/WEB-INF/struts-bean.tld" prefix="bean" %>
<html:html>
<head>
<body>
<html:form action="/logon.do">
<table border="0" width="100%">
<tr>
<th align="right">
<html:errors property="username"/>
<bean:message key="prompt.username"/>
</th>
<td align="left">
<html:text property="username" size="16"/>
</td>
<ftr>
<tr>
<td align="right">
<html:submit><bean:message key="button.submit"/></html:submit>
</td>
<td align="right">
<html:reset><bean:message key="button.reset"/></html:reset>
</td>
</ftr>
</table>
</html:form>
</body>
</html:html>
[2] JavaServer Faces Technology
JavaServer Faces Technology is a set of Java APIs (JSR 127) to represent Ul components, manage
their state, handle events, validate input, and support internationalization.
The JavaServer Faces API defines the "output_errors" UIOutput Renderer, which displays error
messages for an entire page or error messages associated with a specified client identifier.
Example to validate the userName field of a loginForm using JavaServer Faces:
<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h" %>
<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f" %>

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f.use_faces>
<h:form formName="loginForm" >
<h:input_text id="userName" size="20" modelReference="UserBean.userName">
<f.validate_required/>
<f:validate_length minimum="8" maximum="20"/>
</h:input_text>
<l-- display errors if present -->
<h:output_errors id="loginErrors" clientld="userName"/>
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<h:command_button id="submit" label="Submit" commandName="submit" /><p>
</h:form>

</f.use_faces>
REFERENCES
Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/
Java APl 1.4 -
http://java.sun.com/j2se/1.4/docs/api/
Java Servlet APl 2.3 -
http://java.sun.com/products/servlet/2.3/javadoc/
Java Regular Expression Package -
http://jakarta.apache.org/regexp/
Jakarta Validator -
http://jakarta.apache.org/commons/validator/
JavaServer Faces Technology -
http://java.sun.com/j2ee/javaserverfaces/

.Net Fix Recommendations

In order to disable debugging in ASP.NET, edit your web.config file to contain the following:
<compilation

debug="false"
/>
For more information, see "HOW TO: Disable Debugging for ASP.NET Applications" in:
http://support.microsoft.com/default.aspx?scid=kb;en-us;815157
You can add input validation to Web Forms pages by using validation controls. Validation controls
provide an easy-to-use mechanism for all common types of standard validation (for example, testing
for valid dates or values within a range), plus ways to provide custom-written validation. In addition,
validation controls allow you to completely customize how error information is displayed to the user.
Validation controls can be used with any controls that are processed in a Web Forms page's class file,
including both HTML and Web server controls.
To make sure that all the required parameters exist in a request, use the "RequiredFieldValidator"
validation control. This control ensures that the user does not skip an entry in the web form.
To make sure user input contains only valid values, you can use one of the following validation
controls:
[1] "RangeValidator": checks that a user's entry (value) is between specified lower and upper
boundaries. You can check ranges within pairs of numbers, alphabetic characters, and dates.
[2] "RegularExpressionValidator": checks that the entry matches a pattern defined by a regular
expression. This type of validation allows you to check for predictable sequences of characters, such
as those in social security numbers, e-mail addresses, telephone numbers, postal codes, and so on.
Important note: validation controls do not block user input or change the flow of page processing; they
only set an error state, and produce error messages. It is the programmer's responsibility to test the
state of the controls in the code before performing further application-specific actions.
There are two ways to check for user input validity:
1. Test for a general error state:
In your code, test the page's IsValid property. This property rolls up the values of the IsValid
properties of all the validation controls on the page (using a logical AND). If one of the validation
controls is set to invalid, the page's property will return false.
2. Test for the error state of individual controls:
Loop through the page's Validators collection, which contains references to all the validation controls.
You can then examine the IsValid property of each validation control.
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Here are two possible ways to protect your web application against SQL injection attacks:
[1] Use a stored procedure rather than a dynamically built SQL query string. The manner in which
parameters are passed to SQL Server stored procedures prevents the use of apostrophes and
hyphens.
Example of how to use stored procedures in ASP.NET:

' Visual Basic example

Dim DS As DataSet

Dim MyConnection As SglConnection

Dim MyCommand As SqlDataAdapter

Dim SelectCommand As String = "select * from users where username = @username"

MyCommand.SelectCommand.Parameters.Add(New SqlParameter("@username”,
SqlDbType.NVarChar, 20))
MyCommand.SelectCommand.Parameters("@username").Value = UserNameField.Value

/I C# example

String selectCmd = "select * from Authors where state = @username”;
SglConnection myConnection = new SqlConnection("server=...");
SqlDataAdapter myCommand = new SqlDataAdapter(selectCmd, myConnection);

myCommand.SelectCommand.Parameters.Add(new SqlParameter("@username",
SqlDbType.NVarChar, 20));

myCommand.SelectCommand.Parameters["@username"].Value = UserNameField.Value;
[2] You can add input validation to Web Forms pages by using validation controls. Validation controls
provide an easy-to-use mechanism for all common types of standard validation (for example, testing
for valid dates or values within a range), plus ways to provide custom-written validation. In addition,
validation controls allow you to completely customize how error information is displayed to the user.
Validation controls can be used with any controls that are processed in a Web Forms page's class file,
including both HTML and Web server controls.

PHP Fix Recommendations

** Input Data Validation:

While data validations may be provided as a user convenience on the client-tier, data validation must

always be performed on the server-tier. Client-side validations are inherently insecure because they

can be easily bypassed, e.g. by disabling Javascript.

A good design usually requires the web application framework to provide server-side utility routines to

validate the following:

[1] Required field

[2] Field data type (all HTTP request parameters are Strings by default)

[3] Field length

[4] Field range

[5] Field options

[6] Field pattern

[7] Cookie values

[8] HTTP Response

A good practice is to implement a function or functions that validates each application parameter. The

following sections describe some example checking.

[1] Required field

Always check that the field is not null and its length is greater than zero, excluding leading and trailing
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white spaces.

Example of how to validate required fields:
/I PHP example to validate required fields
function validateRequired($input) {

$pass = false;

if (strlen(trim($input))>0){

$pass = true;
}

return $pass;

}

if (validateRequired($fieldName)) {
/I fieldName is valid, continue processing request

}
[2] Field data type
In web applications, input parameters are poorly typed. For example, all HTTP request parameters or
cookie values are of type String. The developer is responsible for verifying the input is of the correct
data type.
[3] Field length
Always ensure that the input parameter (whether HTTP request parameter or cookie value) is
bounded by a minimum length and/or a maximum length.
[4] Field range
Always ensure that the input parameter is within a range as defined by the functional requirements.
[5] Field options
Often, the web application presents the user with a set of options to choose from, e.g. using the
SELECT HTML tag, but fails to perform server-side validation to ensure that the selected value is one
of the allowed options. Remember that a malicious user can easily modify any option value. Always
validate the selected user value against the allowed options as defined by the functional requirements.
[6] Field pattern
Always check that user input matches a pattern as defined by the functionality requirements. For
example, if the userName field should only allow alpha-numeric characters, case insensitive, then use
the following regular expression:
Na-zA-Z0-9]+$
[7] Cookie value
The same validation rules (described above) apply to cookie values depending on the application
requirements, e.g. validate a required value, validate length, etc.
[8] HTTP Response
[8-1] Filter user input
To guard the application against cross-site scripting, the developer should sanitize HTML by
converting sensitive characters to their corresponding character entities. These are the HTML
sensitive characters:
<>""%;)(&+
PHP includes some automatic sanitization utility functions, such as htmlentities():

$input = htmlentities($input, ENT_QUOTES, 'UTF-8');
In addition, in order to avoid UTF-7 variants of Cross-site Scripting, you should explicitly define the
Content-Type header of the response, for example:

<?php

header('Content-Type: text/html; charset=UTF-8'");
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?>
[8-2] Secure the cookie
When storing sensitive data in a cookie and transporting it over SSL, make sure that you first set the
secure flag of the cookie in the HTTP response. This will instruct the browser to only use that cookie
over SSL connections.
You can use the following code example, for securing the cookie:

<$php

$value = "some_value";
$time = time()+3600;

$path = "/application/";
$domain = ".example.com";
$secure = 1;

setcookie("CookieName", $value, $time, $path, $domain, $secure, TRUE);
?>

In addition, we recommend that you use the HttpOnly flag. When the HitpOnly flag is set to TRUE the
cookie will be made accessible only through the HTTP protocol. This means that the cookie won't be
accessible by scripting languages, such as JavaScript. This setting can effectively help to reduce
identity theft through XSS attacks (although it is not supported by all browsers).

The HttpOnly flag was Added in PHP 5.2.0.

REFERENCES

[1] Mitigating Cross-site Scripting With HTTP-only Cookies:
http://msdn2.microsoft.com/en-us/library/ms533046.aspx

[2] PHP Security Consortium:

http://phpsec.org/

[3] PHP & Web Application Security Blog (Chris Shiflett):

http://shiflett.org/

References and Relevant Links

An example for using apostrophe to hack a site can be found in "How | hacked PacketStorm (by Rain
Forest Puppy), RFP's site"

"Web Application Disassembly with ODBC Error Messages" (By David Litchfield)

CERT Advisory (CA-1997-25): Sanitizing user-supplied data in CGI scripts
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Email Address Pattern Found
Application
WASC Threat Classification

Information Leakage

http://projects.webappsec.org/Information-Leakage

CVE ID(s)
N/A

CWE ID(s)
359
Security Risks

It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Possible Causes

Insecure web application programming or configuration

Technical Description

Spambots crawl internet sites, set out to find e-mail addresses in order to build mailing lists for
sending unsolicited e-mail (spam).

AppScan detected a response containing one or more e-mail addresses, which may be exploited to
send spam mail

Furthermore, the e-mail addresses found may be private and thus should not be accessible to the
general public.

General Fix Recommendations

Remove any e-mail addresses from the website so that they won't be exploited by malicious users.

References and Relevant Links

Definition of Spambot (Wikipedia)
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HTML Comments Sensitive Information Disclosure
Application
WASC Threat Classification

Information Leakage
http://projects.webappsec.org/Information-Leakage

CVE ID(s)
N/A

CWE ID(s)
615
Security Risks

It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Possible Causes

Debugging information was left by the programmer in web pages

Technical Description

Many web application programmers use HTML comments to help debug the application when
needed. While adding general comments is very useful, some programmers tend to leave important
data, such as: filenames related to the web application, old links or links which were not meant to be
browsed by users, old code fragments, etc. An attacker who finds these comments can map the
application's structure and files, expose hidden parts of the site, and study the fragments of code to
reverse engineer the application, which may help develop further attacks against the site.

General Fix Recommendations

[1] Do not leave any vital information such as filenames or file paths in HTML comments.
[2] Remove traces of previous (or future) site links in the production site comments.

[3] Avoid placing sensitive information in HTML comments.

[4] Make sure that HTML comments do not include source code fragments.

[5] Make sure that no vital information was left behind by programmers.
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