CBIIT Change Manager Review Form

	Change Title:

Adding Drupal (CMS) to the CBIIT supported technology stack
	Priority:

1
	Submitted by:

Robert Chen

	JIRA Ticket Number: CBIITCHGMGMT-9 
	JIRA URL: https://tracker.nci.nih.gov/browse/CBIITCHGMGMT-9



	Presenter:

Jonathan Lin
	Date:

6/8/2012

	Recommendation (Approval/Partial Approval/Request Additional Information/Disapproval):
Partial Approval

	Impact Analysis
Estimated labor categories and hours required: 

N/A
Cost Estimates:

N/A
Estimated schedule with dependencies (include Gantt chart): 

N/A
Risks and risk mitigation strategies (attach additional documents if necessary):

Several security concerns as specified by the Security Reviewer:
The Drupal environment needs to have default access procedures in place to restrict who can make changes to a given website. The system also needs to log all content changes made and attribute them to specific individuals (i.e., rather than to a role or group).  The baseline configuration needs to be “hardened” using industry and Federal guidelines (where available) to address known security vulnerabilities in the software.  Finally, NCI has not yet performed any vulnerability scans of Drupal sites, so at least one baseline scan needs to be conducted to identify potential security weaknesses in the baseline Drupal configuration that are not addressed through hardening procedures, and any Moderate and High findings should be addressed/patched before we approve a standard build in the tech stack.
In addition, it also needs to be scanned for 508 compliance.
Currently, CBIIT also supports other CMS tools. An overall strategy needs to be evaluated in supporting multiple CMS tools.




*Attach Impact Analysis from all impacted projects.
	Implementation Plan: 
Proceed with the plan to harden the configuration and to perform security and 508 compliance scan.


	Project/System:

caCore / caGrid / TRANSCEND
	Reviewer: M Kennedy
	Date: 06/04/2012
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	Impact Analysis
Estimated labor categories and hours required: 

There is no impact I am just wondering why Drupal was selected versus Joomla,DotNetNuke, etc?  
Cost Estimates:

0
Estimated schedule with dependencies: 

Risks and risk mitigation strategies (attach additional documents if necessary):



	Reasons for Rejection (attach additional documents if necessary):



· If multiple projects are impacted, fill one out for each project.

· Please use Jira “comments” to post questions or request clarifications.

	Project/System:
Security
	Reviewer:

Craig Hayn (on behalf of Bruce Woodcock, ISSO)
	Date:

5/29/2012
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	Impact Analysis
Estimated labor categories and hours required: 

Unknown – depends on capabilities of Drupal to support the requirements stated below, out of the box.  Also depends on time to remediate any security findings that need to be addressed.
Cost Estimates:

Unknown – depends on findings from security scans.

Estimated schedule with dependencies: 

Unknown – requires investigation into Drupal’s ability to support requirements stated below.

Risks and risk mitigation strategies (attach additional documents if necessary):

The Drupal environment needs to have default access procedures in place to restrict who can make changes to a given website. The system also needs to log all content changes made and attribute them to specific individuals (i.e., rather than to a role or group).  The baseline configuration needs to be “hardened” using industry and Federal guidelines (where available) to address known security vulnerabilities in the software.  Finally, NCI has not yet performed any vulnerability scans of Drupal sites, so at least one baseline scan needs to be conducted to identify potential security weaknesses in the baseline Drupal configuration that are not addressed through hardening procedures, and any Moderate and High findings should be addressed/patched before we approve a standard build in the tech stack.


	Reasons for Rejection (attach additional documents if necessary):



· If multiple projects are impacted, fill one out for each project.

· Please use Jira “comments” to post questions or request clarifications.
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