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Executive Summary

Test Policy
* Default

Security Risks

Following are the security risks that appeared most often in the application. To explore which issues
included these risks, please refer to the 'Detailed Security Issues' section in this report.

* It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

* It may be possible to steal user and session information (cookies) that was sent during an encrypted
session

* ltis possible to gather sensitive debugging information

* It may be possible to steal sensitive data such as credit card numbers, social security numbers etc.
that are sent unencrypted

* The worst case scenario for this attack depends on the context and role of the cookies that are
created at the client side

Vulnerable URLs

19% of the URLs had test results that included security issues.

I Vulnerable URLs (19%)
[ 1 Not winerable URLs (81%)

Scanned URLs

7707 URLs were scanned by AppScan.

Security Issue Possible Causes

Following are the most common causes for the security issues found in the application. The causes below
are those that repeated in the maximal number of issues. To explore which issues included these causes,
please refer to the 'Detailed Security Issues' section in this report.

* Sensitive information might have been cached by your browser

* Insecure web application programming or configuration

*  The web application sends non-secure cookies over SSL
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URLSs with the Most Security Issues (number issues)
https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf (6)

Security Issues per Host

No validation was done in order to make sure that user input matches the data type expected

Proper bounds checking were not performed on incoming parameter values

https://imaging-ga.nci.nih.gov/ncia/editCustomList.jsf (4)
https://imaging-ga.nci.nih.gov/ncia/login.jsf (4)
https://imaging-ga.nci.nih.gov/ncia/accountSupport.jsf (3)
https://imaging-ga.nci.nih.gov/ncia/imageViewers.jsf (3)

Hosts High Medium Low Informational | Total
hitps://imaging- 0 1 33 21 55
ga.nci.nih.gov/

Total 0 1 33 21 55
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Security Issue Distribution per Threat Class

Brute Force -

Insufficient Authentication =
Credential/Session Prediction=
Insufficient Authorization =
Insufficient Session Expiration =
Session Fixation =&

Content Spoofing -

Cross-site Scripting=

Buffer Overflow -

Format String -

LDAP Injection =

OS Commanding -

SQL Injection =

SSl Injection =i

XPath Injection =

Directory Indexing -

The following is a list of the security issues, distributed by Threat Class.

Information Leakage = ]

Path Traversal =

Predictable Resource Location=
Abuse of Functionality ={l
Denial of Senice -
Application Privacy Tests
Application Quality Tests
URL Redirector Abuse -
Remote File Inclusion-|
Cross-site Request Forgery-
HTTP Response Splitting -
Null Byte Injection -}

SOAP Array Abuse

XML Attribute Blowup

XML External Entities

XL Entity Expansion
Insecure Indexing -|

F

11
0246
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Security Issue Cause Distribution

100% Application-related Security Issues (55 out of a total of 55 issues).

Application-related Security Issues can usually be fixed by application developers, as they result from
defects in the application code.

0% Infrastructure and Platform Security Issues (0 out of a total 55 issues).

Infrastructure and Platform Security Issues can usually be fixed by system and network administrators as
these security issues result from misconfiguration of, or defects in 3rd party products.
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Detailed Security Issues

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/
Total of 1 security issues in this URL

1 of 1] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/ (Cookie: JSESSIONID)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure’ attribute to all sensitive cookies

Variant 1 of 2 [ID=20726]

The following may require user attention:

GET /ncia/ HTTP/1.1

Cookie: JSESSIONID=B980943306266741D94A69F174A3469F;
ice.sessions=0Z6CYoWnkK-ngSp7h9tOEQ#1; updates=; ice.lease=1347903985804;
bconn=; JSESSIONID=14046977EA9C95ED393E3EAFE6GB0132A; newuser=lewisd|2
Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Connection: Keep-Alive

Host: imaging-ga.nci.nih.gov

HTTP/1.0 302 Moved Temporarily

Content-Length: 0

Date: Fri, 14 Sep 2012 18:05:05 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Location: https://imaging-qa.nci.nih.gov/ncia/login.jsf
Content-Type: text/html;charset=ISO-8859-1
Connection: close

GET /ncial/login.jsf HTTP/1.1

Cookie: JSESSIONID=D61E4389CC74B42DD22BD7C93D1BB6CF; bconn=;
ice.lease=1347649193211; updates=; ice.sessions=RwICZBMHZMefhv4L34N7Vg#2
Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov
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Referer: https://imaging-qa.nci.nih.gov/ncia/

HTTP/1.0 200 OK

Content-Length: 22090

Date: Fri, 14 Sep 2012 18:59:56 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces
Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8
Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd"><html id="document:html" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>

<script src="js/overlib.js" type="text/javascript"></script>

<script src="js/overlib_hideform.js" type="text/javascript"></script>

<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>

<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>

<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache’,
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:Rw9CZBMHZMefhv4L34N7Vg:3" name="history-
frame:Rw9CZBMHZMefhv4L34N7Vg:3" src="/ncia/xmlhttp/blank" style="z-index: 10000;
visibility: hidden; width: 0; height: 0; position: absolute; opacity: 0.22; filter: alpha
(opacity=22);" title="Icefaces Redirect"></iframe>

<span id="Rw9CZBMHZMefhv4L34N7Vg:3:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;

var container = 'Rw9CZBMHZMefhv4L34N7Vg:3:configuration-script'.asElement
().parentNode;

container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: 'RwW9CZBMHZMefhv4L34N7Vg',view: 3,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUl: false,context: ‘/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000,retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted’,serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
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<script type="text/javascript">
alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/lthis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {

statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;

statusMgr.sessionExpired.on = function() {

if(true==true) {
window.location.reload();

}

else {
return statusMgr.sessionExpired.onBackup();
}
2
return statusMgr;
});</script>
<div id="overDiv" style="position:absolute; visibility:hi...
Validation In Response:
N/A
Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/accountSupport.jsf
Total of 3 security issues in this URL

1 of 3] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/accountSupport.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=403930]

Request/Response:

GET /ncia/accountSupport.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=FCOD1DDB38D09DB6AFAFD1C28BDFEEF8; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: */*
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Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-qa.nci.nih.gov/ncia/login.jsf

HTTP/1.0 500 Internal Server Error
Content-Length: 2383

Date: Tue, 18 Sep 2012 15:01:36 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif; color: white;background-color:#525D76; font-size:22px;}
H2 {font—fami1y:Tahoma,Ar1a1,sans—serif;co1or:white;background—co]or:#525D76;font—
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><hl1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServlet$4.service
(MainSessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServlet.service
(Bas1cAdapt1ngerv1et java:51)
com.icesott.faces.webapp.http.servlet.PathDispatcher.service
(PathbDispatcher. gava 55)
com.i1cesoft.faces.webapp.http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher. gava 55)
com.icesoft.faces.webapp.http.servlet.MainServlet.service(MainsServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.SecurityCheckFilter.doFilter
(SecurityCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html1>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525
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[2 of 3] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/accountSupport.jsf (Cookie: ice.sessions)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies

Variant 1 of 1 [ID=404127]

The following may require user attention:

GET /ncia/accountSupport.jsf HTTP/1.1

Cookie: bconn=; ice.lease=1347649121261; updates=;
ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRqgLfgskBwUkig#4;
newuser=lewisdl2; JSESSIONID=CF00E137A6D4340E119C515CACCB7004

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-qa.nci.nih.gov/ncia/login.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRgLfgskBwUKig#5;
path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: bconn=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: ice.lease=1347649121261; path=/; domain=imaging-ga.nci.nih.gov
Content-Length: 10849

Date: Fri, 14 Sep 2012 18:59:44 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8

Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd"><html id="document:html" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>

<script src="js/overlib.js" type="text/javascript"></script>
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<script src="js/overlib_hideform.js" type="text/javascript"></script>
<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/ice-static/editor/ckeditor.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/ice-static/editor/ckeditor_ext.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-frame:-
rsrc24AGRqgLfgskBwUKig:17" name="history-frame:-rsrc24AGRqgLfqskBwUkig:17"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0; height: O;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="Icefaces
Redirect"></iframe>
<span id="-rsrc24AGRqLfqskBwUKig:17:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = '-rsrc24AGRqLfqskBwUkig:17:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: -rsrc24AGRqLfgskBwUkig',view: 17,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp’,serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUI: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedViewsURI: /ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000, retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired’,connectionLost: 'Network Connection Interrupted',serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/Ithis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(false==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();

}
2
return statusMgr;
});</script>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellp...
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Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614

[3 of 3] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/accountSupport.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=404129]

Request/Response:

GET /ncia/accountSupport.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=327C121D9613C779FC76358B24DC927C; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VvhadR3yhw: 1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-qa.nci.nih.gov/ncia/login.jsf

HTTP/1.0 200 OK

Content-Length: 10663

Date: Tue, 18 Sep 2012 15:03:26 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html14/Toose.dtd"><htm]l id="document:html"
Tang="en"><head><link href="./xmThttp/css/rime/rime.css" rel="stylesheet"
type="text/css" /><link href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type="text/css" /><link href="css/styleSheet.css" rel="stylesheet"
type="text/css" /><link href="images/favicon.ico" rel="shortcut icon" /><script
src="js/script.js" type="text/javascript'></script>

<script src="js/overlib.js" type="text/javascript"></script>

<script src="js/overlib_hideform.js" type="text/javascript'></script>

<script language="javascript" src="js/imageviewer.js"
type="text/javascript'></script>

<title id="document:title">NBIA - National Biomedical Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
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src—"/nc1a/xm1http/l347048239008/1cefaces -d2d.js" type— "text/javascript'></script>
<scr1pt src=' /nc1a/xm1http/1347048239008/1ce extras.js'
type="text/javascript"></script>
<script type="text/javascript'>try { document.execCommand('BackgroundImageCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-frame:vjA-
mz9z1k9FBDGgOpI1wQ:45" name="history-frame:vjA-mz9z1k9FBDGgOpI1wQ:45"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
height: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect"></iframe>
<span id="vjA-mz9z1k9FBDGgOpI1lwQ:45:configuration-script'><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'vjA-mz9z1k9FBDGgOpI1wQ:45:configuration-script'.asElement
() .parentNode;
container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'vjA-mz9z1k9FBDGgOpI1wQ',view: 45,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTimeouts: [1000,2000,4000], connection:
{b]ockUI false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates' ,p1ngURI '/ncia/block/ping', receiveUpdatesURI: '/ncia/block/receive-
updates',receiveupdatedviewsURI: '/ncia/block/receive-updated-views', heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000},messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container) ;</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. 1icefaces session timeout shows on Togin page.
//stub theirs out. must revist
//per release of 1icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachStatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessioneExpired.on = function() {
if(false==true) {
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

};
return statusmgr;
});</script>

<div id="overDiv" sty1e="position:abso1ute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" ce11padding "0" cellspacing="0" he19ht ="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdreG"
width="100%"><tr><td a1ign="1eft" height="37" width="283"><a
href="http: //www cancer.gov'"><img alt="National Cancer Institute" border="0"
he1ght—"37" src=' 1mages/1ogotype g1f" width="283" /></a></td><td>&nbsp </td><td
align="right" height="37" width="295"><a href="http://www.cancer.gov"><img alt="U.S.
Nat1ona1 Institutes of Health | www.cancer.gov" border="0" height="37"
src=' 1gaﬁes/tag11ne .gif" width="295" /></a></td></tr></tab1e></td></tr>
<tr><td hei

Validation In Response:

. stance.<u1><1i>Te1ephone (301)451 4384 or toll free (888)478 4423</Ti>
<li>Email: <a href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA+-
+National+Biomedical+Imaging+Archive" id="MAINbody:ncicb:j_id74">
ncicb@pop.nci.nih.go

Reasoning:
The response contains an e-mail address that may be private.
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CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/accrualReport.jsf
Total of 2 security issues in this URL

1 of 2] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/accrualReport.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=62611]

Request/Response:

GET /ncia/accrualReport.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=1B1CDAE3D02BDA86E39ASEA3ELE74606; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VhadR3yhw:1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/accrualReport.jsf

HTTP/1.0 500 Internal Server Error
Content-Length: 2383

Date: Mon, 17 Sep 2012 19:40:02 GMT
Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76; font-size:14px;} BODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view Timit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServlet$4.service
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com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdaptingsServlet.java:51)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathbDispatcher. gava 55)
com.icesoft.taces. webapp http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher.java:55)
com.icesoft.faces.webapp.http.servlet.MainServlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com. ocEsoft.pretty.PrettyFi]ter.doFi1ter(PrettyFi1ter.java:71)
gov.nih.nci.nbia.security.SecurityCheckFilter.doFilter
(Secur1tyCheckF11ter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss Web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 2] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/accrualReport.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=398376]

Request/Response:

GET /ncia/accrualReport.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=19074701AE40ED54924A901AE8206A5C; newuser=lewisd12;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VhadR3yhw:1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 * /%

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/accrualReport.jsf

HTTP/1.0 200 OK

Content-Length: 21831

Date: Tue, 18 Sep 2012 14:53:55 GMT
Server: Apache-Coyote/1.1
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X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8

Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/Toose.dtd"><htm]l id="document:html"
Tang="en"><head><1link href="./xmlhttp/css/rime/rime.css" rel="stylesheet"
type="text/css" /><link href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type="text/css" /><link href="css/styleSheet.css" rel="stylesheet"
type="text/css" /><1ink href="images/favicon.ico" rel="shortcut icon" /><script
src=' js/script.js" type:"text/javascript"></script>

<script src— 'js/overlib.js" type="text/javascr1pt ></script>

<script src=' ]s/over11b 1deform.]s type=' text/]avascr1pt '></script>

<scr1pt Tanguage="" Javascr1pt src="js/imageviewer.js'
type="text/javascript"></script>

<title id="document:title">NBIA Image - Accrual Report</title>

<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js"
type="text/javascript"></script>

<script src="/ncia/xmlhttp/ice-static/editor/ckeditor.js"
type="text/javascript"></script>

<script src="/ncia/xmlhttp/ice-static/editor/ckeditor_ext.js"
type="text/javascript"></script>

<script type="text/javascript">try { document.execCommand('BackgroundImagecCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:jjLNQ_oYop_eDCRNOCk9zA:25" name="h1story—frame:%JLNQ_oYop eDCRNOCk9zA: 25"
src="/ncia/xmlhttp/blank” style="z-index: 10000; visibility: hidden; w1dth 0;
height: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect"></iframe>

<span id="jjLNQ_oYop_eDCRNOCk9zA:25:configuration-script'><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views"';
window.windowFocusRestore = false;

var container = 'jjLNQ_oYop_eDCRnOCk9zA:25:configuration-script'.asElement

() .parentNode;

container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'jjLNQ_oYop_eDCRNOCk9zA',view: 25,synchronous:
fa]se,connectionLostRedirectURI:

'/ncia/connectionLost jsp ,sessionExpiredRedirectURI:

'/ncia/sessionExpired.jsp’ ,serverErrorRetryT1meouts [1000,2000,4000], connection:
{b]ockUI false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates' ,p1ngURI '/nc1a/b1ock/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveupdatedviewsURI: '/ncia/block/receive-updated-views',heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container); </scr1pt></span>
<script type- "text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. dcefaces session timeout shows on Tlogin page.
//stub theirs out. must revist
//per release of 1icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachstatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusmMgr.sessioneExpired.on = function() {
if(false==true)
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);
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};
return statusmgr;
});</script>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdreG"
width="100%"><tr><td align="Tleft" height="37" width="283"><a
href="http://www.cancer.gov'><img alt=...

Validation In Response:

e this,&*#39;footerMenultemover&#39;),showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA -
National Biomedical Imaging Archive">CONTACT US</a>
&nbsp;&nbsp;</td><td><img alt=""

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/connectionLost.jsp
Total of 1 security issues in this URL

1 of 1] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/connectionLost.jsp
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 3 [ID=61260]

Request/Response:

GET /ncia/connectionLost.jsp HTTP/1.1

Cookie: updates=m7EYDXHUM7JEArJOmHSCXQ:2; bconn=7QY60BGuhBbY8VhadR3yhw:1;
ice.lease=1347651315536; ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; newuser=Tewisdl12;
JSESSIONID=ACDAS55BCF56EE2F702620A5278DA40CA

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

Content-Length: 246

Date: Mon, 17 Sep 2012 19:26:30 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Content-Type: text/html;charset=150-8859-1
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Connection: close
<html>
<head>
<title>Connection to NBIA was lost</title>
</head>
<body>
<p>The connection to NBIA timed out and you have been logged out.</p>
<p>To login again, please click <a href="welcome.jsp">here</a>.<p>
</body>
</html>
Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/createCustomList.jsf
Total of 2 security issues in this URL

[1 of 2] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/createCustomList.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 3 [ID=61543]

Request/Response:

GET /ncia/createCustomList.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=ACDA55BCF56EE2F702620A5278DA40CA; newuser=lewisdl12;
jce.sessions= ngUHOQZmyBK4de7vb4FA#1 ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 * [%

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/createCustomList.jsf

HTTP/1.0 500 Internal Server Error
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Content-Length: 2383

Date: Mon, 17 Sep 2012 19:26:47 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif; color: white;background-color:#525D76; font-size:22px;}
H2 {font- fam11y Tahoma Arial,sans-serif; color: white;background- color: #525D76; font-
size:16px;} H3 {font—fami1y:Tahoma,Aria1,sans—serif;co]or:white;background—
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><hl1>HTTP Status 500 - </h1l><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServiet$4.service
(MainSessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdaptingServlet.java:51)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathbDispatcher. gava 55)
com.1cesoft.faces. webapp http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(Pathbispatcher. gava 55)
com.icesoft.faces.webapp.http.servlet.MainServlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.SecurityCheckFilter.doFilter
(SecurityCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html1>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525
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[2 of 2] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/createCustomList.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 3 [ID=398364]

Request/Response:

GET /ncia/createCustomList.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=34334F015BDAB6A26E3BBECA8FA2B932; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 )%

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-qa.nci.nih.gov/ncia/createCustomList.jsf

HTTP/1.0 200 OK

Content-Length: 26697

Date: Tue, 18 Sep 2012 14:53:33 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Tr'ans1t1ona'|//EN"
"http://www.w3.or?/TR/htm14/1oose dtd"><html id=' document html"
Tang="en"><head><1link href="./xmlhttp/css/rime/rime.css" re1— sty]esheet
type="text/css" /><link href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type="text/css" /><link href="css/styleSheet.css" rel="stylesheet"
type:"text/css" /><1ink href:"images/favicon.1co" rel="shortcut icon" /><script
src=' Js/scr1pt js" type=' text/javascript"></script>

<script src— 'js/overlib. % type=' text/javascript"></script>

<script src=' ]s/over11b 1deform ]s type="text/javascript"></script>

<scr1pt language=" Javascr1pt src="js/imageviewer.js"
type="text/javascript"></script>

<title id= "document title">NBIA Image - Create Custom Series List</title>

<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/1cefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/1ice- extras.js"
type="text/javascript"></script>

<script type="text/javascript'>try { document.execCommand('BackgroundImageCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder:"O" id="history-
frame:n60X54SVMV4IPsR_02f_sw:43" name="history-frame:n60X54SVMv4IPsR_02f_sw:43"
src—"/nc1a/xm1http/b]ank" style="z-index: 10000; visibility: hidden; width: 0;
hei t 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
titTe="Icefaces Redirect' ></1frame>
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<span id="n60X54SVMV4IPsR_02f_sw:43:configuration-script'><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views"';
window.windowFocusRestore = false;
var container = 'n60X54SVMV4IPsR_02f_sw:43:configuration-script'.asElement
() .parentNode;
container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'n60X54SVMV4IPsSR_02f_sw',view: 43,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',servereErrorRetryTimeouts: [1000,2000,4000], connection:
{b]ockUI false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates' ,p1ngURI '/ncia/block/ping', receiveUpdatesURI: '/ncia/block/receive-
updates',receiveupdatedviewsURI: '/ncia/block/receive-updated-views',heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container) ;</script></span>
<scri?t type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. dcefaces session timeout shows on Tlogin page.
//stub theirs out. must revist
//per release of icefaces
//this needs to be 1in body to be after icefaces init stuff that creates
container
container.bridge.attachstatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusmMgr.sessioneExpired.on = function() {
if(false==true) {
window. location.reload(Q);

else {
return statusMgr.sessionExpired.onBackup(Q);

s
return statusMmgr;
1D </scr1pt>

<div jd=" overD1v style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" sty1e="d15p1ay:none;">DB.TYPE</span>
<table border— 0" cellpadding="0" cellspacing="0" height="100%" summary=""
width= "100/"><tr><td><tab1e border="0" cellpadding="0" ce11spac1ng—"0" class="hdrBG"
width="100%"><tr><td a11gn— Teft" he1ght—"37" width="283">
href="http://www.cancer.gov'"><img alt="National Cancer Inst1tute" border="0"
height="37" src="images/logotype.gif" width="283" /></a></td><td>&nbsp;</td><td
align="right" height="37" width="295"><a href="htt...

Validation In Response:

. this,&#39;footerMenuItemOver&#39;),showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA -
National Biomedical Imaging Arch1ve">CONTACT us</a>
&nbsp;&nbsp;</td><td><img alt='

Reasoning:

The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/dataBasketDisplay.jsf
Total of 2 security issues in this URL
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[1 of 2] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 3 [ID=20941]

Request/Response:

GET /ncia/dataBasketDisplay.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=D36887ED653A1746B2758D3D6938B653; newuser=Tlewisdl12;
ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; ice.lease=1347651315536

Accept: image/gif, image/jpeg, 1mage/p]peg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, *

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/home.jsf

HTTP/1.0 500 Internal Server Error
content-Length: 2383

Date: Mon, 17 Sep 2012 18:44:17 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif; color: white;background-color:#525D76; font-size:22px;}
H2 {font- fam11y Tahoma Arial,sans-serif; color: white;background- color: #525D76; font-
size:16px;} H3 {font- fam11y Tahoma Ar1a1 sans-serif;color:white;background-
co]or:#525D76;f0nt—size:14px;} BODY {font—fami1y:Tahoma,Ar1a1,sans—
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;3}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.serviet.MainSessionBoundServiet$4.service
(MainsessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdaptingServlet.java:51)
com.icesoftt.faces.webapp.http.servlet.PathDispatcher.service
(PathbDispatcher. gava 55)
com.1cesoft.faces. webapp http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher. gava 55)
com.icesoft.faces. webapp http.serviet.MainServlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
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</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss Web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 2] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 6 [ID=398357]

Request/Response:

GET /ncia/dataBasketDisplay.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=34334F015BDAB6A26E3BBECA8FA2B932; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/home.jsf

HTTP/1.0 200 OK

Content-Length: 28921

Date: Tue, 18 Sep 2012 14:53:32 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0O

Content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//w3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html14/Toose.dtd"><htm]l id="document:html"
lang="en"><head><link href="./xmThttp/css/rime/rime.css" rel="stylesheet"
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type="text/css" /><link href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type="text/css" /><link href="css/styleSheet.css" rel="stylesheet"
type="text/css" /><link href="images/favicon.ico" rel="shortcut icon" /><script
src="js/script.js" type="text/javascript'"></script>
<script src="js/over1ib.as" type="text/javascript"></script>
<script src="js/overlib_hideform.js" type="text/javascript'></script>
<script language="javascript" src="js/imageviewer.js"
type="text/javascript"></script>
<title id="document:title">NBIA Image - Search Results</title>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js"
type="text/javascript"></script>
<script type="text/javascript'>try { document.execCommand('BackgroundImageCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-
frame:n60X54SVMV4IPsR_02f_sw:39" name="history-frame:n60X54SVMv4IPsR_02f_sw:39"
src="/ncia/xmThttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
hei?ht: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect'"></iframe>
<span id="n60X54SvMvV4IPsR_02f_sw:39:configuration-script"><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'n60X54SVMvV4IPsR_02f_sw:39:configuration-script'.asElement
() .parentNode;
container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'n60X54SVMVAIPsR_02f_sw',view: 39,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',servereErrorrRetryTimeouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedviewsURI: '/ncia/block/receive-updated-views', heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000},messages:
{sessionExpired: 'User Session Expired', connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container) ;</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. 1icefaces session timeout shows on Togin page.
//stub theirs out. must revist
//per release of icefaces
//this needs to be 1in body to be after icefaces init stuff that creates
container
container.bridge.attachstatusManager(function setup(statusmgr) {
statusmMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(false==true)
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

return statusmgr;

});</script>
<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height:"lOO%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdreG"
width="100%"><tr><td align="Teft" height="37" width="283"><a
href="http://www.cancer.?ov"><img alt="National Cancer Institute" border="0"
height="37" src="images/logotype.gif" width="283" /></a></td><td>&nbsp;</td><td
align="right" height="37" width="295"><a href="http://www.cancer.gov"><img alt="U.S.
National Institutes...
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Validation In Response:

«_this,&#39; footerMenuItemover&#39;), showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto: nc1cb@pop nci.nih. gov7subject NBIA -
National Biomedical Imaging Archive">CONTACT US</a>
&nbsp;&nbsp;</td><td><img alt=""

Reasoning:

The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncial/editCollectionDesc.jsf
Total of 2 security issues in this URL

1 of 2] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/editCollectionDesc.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=62404]

Request/Response:

GET /ncia/editCollectionDesc.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=1B1CDAE3D02BDA86E39ASEA3E1E74606; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VvhadR3yhw: 1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 *[%

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/editCollectionbesc.jsf

HTTP/1.0 500 Internal Server Error
Content-Length: 2383

Date: Mon, 17 Sep 2012 19:38:59 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif; color: white;background-color:#525D76; font-size:22px;}
H2 {font—fami1y:Tahoma,Aria1,sans—serif;co1or:white;background—co]or:#525D76;font—
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76; font-size:14px;} BoDY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
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serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </h1><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view 1limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MultiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServiet$4.service
(MainSessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServlet.service
(BasicAdaptingsServlet.java:51)
com.icesoft.faces.webapp.http.serviet.PathDispatcher.service
(PathDispatcher.java:55)
com.1cesoft.taces.webapp.http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher. gava 55)
com.icesoft.faces.webapp.http.servlet.MainServlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.SecurityCheckFilter.doFilter
(SecurityCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss Web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 2] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/editCollectionDesc.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=398374]

Request/Response:

GET /ncia/editCollectionDesc.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=19074701AE40ED54924A901AE8206A5C; newuser=Tlewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 * [%
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Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-qa.nci.nih.gov/ncia/editCollectionbesc.jsf

HTTP/1.0 200 OK

content-Length: 26814

Date: Tue, 18 Sep 2012 14:53:50 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Trans1t1ona1//EN"
"http://www.w3.or?/TR/htm14/1oose dtd"><html id=' document html"
lang="en"><head><Tink href=" /xm1http/css/r1me/r1me css" re]— sty]esheet
type="text/css" /><link href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type="text/css" /><1ink href="css/styleSheet.css" rel="stylesheet"
type="text/css" /><link href="images/favicon.ico" rel="shortcut icon" /><script
src="js/scr1pt.js" type="text/javascript"></script>
<script src="js/overlib.js" type=' text/javascr1pt ></scr1pt>
<script src=' Js/over11b h1deform ]S type=' text/Javascr1pt '></script>
<scr1pt Tanguage=" Javascr1pt src="js/imageviewer.js'
type=' text/javascr1pt ></scr1pt>
<title id=' document title">NBIA Image - Co11ect1on Descr1pt1ons</t1t1e>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src—"/nc1a/xm1http/l347048239008/1cefaces -d2d.js" type— "text/javascript'></script>
<scr1pt src=' /nc1a/xm1http/1347048239008/1ce extras.js'
type="text/javascript'></script>
<script src="/ncia/xmlhttp/ice-static/editor/ckeditor.js"
type="text/javascript"></script>
<script src="/ncia/xmlhttp/ice-static/editor/ckeditor_ext.js"
type="text/javascript"></script>
<script type="text/javascript'>try { document.execCommand('BackgroundImageCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-
frame:jjLNQ_oYop_eDCRnOCk9zA:19" name="h1istory-frame:jjLNQ_oYop_eDCRnOCk9zA:19"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
he1?ht 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
tit "Icefaces Redirect"></1frame>
<span id="jjLNQ_oYop_eDCRNOCk9zA:19:configuration-script"><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'jjLNQ_oYop_eDCRNOCk9zA:19:configuration-script'.asElement
(O .parentNode;
container. br1dge = new Ice.Community.Application({optimizedlSListenerCleanup:
false,session: 'jjLNQ_oYop_eDCRnOCk9zA',view: 19,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',servereErrorrRetryTimeouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedviewsURI: '/ncia/block/receive-updated-views', heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000},messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. 1icefaces session timeout shows on Togin page.
//stub theirs out. must revist
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//per release of icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachstatusManager(function setup(statusmgr) {
statusmMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusmMgr.sessioneExpired.on = function() {
if(false==true) {
window. Tocation.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

return statusmgr;
});</script>
<div 1d="overD1v" sty1e="posit10n:abso1ute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<tab1e border="0" cellpadding="0" cellspacing="0" he1ght '100%" summary=
width="100%"><tr><td><table border="0" cellpadding=' 0 cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Teft" height="37" width="283"><a href="http://www.ca.

Validation In Response:

. this,&#39;footerMenuItemOver&#39;),showCursor()”>&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA -
National Biomedical Imaging Arch1ve”>CONTACT us</a>
&nbsp;&nbsp;</td><td><img alt=""

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/editCustomList.jsf
Total of 4 security issues in this URL

[1 of 4] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/editCustomList.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 2 [ID=61470]

Request/Response:

GET /ncia/editCustomList.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=ACDAS55BCF56EE2F702620A5278DA40CA; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 *

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
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1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-qa.nci.nih.gov/ncia/editCustomList.jsf

HTTP/1.0 500 Internal Server Error
content-Length: 2383

Date: Mon, 17 Sep 2012 19:26:43 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font- fam11y Tahoma Arial,sans-serif; color: white;background- color: #525D76; font-
size:16px;} H3 {font- fam11y Tahoma Ar1a1 sans-serif;color:white;background-
co]or:#525D76;f0nt—size:14px;} BODY {font—fami1y:Tahoma,Ar1a1,sans—
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.serviet.MainSessionBoundServiet$4.service
(MainsSessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdaptingServlet.java:51)
com.icesoftt.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher. gava 55)
com.icesoft.faces. webapp http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathbDispatcher. gava 55)
com.i1cesoft.faces. webapp http.serviet.mainservlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.securityCheckFilter.doFilter
(SecurityCheckFilter.java:80)
gov nih.nci.nbia.1spy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(Rep]yHeaderF11ter java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525
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[2 of 4] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/editCustomList.jsf (Cookie: ice.sessions)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies

Variant 1 of 1 [ID=402505]

The following may require user attention:

GET /ncia/editCustomList.jsf HTTP/1.1

Cookie: bconn=; ice.lease=1347649121261; updates=;
ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRqgLfgskBwUkig#1;
newuser=lewisdl2; JSESSIONID=CF00E137A6D4340E119C515CACCB7004

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-qa.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-qa.nci.nih.gov/ncia/editCustomList.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRqLfgskBwUKig#2;
path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: bconn=; path=/; domain=imaging-qa.nci.nih.gov

Set-Cookie: ice.lease=1347649121261; path=/; domain=imaging-ga.nci.nih.gov
Content-Length: 21970

Date: Fri, 14 Sep 2012 18:59:34 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8

Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd"><html id="document:html" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
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rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>
<script src="js/overlib.js" type="text/javascript"></script>
<script src="js/overlib_hideform.js" type="text/javascript"></script>
<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA Image - Edit Custom Series List</title>
<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-frame:-
rsrc24AGRgLfgskBwUKig:5" name="history-frame:-rsrc24AGRqLfqskBwUkig:5"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0; height: O;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="Icefaces
Redirect"></iframe>
<span id="-rsrc24AGRqLfqskBwUkig:5:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = '-rsrc24AGRqLfgskBwUKkig:5:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: "-rsrc24AGRqgLfgskBwUkig',view: 5,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp’,serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUI: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedViewsURI: /ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000, retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired’,connectionLost: 'Network Connection Interrupted',serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/Ithis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(false==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();

}
2
return statusMgr;
});</script>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="...
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Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614

[3 of 4] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/editCustomList.jsf (Cookie: ice.lease)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies

Variant 1 of 1 [ID=402507]

The following may require user attention:

GET /ncia/editCustomList.jsf HTTP/1.1

Cookie: bconn=; ice.lease=1347649121261; updates=;
ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRqgLfgskBwUkig#1;
newuser=lewisdl2; JSESSIONID=CF00E137A6D4340E119C515CACCB7004

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-qa.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-qa.nci.nih.gov/ncia/editCustomList.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRqLfgskBwUKig#2;
path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: bconn=; path=/; domain=imaging-qga.nci.nih.gov

Set-Cookie: ice.lease=1347649121261; path=/; domain=imaging-ga.nci.nih.gov
Content-Length: 21970

Date: Fri, 14 Sep 2012 18:59:34 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache
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10/1/2012 2:46:25 PM

Expires: 0
Content-Type: text/html;charset=UTF-8
Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd"><html id="document:html" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" titte="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>
<script src="js/overlib.js" type="text/javascript"></script>
<script src="js/overlib_hideform.js" type="text/javascript"></script>
<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA Image - Edit Custom Series List</title>
<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache’,
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-frame:-
rsrc24AGRgLfgskBwUkig:5" name="history-frame:-rsrc24AGRqgLfqskBwUkig:5"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: O; height: 0;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="Icefaces
Redirect"></iframe>
<span id="-rsrc24AGRqLfgskBwUkig:5:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = '-rsrc24AGRgLfgskBwUkig:5:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: -rsrc24AGRqLfgskBwUKig',view: 5,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUl: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000,retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted',serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/lthis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {

statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;

statusMgr.sessionExpired.on = function() {

if(false==true) {
window.location.reload();

}

else {
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return statusMgr.sessionExpired.onBackup();

}
2
return statusMgr;
});</script>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="...

Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614

[4 of 4] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/editCustomList.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 2 [ID=398363]

Request/Response:

GET /ncia/editCustomList.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=34334F015BDAB6A26E3BBECA8FA2B932; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VhadR3yhw:1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/editCustomList.jsf

HTTP/1.0 200 OK

Content-Length: 21978

Date: Tue, 18 Sep 2012 14:53:32 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces
Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

10/1/2012 2:46:25 PM 35/297



Content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.or?/TR/htm14/1oose dtd"><html id= "document html"
1ang— 'en"><head><1link href="./xmlhttp/css/rime/rime.css" re]— sty]esheet
type=' text/css" /><1ink href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
t1t1e— _ie7" type="text/css" /><link href="css/styleSheet.css" rel="stylesheet"
type="text/css" /><1ink href:"images/favicon.1co" rel="shortcut icon" /><script
src="js/scr1pt js" type=' text/javascript"></script>
<script src— js/overlib.j type=' text/]avascr1pt ></scr1pt>
<script src=' Js/over11b 1deform ]s type=' text/]avascr1pt '></script>
<scr1pt language=" Javascr1pt src="js/imageviewer.js’
type=' text/javascr1pt ></scr1pt>
<title id=' document title">NBIA Image - Edit Custom Ser1es List</title>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/nc1a/xm1http/1347048239008/ice—extras.js"
type="text/javascript"></scr1p
<script type="text/javascript'>try { document.execCommand('BackgroundImageCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-
frame:n60X54SVMV4IPsR_02f_sw:42" name="history-frame:n60X54SVMvV4IPsR_02f_sw:42"
src="/ncia/xmThttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
height: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect"></iframe>
<span id="n60X54SVMV4IPsR_02f_sw:42:configuration-script'><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'n60X54SVMV4IPsR_02f_sw:42:configuration-script'.asElement
(O .parentNode;
container. br1dge = new Ice.Community. App11cat1on({opt1m1zedJSL1stenerC1eanup
false,session: 'n60X54SVMV4IPsR_02f_sw',view: 42,synchronous:
fa]se,connectionLostRedirectURI:
'/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTimeouts: [1000,2000,4000], connection:
{b]ockUI false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates' p1ngURI '/ncia/block/ping', receiveUpdatesURI: '/ncia/block/receive-
updates' ,rece1veUpdatedV1ewsURI '/ncia/block/receive-updated-views',heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000},messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container) ;</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. 1icefaces session timeout shows on Togin page.
//stub theirs out. must revist
//per release of 1icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachStatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusM r.sessionexpired.on = function() {
f(false==true) {
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

};
return statusmgr;
});</script>

<div id="overDiv" sty1e="position:abso1ute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" sty1e="d15p1ay none;">DB. TYPE</span>
<table border="0" ce11padd1ng '0" cellspacing="0" he19ht ="100%" summary=""
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdreG"
width="100%"><tr><td a]ign—"]eft" he1ght—"37" width="283"><a
href="http: //www cancer.gov'"><img alt="National Cancer Institute" border="0"
he1ght—"37" src=' 1mages/1ogotype g1f width="283" /></a></td><td>&nbsp </td><td
align="right" height="37" width="295"><a href="http://ww..
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Validation In Response:

e this,&%#39;footerMenultemover&#39;),showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA -
National Biomedical Imaging Archive">CONTACT US</a>
&nbsp;&nbsp;</td><td><img alt=""

Reasoning:

The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/lhome.jsf
Total of 2 security issues in this URL

1 of 2] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/home.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=126]

The following changes were applied to the original request:

* Set cookie "s value to 'SESSIONID=D41B4A9847AEOB786F08BB3F33609A57'

* Set cookie 'ice.sessions's value to 'gbNUHOQZmyBK4dKv7vb4FA#1'

» Set cookie "s value to 'ce.lease=1347649224117"

» Set HTTP header to 'updates=; JSESSIONID=D41B4A9847AE0B786F08BB3F33609A57;
newuser=lewisd|2; ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; ice.lease=1347649224117'

Request/Response:

GET /ncia/home.jsf HTTP/1.1

Cookie: updates=; ice.lease=1347651315536; ice.sessions=gbNUHOQzZmyBK4dKv7vb4FA#1;
newuser=lewisdl12; JSESSIONID=D331B63DD0066784BOF2C914EC551CEA

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/home.jsf

HTTP/1.0 500 Internal Server Error
Content-Length: 2383

Date: Mon, 17 Sep 2012 18:35:31 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

10/1/2012 2:46:25 PM 37/297



<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif; color: white;background-color:#525D76; font-size:22px;}
H2 {font—fami1y:Tahoma,Ar1a1,sans—serif;co1or:white;background—co]or:#525D76;font—
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color: #525D76 } P {font-family: Tahoma Ar1a1 sans-
serif;background: wh1te color:black;font-size:12px;}A {color : b1ack IA. name {color :
black;}HR {color : #525D76 }——></sty1e> </head><body><h1>HTTP Status 500 - </hl1><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>descr1?t1on</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServlet$4.service
(MainsessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.serviet.BasicAdaptingServiet.service
(BasicAdaptin gsarv]et java:51)
com.icesott.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher. gava 55)
com.1cesoft.faces. webapp http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher. gava 55)
com.icesoft.faces. webapp http.serviet.Mainservlet.service(Mainservlet.java:205)
javax.servlet.http.HttpServlet.service(Httpservlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.securityCheckFilter.doFilter
(SsecurityCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available 1in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 2] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia’/home.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 2 [ID=20731]
Request/Response:
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GET /ncia/home.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=DE7AEE29086746D887CA192B08977F7F; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, *

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/home.jsf

HTTP/1.0 200 OK

content-Length: 26286

Date: Mon, 17 Sep 2012 18:43:17 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitiona1//EN"
"http://www.w3.org/TR/htm14/1oose dtd"><html id=' document:htm1"
1ang="en"><head><11nk href=" /xm1http/css/r1me/r1me css" re1— sty1esheet"
type="text/css" /><11nk href=" ./xmThttp/css/rime/rime_ie7. css rel="stylesheet"
title="_ie7" type= "text/css" /><11nk href="css/stylesheet.css" rel="stylesheet"
type— "text/css” /><11nk href— 1mages/fav1con.ico" rel="shortcut icon" /><script
src=' Js/scr1pt js" type=' text/]avascr1pt ></scr1pt>

<script src="js/overlib.js" type=' text/]avascr1pt ></scr1pt>

<script src=' Js/over11b h1deform ]S type="text/javascript"></script>

<script language="javascript" src="js/imageviewer.js"
type="text/javascript"></script>

<title id="document:tit1e">NBIA - National Biomedica] Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src—"/nc1a/xm1http/1347048239008/1cefaces d2d.js" type— "text/javascript"></script>
<script src=' /nc1a/xm1http/l347048239008/1ce extras.js'

type= text/javascr1pt '></script>

<script type="text/javascript">try { document.execCommand('BackgroundImagecCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:wrueJADh8F0Z4vcuwl6bnrw: 50" name="history-frame:wrueJADh8F0z4vcuwI6nrw:50"
src—"/nc1a/xm1http/b]ank" style="z-1index: 10000; visibility: hidden; width: 0;
hei t 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="TIcefaces Redirect"></1frame>

<span id="wrueJADh8F0z4vcuwl6nrw:50:configuration-script'><script

type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false; ) ) ]
var container = 'wrueJADh8F0z4vcuwl6nrw:50:configuration-script'.asElement

() .parentNode;
container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'wrueJADh8F0z4vcuwl6nrw',view: 50,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',servereErrorRetryTimeouts: [1000,2000,4000], connection:
{blockuIi: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveuUpdatedviewsURI: '/ncia/block/receive-updated-views', heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container) ;</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;
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//the hack of all hacks. dcefaces session timeout shows on Tlogin page.
//stub theirs out. must revist
//per release of icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachstatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusmgr.sessionkExpired.on = function() {
if(false==true) {
window. Tocation.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

return statusmgr;

});</script>
<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span 1d="deype" st¥1e="disp1ay:none;">DB.TYPE</s an>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="1eft" height="37" width="283"><a
href:"http://www.cancer.?ov"><1mg alt="National Cancer Institute" border="0"
height="37" src="1images/logotype.gif" width="283" /></a></td><td>&nbsp;</td><td
align="right" height="37" width="295"><a href="http://www.cancer.gov"><img alt="U.S.
National Institut...

Validation In Response:

« B Application Support group at (301)451 4384 or toll free (888)478 4423 or at
&nbsp;<a href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA+-
+National+Biomedical+Imaging+Archive" id="MAINbody:j_id304">ncicb@pop.nci.nih.gov
</a>

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncialimageViewers.jsf
Total of 3 security issues in this URL

1 of 3] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/imageViewers.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 2 [ID=20854]

Request/Response:
GET /ncia/imageviewers.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=D36887ED653A1746B2758D3D6938B653; newuser=lewisdl2;
jce.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
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bconn=7QY60BGuhBbY8vhadR3yhw: 1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-qga.nci.nih.gov/ncia/imageviewers.jsf

HTTP/1.0 500 Internal Server Error
Content-Length: 2383

Date: Mon, 17 Sep 2012 18:44:14 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color: b1ack background-color:white;} B {font- fam11y Tahoma Arial,sans-
serif;color:white;background-color: #525D76 } P {font-family: Tahoma Ar1a1 sans-
serif;background: wh1te color:black;font-size:12px;}A {color : b1ack IA. name {color :
black;3}HR {color : #525D76 }——></sty1e> </head><body><h1>HTTP Status 500 - </h1><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view limit exceeded.
com.icesott.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServiet$4.service
(MainSessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdaptingsServlet.java:51)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathbDispatcher. gava 55)
com.1cesoft.faces. webapp http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathbDispatcher. gava 55)
com.1cesoft.faces.webapp.http.serviet.Mainservlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.SecurityCheckFilter.doFilter
(SecurityCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525
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[2 of 3] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/imageViewers.jsf (Cookie: bconn)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies

Variant 1 of 1 [ID=401553]

The following may require user attention:

GET /ncia/imageViewers.jsf HTTP/1.1

Cookie: bconn=m7EYDXHuUM7JEArJOmHSCXQ:3:acquired; ice.lease=1347648992219;
updates=; ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1; newuser=lewisdI2;
JSESSIONID=E9BDAE1BB8F2FD6E25CDASADAFF4EFBB

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/imageViewers.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1 xxyXEAkJQhfHIF064arqrQ#1;
path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: bconn=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: ice.lease=1347648992219; path=/; domain=imaging-ga.nci.nih.gov
Content-Length: 10432

Date: Fri, 14 Sep 2012 18:58:14 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8

Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http:/lwww.w3.org/TR/html4/loose.dtd"><html id="document:html" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>
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<script src="js/overlib.js" type="text/javascript"></script>
<script src="js/overlib_hideform.js" type="text/javascript"></script>
<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache’,
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-
frame:xxyXEAkJQhfHIF064argrQ:5" name="history-frame:xxyXEAkJQhfHIF064arqrQ:5"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0; height: O;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="Icefaces
Redirect"></iframe>
<span id="xxyXEAkJQhfHIF064arqrQ:5:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'xxyXEAkJQhfHIF064arqrQ:5:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: 'xxyXEAkKJQhfHIF064arqrQ',view: 5,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUl: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: /ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000, retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted’,serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/lthis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(false==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();
}
2
return statusMgr;
});</script>
<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Ileft" height="37" width="283"><a
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href="http://www.cancer.gov"><img alt="National Canc...

Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614

[3 of 3] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/imageViewers.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 2 [ID=398356]

Request/Response:

GET /ncia/imageviewers.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=34334F015BDAB6A26E3BBECA8FA2B932; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VhadR3yhw:1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/imageviewers.jsf

HTTP/1.0 200 OK

Content-Length: 10438

Date: Tue, 18 Sep 2012 14:53:30 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/htm14/Toose.dtd"><htm]l id="document:html"
lang="en"><head><link href="./xmThttp/css/rime/rime.css" rel="stylesheet"
type="text/css" /><link href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type="text/css" /><link href="css/styleSheet.css" rel="stylesheet"
type="text/css" /><link href="images/favicon.ico" rel="shortcut icon" /><script
src="js/script.js" type="text/javascript'></script>

<script src="js/overlib.js" type="text/javascript"></script>

<script src="js/overlib_hideform.js" type="text/javascript"></script>

<script language="javascript" src="js/imageviewer.js"
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type="text/javascript"></script>

<title id="document:title">NBIA - National Biomedical Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js"
type="text/javascript"></script>

<script type="text/javascript">try { document.execCommand('BackgroundImagecCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:n60X54SVMv4IPsR_02f_sw:38" name="history-frame:n60X54SVvMv4IPsR_02f_sw:38"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
height: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect"></iframe>

<span id="n60X54SVMV4IPsR_02f_sw:38:configuration-script'><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views"';
window.windowFocusRestore = false;

var container = 'n60X54SvMv41PsR_02f_sw:38:configuration-script'.asElement

() .parentNode;

container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'n60X54SVMVAIPsR_02f_sw',view: 38,synchronous:
fa]se,connectionLostRedirectURI:

'/nc1a/connect1onLost Jsp ,sessionExpiredRedirectURI:

'/ncia/sessionExpired.jsp’ ,serverErrorRetryT1meouts [1000,2000,4000], connection:
{b]ockUI false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates' p1ngURI '/ncia/block/ping', receiveUpdatesURI: '/ncia/block/receive-
updates' ,rece1veUpdatedV1ewsURI '/ncia/block/receive-updated-views',heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container); </scr1pt></span>
<script type- "text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. dcefaces session timeout shows on Tlogin page.
//stub theirs out. must revist
//per release of icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachStatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessioneExpired.on = function() {
if(false==true) {
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

};
return statusMmgr;
1D </scr1pt>

<div_ jd="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" sty1e="d15p1ay:none;">DB.TYPE</span>
<table border— O" cellpadding="0" cellspacing="0" height="100%" summary=""
width="100%"><tr><td><table border="0" cellpadding="0" ce11spac1ng—"0" class="hdrBG"
width="100%"><tr><td a11gn— Teft" he1ght—"37" width="283"
href="http://www.cancer.gov'"><img alt="National Cancer Inst1tute" border="0"
height="37" src="1images/logotype.gif" width="283" /></a></td><td>&nbsp;</td><td
align="right" height="37" width="295"><a href="http://www.cancer.gov"><img alt="U.s.
National Institutes of Health | www.cancer.gov" border="0" height="37"
src="1images/tagline.gif" width="295" /></a></td></tr><...

Validation In Response:

«_this,&#39; footerMenuItemover&#39;) , showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto: nc1cb@pop nci.nih. gov7subject NBIA -
National Biomedical Imaging Arch1ve">C0NTACT Us</a>
&nbsp;&nbsp;</td><td><img alt='

Reasoning:

The response contains an e-mail address that may be private.
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CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf
Total of 6 security issues in this URL

1 of 6] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 2 [ID=402553]

Request/Response:

GET /ncia/legalRules.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=0B13225DA2A3AC4B3FF61276BOEF8686; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VhadR3yhw:1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-ga.nci.nih.gov/ncia/login.jsf

HTTP/1.0 500 Internal Server Error
content-Length: 2383

Date: Tue, 18 Sep 2012 14:59:46 GMT
Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><hl1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MultiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.serviet.mMainSessionBoundServlet$4.service
(MainsessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServlet.service
(BasicAdaptingServiet.java:51)
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com.icesoft.faces.webapp.http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher.java:55)
com.1cesoft.faces.webapp.http.servlet.MainServiet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.SecurityCheckFilter.doFilter
(securitycCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available 1in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 6] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/legalRules.jsf (Cookie: bconn)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure’ attribute to all sensitive cookies

Variant 1 of 1 [ID=401551]

The following may require user attention:

GET /ncia/legalRules.jsf HTTP/1.1

Cookie: ice.lease=1347648992219; updates=;
ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1; newuser=lewisd|2;
JSESSIONID=E9BDAE1BB8F2FD6E25CDA9ADAFF4EFBB

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-qa.nci.nih.gov

Referer: https://imaging-qa.nci.nih.gov/ncia/login.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1 xxyXEAkKJQhfHIF064arqrQ#1;
path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-ga.nci.nih.gov
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Set-Cookie: ice.lease=1347648992219; path=/; domain=imaging-qa.nci.nih.gov
Set-Cookie: bconn=xxyXEAkJQhfHIF064arqrQ:3; path=/; domain=imaging-ga.nci.nih.gov
Content-Length: 14248

Date: Fri, 14 Sep 2012 18:58:11 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8

Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0rg/TR/html4/loose.dtd"><html id="document:htmlI" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>
<script src="js/overlib.js" type="text/javascript"></script>
<script src="js/overlib_hideform.js" type="text/javascript"></script>
<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache’,
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-
frame:xxyXEAkJQhfHIF064argrQ:3" name="history-frame:xxyXEAkJQhfHIF064arqrQ:3"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0; height: O;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="Icefaces
Redirect"></iframe>
<span id="xxyXEAkJQhfHIF064arqrQ:3:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'xxyXEAkJQhfHIF064arqrQ:3:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: 'xxyXEAkJQhfHIF064arqrQ',view: 3,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUl: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: /ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000, retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted’,serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;
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/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/Ithis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(false==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();

}
2
return statusMgr;
});</script>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Ileft" height="37" width="283"><a
href="http://www.cancer.gov"><img alt="National Cancer Institute" border="0" height="37"
src="imagesl/!...

Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614

[3 of 6] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf (Cookie: updates)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies

Variant 1 of 1 [ID=401548]

The following may require user attention:

GET /ncia/legalRules.jsf HTTP/1.1

Cookie: ice.lease=1347648992219; updates=;
ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1; newuser=lewisdI2;
JSESSIONID=E9BDAE1BB8F2FD6E25CDASADAFF4EFBB
Accept: */*

10/1/2012 2:46:26 PM 49/297



Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-ga.nci.nih.gov/ncia/login.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1 xxyXEAkKJQhfHIF064arqrQ#1;
path=/; domain=imaging-qa.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-qa.nci.nih.gov

Set-Cookie: ice.lease=1347648992219; path=/; domain=imaging-qa.nci.nih.gov
Set-Cookie: bconn=xxyXEAkJQhfHIF064arqrQ:3; path=/; domain=imaging-ga.nci.nih.gov
Content-Length: 14248

Date: Fri, 14 Sep 2012 18:58:11 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8

Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0rg/TR/html4/loose.dtd"><html id="document:htmlI" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>

<script src="js/overlib.js" type="text/javascript"></script>

<script src="js/overlib_hideform.js" type="text/javascript"></script>

<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>

<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>

<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache’,
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:xxyXEAkJQhfHIF064argrQ:3" name="history-frame:xxyXEAkJQhfHIF064arqrQ:3"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0; height: O;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="Icefaces
Redirect"></iframe>

<span id="xxyXEAkJQhfHIF064arqrQ:3:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;

var container = 'xxyXEAkJQhfHIF064arqrQ:3:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: 'xxyXEAkJQhfHIF064arqrQ',view: 3,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
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'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUl: false,context: ‘/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: /ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000, retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted’,serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/Ithis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(false==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();

}
2
return statusMgr;
});</script>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Ileft" height="37" width="283"><a
href="http://www.cancer.gov"><img alt="National Cancer Institute" border="0" height="37"
src="imagesl/I...

Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614
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[4 of 6] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/legalRules.jsf (Cookie: ice.sessions)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies

Variant 1 of 3 [ID=401546]

The following may require user attention:

GET /ncia/legalRules.jsf HTTP/1.1

Cookie: ice.lease=1347648992219; updates=;
ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1; newuser=lewisdI2;
JSESSIONID=E9BDAE1BB8F2FD6E25CDASADAFF4EFBB

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-qa.nci.nih.gov/ncia/login.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1 xxyXEAkJQhfHIF064arqrQ#1;
path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: ice.lease=1347648992219; path=/; domain=imaging-ga.nci.nih.gov
Set-Cookie: bconn=xxyXEAkJQhfHIF064arqrQ:3; path=/; domain=imaging-qa.nci.nih.gov
Content-Length: 14248

Date: Fri, 14 Sep 2012 18:58:11 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8

Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd"><html id="document:html" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>

<script src="js/overlib.js" type="text/javascript"></script>
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<script src="js/overlib_hideform.js" type="text/javascript"></script>
<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-
frame:xxyXEAkJQhfHIF064argrQ:3" name="history-frame:xxyXEAkJQhfHIF064arqrQ:3"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0; height: 0;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="Icefaces
Redirect"></iframe>
<span id="xxyXEAkJQhfHIF064arqrQ:3:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'xxyXEAkJQhfHIF064arqrQ:3:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: 'xxyXEAkKJQhfHIF064arqrQ',view: 3,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUlI: false,context: '/ncia/’, sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000,retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted',serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/Ithe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/lthis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(false==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();
}
2
return statusMgr;
});</script>
<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Ileft" height="37" width="283"><a
href="http://www.cancer.gov"><img alt="National Cancer Institute" border="0" height="37"
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src="imageslI...

Validation In Response:

N/A

Reasoning:

AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614

[5 of 6] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf (Cookie: ice.lease)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies

Variant 1 of 1 [ID=401549]

The following may require user attention:

GET /ncia/legalRules.jsf HTTP/1.1

Cookie: ice.lease=1347648992219; updates=;
ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1; newuser=lewisd|2;
JSESSIONID=E9BDAE1BB8F2FD6E25CDA9ADAFF4EFBB

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-qa.nci.nih.gov

Referer: https://imaging-qa.nci.nih.gov/ncia/login.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=_wqPJd8rhEnow2vBOPTUOQ#1 xxyXEAkKJQhfHIF064arqrQ#1;
path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: ice.lease=1347648992219; path=/; domain=imaging-ga.nci.nih.gov
Set-Cookie: bconn=xxyXEAkJQhfHIF064arqrQ:3; path=/; domain=imaging-qa.nci.nih.gov
Content-Length: 14248

Date: Fri, 14 Sep 2012 18:58:11 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache
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Expires: 0
Content-Type: text/html;charset=UTF-8
Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd"><html id="document:html" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" titte="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>
<script src="js/overlib.js" type="text/javascript"></script>
<script src="js/overlib_hideform.js" type="text/javascript"></script>
<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache’,
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-
frame:xxyXEAkJQhfHIF064argrQ:3" name="history-frame:xxyXEAkJQhfHIF064arqrQ:3"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: O; height: 0;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="Icefaces
Redirect"></iframe>
<span id="xxyXEAkJQhfHIF064arqrQ:3:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'xxyXEAkJQhfHIF064arqrQ:3:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: 'xxyXEAkKJQhfHIF064arqrQ',view: 3,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUl: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000,retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted',serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/lthis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {

statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;

statusMgr.sessionExpired.on = function() {

if(false==true) {
window.location.reload();

}

else {
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return statusMgr.sessionExpired.onBackup();

}
2
return statusMgr;
});</script>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Ileft" height="37" width="283"><a
href="http://www.cancer.gov"><img alt="National Cancer Institute" border="0" height="37"
src="imagesl/!...

Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614

[6 of 6] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 3 [ID=401555]

Request/Response:

GET /ncia/legalRules.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=0B13225DA2A3AC4B3FF61276BOEF8686; newuser=lewisdl2;
ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; ice.lease=1347651315536

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-ga.nci.nih.gov/ncia/login.jsf

HTTP/1.0 200 OK

Content-Length: 14254

Date: Tue, 18 Sep 2012 14:59:18 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces
Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0
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Content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.or?/TR/htm14/1oose dtd"><html id= "document html"
1ang— 'en"><head><1link href="./xmlhttp/css/rime/rime.css" re]— sty]esheet
type=' text/css" /><1ink href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
t1t1e— _ie7" type="text/css" /><link href="css/styleSheet.css" rel="stylesheet"
type="text/css" /><1ink href:"images/favicon.1co" rel="shortcut icon" /><script
src="js/scr1pt js" type=' text/javascript"></script>
<script src— js/overlib.j type=' text/]avascr1pt ></scr1pt>
<script src=' Js/over11b 1deform ]s type=' text/]avascr1pt '></script>
<scr1pt language=" Javascr1pt src="js/imageviewer.js’
type=' text/javascr1pt ></scr1pt>
<title id=' document title">NBIA - National B1omed1ca1 Imag1ng Archive</title>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/nc1a/xm1http/1347048239008/ice—extras.js"
type="text/javascript"></scr1p
<script type="text/javascript'>try { document.execCommand('BackgroundImageCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-
frame:DK5aIdKwILULFHVHIETO9w: 48" name="history-frame:DK5aIdkw9LU1fHVHIET109w:48"
src="/ncia/xmThttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
height: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect"></iframe>
<span id="DK5aIdKw9LU1fHVHTET09w:48:configuration-script'><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = 'DK5aIdKw9LULfHVHIETO9w:48:configuration-script'.asElement
(O .parentNode;
container. br1dge = new Ice.Community. App11cat1on({opt1m1zedJSL1stenerC1eanup
false,session: 'DK5aIdKwILULfHVHIETO9w',view: 48,synchronous:
fa]se,connectionLostRedirectURI:
'/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTimeouts: [1000,2000,4000], connection:
{b]ockUI false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates' ,p1ngURI '/ncia/block/ping', receiveUpdatesURI: '/ncia/block/receive-
updates',receiveupdatedviewsURI: '/ncia/block/receive-updated-views', heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000},messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container) ;</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. 1icefaces session timeout shows on Togin page.
//stub theirs out. must revist
//per release of 1icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachStatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusM r.sessionexpired.on = function() {
f(false==true) {
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

};
return statusmgr;
});</script>

<div id="overDiv" sty1e="position:abso1ute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" sty1e="d15p1ay none;">DB. TYPE</span>
<table border="0" ce11padd1ng '0" cellspacing="0" height:"lOO%" summary=""
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdreG"
width="100%"><tr><td a1ign—"1eft" height="37" width="283"><a
href="http: //www cancer.gov'"><img alt="National Cancer Institute" border="0"
he1ght—"37" src=' 1mages/1ogotype g1f width="283" /></a></td><td>&nbsp </td><td
align="right" height="37" width="295"><a href="http://www.cancer.gov"><img alt="uU.S.
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National Institutes of Health | www.cancer.gov" border="0" height="37"
src="images/tagline.gif" width="295" /></a></td></tr></table></td></tr>
<tr><td height="100%" valign="top"><table borde...

Validation In Response:

e this,&*#39;footerMenultemover&#39;),showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA -
National Biomedical Imaging Archive">CONTACT US</a>
&nbsp;&nbsp;</td><td><img alt=""

Reasoning:

The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/login.jsf
Total of 4 security issues in this URL

1 of 4] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/login.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=404858]

Request/Response:

GET /ncia/login.jsf HTTP/1.1

Cookie: updates=; 1ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw:1; JSESSIONID=327C121D9613C779FC76358B24DC927C

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-qa.nci.nih.gov/ncia/

HTTP/1.0 500 Internal Server Error
Content-Length: 2383

Date: Tue, 18 Sep 2012 15:04:14 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
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black;3}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>descri?tion</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view Timit exceeded.
com.icesoftt.faces.webapp.http.core.MultiviewServer.createview
(MultiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.serviet.MainSessionBoundServlet$4.service
(MainsessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdaptingServlet.java:51)
com.icesoft.faces.webapp.http.serviet.PathDispatcher.service
(PathDispatcher. gava 55)
com.i1cesoft.faces.webapp.http.servlet.SessionDispatcher.service
(sessionDispatcher.java:100)
com.icesoft.faces.webapp.http.serviet.PathDispatcher.service
(PathDispatcher.java:55)
com.1cesoft.faces.webapp.http.servlet.MainServiet.service(MainServiet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.SecurityCheckFilter.doFilter
(SecurityCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available 1in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 4] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/login.jsf (Cookie: ice.sessions)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure’ attribute to all sensitive cookies

Variant 1 of 1 [ID=404941]

The following may require user attention:

GET /ncial/login.jsf HTTP/1.1

Cookie: JSESSIONID=D61E4389CC74B42DD22BD7C93D1BB6CF; bconn=;
ice.lease=1347649193211; updates=; ice.sessions=RwICZBMHZMefhv4L34N7Vg#2
Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
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1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: imaging-ga.nci.nih.gov
Referer: https://imaging-qa.nci.nih.gov/ncia/

HTTP/1.0 200 OK

Content-Length: 22090

Date: Fri, 14 Sep 2012 18:59:56 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces
Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8
Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0rg/TR/html4/loose.dtd"><html id="document:htmlI" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>

<script src="js/overlib.js" type="text/javascript"></script>

<script src="js/overlib_hideform.js" type="text/javascript"></script>

<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>

<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache’,
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:Rw9CZBMHZMefhv4L34N7Vg:3" name="history-
frame:Rw9CZBMHZMefhv4L34N7VQg:3" src="/ncia/xmlhttp/blank" style="z-index: 10000;
visibility: hidden; width: 0; height: 0; position: absolute; opacity: 0.22; filter: alpha
(opacity=22);" title="Icefaces Redirect"></iframe>

<span id="Rw9CZBMHZMefhv4L34N7Vg:3:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;

var container = 'Rw9CZBMHZMefhv4L34N7Vg:3:configuration-script'.asElement
().parentNode;

container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: 'Rw9CZBMHZMefhv4L34N7Vg',view: 3,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp’,serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUI: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: /ncia/block/receive-
updates',receiveUpdatedViewsURI: /ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000,retries: 3},timeout: 1000000}, messages: {sessionExpired: 'User
Session Expired’,connectionLost: 'Network Connection Interrupted',serverError: 'Server
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Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
[Istub theirs out. must revist
/Iper release of icefaces
/Ithis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(true==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();
}
b
return statusMgr;
});</script>
<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Ileft" height="37" width="283"><a
href="http://www.cancer.gov"><img alt="National Cancer Institute" border="0" height="37"
src="images/logotype.gif* width="283" /></a></td><td>&nbsp;</td><td align="right"
height="37" width="295"><a href="http://www.cancer.gov"><img alt="U.S. National
Institutes of Health | www.cancer.gov" border="0" height="37" src="images/tagline.gif"
width="295" /></a></td></tr></table></td></tr>
<tr><td height="100%" valign="top"><table border="0" cellpadding="0" cellspac...

Validation In Response:

N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:

614

[3 of 4] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/login.jsf (Cookie: ice.lease)
CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies
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Variant 1 of 1 [ID=404943]

The following may require user attention:

GET /nciallogin.jsf HTTP/1.1

Cookie: JSESSIONID=D61E4389CC74B42DD22BD7C93D1BB6CF; bconn=;
ice.lease=1347649193211; updates=; ice.sessions=Rw9CZBMHZMefhv4L34N7Vg#2
Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-ga.nci.nih.gov/ncia/

HTTP/1.0 200 OK

Content-Length: 22090

Date: Fri, 14 Sep 2012 18:59:56 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces
Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8
Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd"><html id="document:html" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" tittle="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>

<script src="js/overlib.js" type="text/javascript"></script>

<script src="js/overlib_hideform.js" type="text/javascript"></script>

<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA - National Biomedical Imaging Archive</title>

<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:Rw9CZBMHZMefhv4L34N7Vg:3" name="history-
frame:Rw9CZBMHZMefhv4L34N7Vg:3" src="/ncia/xmlhttp/blank" style="z-index: 10000;
visibility: hidden; width: 0; height: 0; position: absolute; opacity: 0.22; filter: alpha
(opacity=22);" title="Icefaces Redirect"></iframe>

<span id="Rw9CZBMHZMefhv4L34N7Vg:3:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;

var container = 'Rw9CZBMHZMefhv4L34N7Vg:3:configuration-script'.asElement
().parentNode;
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container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: 'RwW9CZBMHZMefhv4L34N7Vg',view: 3,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUl: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000,timeout: 30000,retries: 3},timeout: 1000000}, messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted’,serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/lthe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/Ithis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(true==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();
}
2
return statusMgr;
});</script>
<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Ileft" height="37" width="283"><a
href="http://www.cancer.gov"><img alt="National Cancer Institute" border="0" height="37"
src="images/logotype.gif" width="283" /></a></td><td>&nbsp;</td><td align="right"
height="37" width="295"><a href="http://www.cancer.gov"><img alt="U.S. National
Institutes of Health | www.cancer.gov" border="0" height="37" src="images/tagline.gif"
width="295" /></a></td></tr></table></td></tr>
<tr><td height="100%" valign="top"><table border="0" cellpadding="0" cellspac...

Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614
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[4 of 4] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/login.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 6 [ID=20728]

Request/Response:

GET /ncia/login.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=DE7AEE29086746D887CA192B08977F7F; newuser=Tlewisdl12;
ice.sessions= ngUHOQZmyBK4de7vb4FA#1 ice.lease=1347651315536

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Connection: Keep-Alive

Host: imaging-ga.nci.nih.gov

HTTP/1.0 200 OK

content-Length: 27661

Date: Mon, 17 Sep 2012 18:43:16 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Trans1t1ona1//EN

"http: //Www w3. or?/TR/htm14/1oose dtd’ ><htm1 id=' document htm1"

1ang— en''><head><1link href=" /xm1http/css/r1me/r1me css" re]—"sty]esheet
type="text/css" /><11nk href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type= "text/css" /><11nk href—"css/sty]esheet.css" rel="stylesheet"
type— "text/css” /><11nk href=" 1mages/Fav1con ico" rel="shortcut icon" /><script
src=' Js/scr1pt js" type=' text/Javascr1pt ></scr1pt>

<script src="js/overlib.js" type=' text/]avascr1pt '></script>

<script src=' Js/over11b h1deform ]S type="text/javascript"></script>

<script language=" Javascr1pt src="js/imageviewer.js"

type="text/javascript' ></scr1pt>

<title id= "document title">NBIA - National Biomedica] Imaging Archive</title>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src—"/nc1a/xm1http/1347048239008/1cefaces d2d.js" type— "text/javascript"></script>
<scr1pt src=' /nc1a/xm1http/1347048239008/1ce extras.js'
type="text/javascript"></script>

<script type="text/javascript">try { document.execCommand('BackgroundImagecCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:wrueJADh8F0Z4vcuwlbnrw:49" name="history-frame:wrueJADh8F0z4vcuwl6bnrw:49"
src—"/nc1a/xm1http/b]ank" style="z-1index: 10000; visibility: hidden; width: 0;
hei t 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect"></iframe>

<span id="wrueJADh8F0z4vcuwl6bnrw:49:configuration-script'><script

type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false; ) ) )
var container = 'wrueJADh8F0z4vcuwl6nrw:49:configuration-script'.asElement
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() .parentNode;
container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'wrueJADh8F0z4vcuwlénrw',view: 49,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',servereErrorrRetryTimeouts: [1000,2000,4000], connection:
{blockur: fa1se,context '/nc1a/', sendRece1veUpdatesURI '/nc1a/b1ock/send receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: /nc1a/b1ock/rece1ve—
updates',receiveUpdatedviewsURI: '/ncia/block/receive-updated-views', heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000},messages:
{sessionExpired: 'User Session Expired', connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container); </scr1pt></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. 1icefaces session timeout shows on Togin page.
//stub theirs out. must revist
//per release of icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachStatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusmMgr.sessionExpired.on = function() {
if(true==true) {
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

return statusMmgr;

; </scr1pt>
<div id=" overD1v style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbT pe sty]e:"disp]ay:none;">DB.TYPE</span>
<table border- '0" cellpadding="0" cellspacing="0" he1ght ="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdreG"
width="100%"><tr><td a11gn-"1eft" height="37" width="283"><a
href="http: //www cancer. ?ov '><img a1t— 'National Cancer Institute" border="0"
height="37" src="1images/logotype.gif" width="283" /></a></td><td>&nbsp;</td><td
align="right" height="37" width="295"><a href="http://www.cancer.gov"><img alt="U.S.
National Institutes of Health | www.cancer.gov" border="0" height="37"
src="1images/tagline.gif" width="295" /></a></td></tr></table></td></tr>
<tr><td height="100%" valign="top"><table border="0" cellpadding="0"
cellspacing="0" ...

Validation In Response:

. this,&#39;footerMenuItemOver&#39;),showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA -
National Biomedical Imaging Arch1ve">CONTACT us</a>
&nbsp;&nbsp;</td><td><img alt='

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/registerMain.jsf
Total of 2 security issues in this URL
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[1 of 2] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/registerMain.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 2 [ID=403947]

Request/Response:

GET /ncia/registerMain.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=FCOD1DDB38D09DB6AFAFD1C28BDFEEF8; newuser=Tlewisdl12;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf

HTTP/1.0 500 Internal Server Error
Content-Length: 2383

Date: Tue, 18 Sep 2012 15:01:38 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76; font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font- fam11y Tahoma Ar1a1 sans-serif;color:white;background-
color: #525D76 font-size:14px;} BODY {font family: Tahoma Arial,sans-
serif;color: b1ack background-color:white;} B {font- fam11y Tahoma ,Arial, sans-
serif;co]or:white;background—co1or:#525D76;} P {font—fami1y:Tahoma,Aria1,sans—
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServlet$4.service
(MainSessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.serviet.BasicAdaptingServiet.service
(BasicAdaptingServlet.java:51)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(Pathpispatcher. #ava 55)
com.1cesoft.faces. webapp http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher. gava 55)
com.1cesoft.faces. webapp http.servlet.MainServilet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.SecurityCheckFilter.doFilter
(SecurityCheckFilter.java:80)
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web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 2] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/registerMain.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 2 [ID=404131]

Request/Response:

GET /ncia/registerMain.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=327C121D9613C779FC76358B24DC927C; newuser=lewisd12;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VhadR3yhw:1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Referer: https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf

HTTP/1.0 200 OK

content-Length: 26602

Date: Tue, 18 Sep 2012 15:03:26 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0O

content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//w3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.or%/TR/htm14/1oose.dtd"><htm1 id="document:html"
Tlang="en"><head><Iink href="./xmlhttp/css/rime/rime.css" rel="stylesheet"
type="text/css" /><link href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type:"text/css" /><1ink href="css/styleSheet.css" rel="stylesheet"
type="text/css" /><link href="images/favicon.ico" rel="shortcut icon" /><script
src="js/script.js" type="text/javascript'></script>
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<script src="js/overlib.js" type="text/javascript'></script>
<script src="js/overlib_hideform.js" type="text/javascript"></script>
<script language="javascript" src="js/imageviewer.js"
type="text/javascript'></script>
<title id="document:title">NBIA Image - User Registration</title>
<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js"
type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundImagecCache',
false, true); } catch(e) {}</script></head>
<body id="document:body"><iframe frameborder="0" id="history-frame:vjA-
mz9z1k9FBDGgOpI1wQ:44" name="h1istory-frame:vjA-mz9z1k9FBDGgOpI1wQ:44"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
height: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect"></iframe>
<span id="vjA-mz9z1k9FBDGgOpI1lwQ:44:configuration-script'><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views"';
window.windowFocusRestore = false;
var container = 'vjA-mz9z1k9FBDGgOpI1wQ:44:configuration-script'.asElement
() .parentNode;
container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'vjA-mz9z1k9FBDGgOpI1wQ',view: 44,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',servereErrorRetryTimeouts: [1000,2000,4000], connection:
{blockuIi: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveuUpdatedviewsURI: '/ncia/block/receive-updated-views',6 heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container) ;</script></span>
<scri?t type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. dcefaces session timeout shows on Tlogin page.
//stub theirs out. must revist
//per release of 1icefaces
//this needs to be 1in body to be after icefaces init stuff that creates
container
container.bridge.attachstatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusmMgr.sessioneExpired.on = function() {
if(false==true) {
window. location.reload(Q);

else {
return statusMgr.sessionExpired.onBackup(Q);

return statusmgr;

});</script>
<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdrBG"
width="100%"><tr><td align="Teft" height="37" width="283"><a
href="http://www.cancer.gov'"><img alt="National Cancer Institute" border="0"
height="37" src="1images/logotype.gif" width="283" /></a></td><td>&nbsp;</td><td
align="right" height="37" width="295"><a href="http://www.cancer.gov"><img alt="U.S.
National Institutes of Health | www.cancer.gov" border="0" height="37"
src="1images/tagline.gif" width="295" /></a></td></tr></table></td></tr>
<tr><td height="100%. . .

Validation In Response:

o this,&*#39;footerMenultemover&#39;),showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA -
National Biomedical Imaging Archive">CONTACT US</a>
&nbsp;&nbsp;</td><td><img alt=""
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Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/searchCustomList.jsf
Total of 2 security issues in this URL

1 of 2] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/searchCustomList.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=62011]

Request/Response:

GET /ncia/searchCustomList.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=372FDFBDFA65823711CF82A0ADD6F412; newuser=lewisdl12;
jce.sessions= ngUHOQZmyBK4de7vb4FA#1 ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 * [

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: 1mag1ng ga.nci.nih.gov

Connection: Keep- ZATive

Referer: https://imaging-ga.nci.nih.gov/ncia/searchCustomList.jsf

HTTP/1.0 500 Internal Server Error
Content-Length: 2383

Date: Mon, 17 Sep 2012 19:31:40 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif; color: white;background-color:#525D76; font-size:22px;}
H2 {font—fami1y:Tahoma,Aria1,sans—serif;co1or:white;background—co]or:#525076;font—
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><hl1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view Timit exceeded.

com.icesott.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)

10/1/2012 2:46:27 PM 69/297



com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MultiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServlet$4.service
(MainsessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdapti EServ1et java:51)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher.java:55)
com.1cesoft.faces.webapp.http.servlet.SessionDispatcher.service
(SessionDispatcher.java:100)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher.java:55)
com.1cesoft.faces.webapp.http.serviet.Mainservlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)
gov.nih.nci.nbia.security.securityCheckFilter.doFilter
(SecurityCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 2] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/searchCustomList.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=398369]

Request/Response:

GET /ncia/searchCustomList.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=34334F015BDAB6A26E3BBECA8FA2B932; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 *

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/searchCustomList.jsf
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HTTP/1.0 200 OK

content-Length: 24769

Date: Tue, 18 Sep 2012 14:53:33 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//wW3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.or?/TR/htm14/1oose dtd"><html 1id= "document html"
lang="en"><head><link href="./xmlhttp/css/rime/rime.css" re]— sty]esheet
type="text/css" /><1ink href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
tit]e— _ie7" type—"text/css" /><1ink href="css/styleSheet.css" rel="stylesheet"
type— "text/css" /><link href="images/favicon.ico" rel="shortcut icon" /><script
src=' Js/scr1pt js" type="text/javascript"></script>

<script src="js/overlib.js" type=' text/]avascr1pt ></scr1pt>

<script src=' Js/over11b h1deform ]S type=' text/Javascr1pt '></script>

<scr1pt Tanguage=" Javascr1pt src="js/imageviewer.js’
type="text/javascript'></script>

<title id="document:title">NBIA Image - Search Custom Series List</title>
<meta content="Rendered by ICEFaces D2D" name="1icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/ice-extras.js"
type="text/javascript"></script>

<script type="text/javascript">try { document.execCommand('BackgroundImagecCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
frame:n60X54SVMvV4IPsR_02f_sw:48" name="history-frame:n60X54SVMv4IPsR_02f_sw:48"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
height: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect"></iframe>

<span id="n60X54SVMV4IPsR_02f_sw:48:configuration-script'><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views"';
window.windowFocusRestore = false;

var container = 'n60X54SVMvV4IPsR_02f_sw:48:configuration-script'.asElement

() .parentNode;

container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'n60X54SVMVAIPsR_02f_sw',view: 48,synchronous:
fa]se,connectionLostRedirectURI:

'/nc1a/connect1onLost Jsp ,sessionExpiredRedirectURI:

'/ncia/sessionExpired.jsp’ ,serverErrorRetryT1meouts [1000,2000,4000], connection:
{b]ockUI false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates' ,p1ngURI '/nc1a/b1ock/p1ng',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveupdatedviewsURI: '/ncia/block/receive-updated-views',heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container); </scr1pt></span>
<script type— "text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. dcefaces session timeout shows on Tlogin page.
//stub theirs out. must revist
//per release of 1icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachstatusManager(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusmMgr.sessioneExpired.on = function() {
if(false==true) {
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

10/1/2012 2:46:27 PM 71/297



s
return statusmgr;
});</script>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdreG"
width="100%"><tr><td align="Tleft" height="37" width="283"><a
href="http://www.cancer.gov'"><img alt="National Cancer Institute" border="0"
height="37" src="1images/logotype.gif" width="283" /></a></td><td>&nbsp;</td><td
align="right" height="37" width="295"><a href="htt...

Validation In Response:

e this,&#39;footerMenultemover&#39;),showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto:ncicb@pop.nci.nih.gov?subject=NBIA -
National Biomedical Imaging Archive">CONTACT US</a>
&nbsp;&nbsp;</td><td><img alt=""

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/submissionReports.jsf
Total of 3 security issues in this URL

1 of 3] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/submissionReports.jsf
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=62538]

Request/Response:

GET /ncia/submissionReports.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=1B1CDAE3D02BDA86E39ASEA3E1E74606; newuser=lewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuUhBbY8VvhadR3yhw:1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/submissionReports.jsf

HTTP/1.0 500 Internal Server Error
Content-Length: 2383
Date: Mon, 17 Sep 2012 19:39:53 GMT
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Server: Apache-Coyote/1.1

Content-Type:
Connection:

text/html;charset=utf-8
close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </h1><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: Concurrent view 1limit exceeded.
com.icesoft.faces.webapp.http.core.MultiviewServer.createview
(MuTtiviewServer.java:128)
com.icesoft.faces.webapp.http.core.MultiviewServer.service
(MuTtiviewServer.java:102)
com.icesoft.faces.webapp.http.common.ServerProxy.service(ServerProxy.java:43)
com.icesoft.faces.webapp.http.servlet.MainSessionBoundServlet$4.service
(MainSessionBoundServlet.java:187)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServlet.service

(BasicAdaptin

Servlet.java:51)

com.icesoft.faces.webapp.http.serviet.PathDispatcher.service
(PathDispatcher.java:55)

com.1cesoft.faces.webapp.http.servlet.SessionDispatcher.service
(sessionDispatcher.java:100)

com.icesoft.faces.webapp.http.serviet.PathDispatcher.service

(Pathpispatcher.
com.icesoft.

ava:55)
gaces webapp.http.servlet.MainServiet.service(MainServlet.java:205)

javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
com.ocpsoft.pretty.PrettyFilter.doFilter(PrettyFilter.java:71)

gov.ni

.nci.nbia.security.SecurityCheckrFilter.doFilter

(SecurityCheckFilter.java:80)
gov.nih.nci.nbia.ispy.URLParameterFilter.doFilter(URLParameterFilter.java:109)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter

(ReplyHeaderFilter.java:96)

</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in

the JBoss Web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss

web/2.1.3.GA</h3></body></html>

Validation In Response:

N/A

Reasoning:

The application has responded with a response that indicates the page should be cached.

CWE ID:
525

[2 of 3] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity:
Test Type:
Vulnerable URL:

CVE ID(s):
CWE ID(s):

Remediation Tasks:

10/1/2012 2:46:27 PM

Low
Application

https://imaging-ga.nci.nih.gov/ncia/submissionReports.jsf (Cookie:
ice.sessions)

N/A
614
Add the 'Secure' attribute to all sensitive cookies
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Variant 1 of 1 [ID=403895]

The following may require user attention:

GET /ncia/submissionReports.jsf HTTP/1.1

Cookie: bconn=; ice.lease=1347649121261; updates=;
ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRqLfgskBwUkig#2;
newuser=lewisdl2; JSESSIONID=CF00E137A6D4340E119C515CACCB7004

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-ga.nci.nih.gov/ncia/submissionReports.jsf

HTTP/1.0 200 OK

Set-Cookie: ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRqLfgskBwUKkig#3;
path=/; domain=imaging-qa.nci.nih.gov

Set-Cookie: updates=; path=/; domain=imaging-qa.nci.nih.gov

Set-Cookie: bconn=; path=/; domain=imaging-ga.nci.nih.gov

Set-Cookie: ice.lease=1347649121261; path=/; domain=imaging-qa.nci.nih.gov
Content-Length: 21584

Date: Fri, 14 Sep 2012 18:59:38 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8

Connection: close

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0rg/TR/html4/loose.dtd"><html id="document:htmlI" lang="en"><head><link
href="./xmlhttp/css/rime/rime.css" rel="stylesheet" type="text/css" /><link
href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet" title="_ie7" type="text/css" /><link
href="css/styleSheet.css" rel="stylesheet" type="text/css" /><link href="images/favicon.ico"
rel="shortcut icon" /><script src="js/script.js" type="text/javascript"></script>

<script src="js/overlib.js" type="text/javascript"></script>

<script src="js/overlib_hideform.js" type="text/javascript"></script>

<script language="javascript" src="js/imageViewer.js" type="text/javascript"></script>
<title id="document:title">NBIA Image - Submission Reports</title>

<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/icefaces-d2d.js" type="text/javascript"></script>

<script src="/ncia/xmlhttp/1347048239008/ice-extras.js" type="text/javascript"></script>
<script type="text/javascript">try { document.execCommand('BackgroundimageCache’,
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-frame:-
rsrc24AGRgLfgqskBwUkig: 13" name="history-frame:-rsrc24AGRqLfqskBwUkig:13"
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src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0; height: 0;
position: absolute; opacity: 0.22; filter: alpha(opacity=22);" title="lcefaces
Redirect"></iframe>
<span id="-rsrc24AGRqLfgskBwUkig:13:configuration-script"><script
type="text/javascript">window.disposeViewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false;
var container = '-rsrc24AGRqLfgskBwUKkig: 13:configuration-script'.asElement().parentNode;
container.bridge = new Ice.Community.Application({optimizedJSListenerCleanup:
false,session: -rsrc24AGRqLfgskBwUKig',view: 13,synchronous:
false,connectionLostRedirectURI: '/ncia/connectionLost.jsp’,sessionExpiredRedirectURI:
'Incia/sessionExpired.jsp',serverErrorRetryTimeouts: [1000,2000,4000], connection:
{blockUl: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedViewsURI: '/ncia/block/receive-updated-views',heartbeat: {interval:
50000, timeout: 30000,retries: 3},timeout: 1000000},messages: {sessionExpired: 'User
Session Expired',connectionLost: 'Network Connection Interrupted’,serverError: 'Server
Internal Error',description: 'To reconnect click the Reload button on the browser or click the
button below',buttonText: 'Reload'}}, container);</script></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

/Ithe hack of all hacks. icefaces session timeout shows on login page.
/Istub theirs out. must revist
/Iper release of icefaces
/lthis needs to be in body to be after icefaces init stuff that creates container
container.bridge.attachStatusManager(function setup(statusMgr) {
statusMgr.sessionExpired.onBackup = statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on = function() {
if(false==true) {
window.location.reload();
}
else {
return statusMgr.sessionExpired.onBackup();
}
2
return statusMgr;
});</script>
<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id="dbType" style="display:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" height="100%" summary=""
width="100%"><tr><td><table border="0" cellpad...

Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614
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[3 of 3] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/submissionReports.jsf
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 1 [ID=398375]

Request/Response:

GET /ncia/submissionReports.jsf HTTP/1.1

Cookie: updates=; JSESSIONID=19074701AE40ED54924A901AE8206A5C; newuser=Tlewisdl2;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; ice.lease=1347651315536;
bconn=7QY60BGuhBbY8VvhadR3yhw: 1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 )%

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Referer: https://imaging-qga.nci.nih.gov/ncia/submissionReports.jsf

HTTP/1.0 200 OK

Content-Length: 21770

Date: Tue, 18 Sep 2012 14:53:52 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Tr'ans1t1ona'|//EN"
"http://www.w3.or?/TR/htm14/1oose dtd"><html id=' document html"
Tang="en"><head><1link href="./xmlhttp/css/rime/rime.css" re1— sty]esheet
type="text/css" /><link href="./xmlhttp/css/rime/rime_ie7.css" rel="stylesheet"
title="_ie7" type="text/css" /><link href="css/styleSheet.css" rel="stylesheet"
type:"text/css" /><1ink href:"images/favicon.1co" rel="shortcut icon" /><script
src=' Js/scr1pt js" type=' text/javascript"></script>

<script src— 'js/overlib. % type=' text/javascript"></script>

<script src=' ]s/over11b 1deform ]s type="text/javascript"></script>

<scr1pt language=" Javascr1pt src="js/imageviewer.js"
type="text/javascript"></script>

<title id= "document title">NBIA Image - Submission Reports</title>

<meta content="Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/1cefaces-d2d.js" type="text/javascript"></script>
<script src="/ncia/xmlhttp/1347048239008/1ice- extras.js"
type="text/javascript"></script>

<script src="/ncia/xmlhttp/ice-static/editor/ckeditor.js"
type="text/javascript'></script>

<script src="/ncia/xmlhttp/ice-static/editor/ckeditor_ext.js"
type="text/javascript"></script>

<script type="text/javascript">try { document.execCommand('BackgroundImagecCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-
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frame:jjLNQ_oYop_eDCRNOCk9zA:21" name="history-frame:jjLNQ_oYop_eDCRnOCk9zA:21"
src="/ncia/xmThttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
hei?ht: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect'"></iframe>
<span 1d="jjLNQ_oYop_eDCRnOCk9zA:21:configuration—script"><script
type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window. w1ndowFocusRestore = false;
var container = JJLNQ_oYop_eDCRnOCk9zA 21:configuration-script'.asElement
() .parentNode;
container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'jjLNQ_oYop_eDCRNOCk9zA',view: 21,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',servereErrorrRetryTimeouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates',pingURI: '/ncia/block/ping',receiveUpdatesURI: '/ncia/block/receive-
updates',receiveUpdatedviewsURI: '/ncia/block/receive-updated-views',heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeout: 1000000},messages:
{sessionExpired: 'User Session Expired', connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal Error',description: 'To reconnect click
the Reload button on the browser or click the button below',buttonText: 'Reload'}},
container); </scr1pt></span>
<script type="text/javascript">

alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. 1icefaces session timeout shows on Tlogin page.
//stub theirs out. must revist
//per release of icefaces
//this needs to be in body to be after icefaces init stuff that creates
container
container.bridge.attachStatusManager(function setup(statusmgr) {
statusmgr.sessionExpired.onBackup = statusmgr.sessionExpired.on;
statusmMgr.sessionExpired.on = function() {
if(false==true) {
window. location.reload();

else {
return statusMgr.sessionExpired.onBackup(Q);

};
return statusmgr;
; </scr1pt>

<div id="overDiv" style="position:absolute; visibility:hidden; z-index:1001;"></div>
<span id= "deype sty]e:"disp]ay:none;">DB.TYPE</span>
<table border="0" cellpadding="0" cellspacing="0" he1ght ="100%" summary=""
width="100%"><tr><td><table border="0" cellpadding="0" cellspacing="0" class="hdreG"
width="100%"><tr><td a11gn—"1eft" he1ght—"37" width="283"><a
href="http://www.cancer.go.

Validation In Response:

«_this,&#39; footerMenuItemover&#39;), showCursor()">&nbsp;&nbsp;<a
class="footerMenuLink" href="mailto: nc1cb@pop nci.nih. gov7subject NBIA -
National Biomedical Imaging Arch1ve">C0NTACT us</a>
&nbsp;&nbsp;</td><td><img alt='

Reasoning:

The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/uploadHtml
Total of 2 security issues in this URL
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[1 of 2] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/uploadHtml (Parameter: ice.view)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 1 [ID=301152]

The following changes were applied to the original request:
» Set parameter 'ice.view's value to '99999999'

Request/Response:

POST /ncia/uploadHtm] HTTP/1.1

Cookie: updates=m7EYDXHUM7JEArJOmHSCXQ:2; bconn=7QY60BGuhBbY8VhadR3yhw:1;
ice.lease=1347651315536; ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1l; newuser=Tewisdl12;
JSESSIONID=C218CE758B2FD5E37D0B589592194E2D

Ccontent-Length: 1421

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, p?11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam +xml, *

Referer: https: //1mag1ng ga.nci.nih.gov/ncia/block/resource/MjEwWODU2MZA4NA==
Accept-Language: en-us

content-Type: multipart/form-data; boundary=----------—————————————
7dc29311100308

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Cache-Control: no-cache

oo 7dc29311100308
Content-Disposition: form-data; name="1ice.component"

MAINbody:customSeriesListForm:uploadFiTleview:inputFileComponent

————————————————————————————— 7dc29311100308
content-Disposition: form-data; name="ice.view"
99999999

————————————————————————————— 7dc29311100308

content-Disposition: form-data; name="upload";
filename="seriesInstanceUids1347647149457.csv"
Content-Type: text/plain

1.3.6.1.4.1.9328.50.55.180714204271641583236706509091416249589,
1.3.6.1.4.1.9328.50.55.242390367221042434295873269014252576031,
1.3.6.1.4.1.9328.50.55.134885647062191792386939413835254228473,
1.3.6.1.4.1.9328.50.55.49131607982096382863394552422563546168,
1.3.6.1.4.1.9328.50.55.60792271186259787477002877243293246975,
1.3.6.1.4.1.9328.50.55.68640285729802242361680526200162555070,
1.3.6.1.4.1.9328.50.55.141271267425407992344795012138456255295,
1.3.6.1.4.1.9328.50.55.308980179924056639594464868294823267672,
1.3.6.1.4.1.9328.50.55.19752189167765880120945709560329076781,
1.3.6.1.4.1.9328.50.55.189333176091711451218582407724986039840,
1.3.6.1.4.1.9328.50.55.209630816940798139408360181941342277734,
1.3.6.1.4.1.9328.50.4.36741,

1.3.6.1.4.1.9328.50.4.36743,

1.3.6.1.4.1.9328.50.4.13405,

1.3.6.1.4.1.9328.50.4.13984,

1.3.6.1.4.1.9328.50.4.14561,

1.3.6.1.4.1.9328.50.4.14564,
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328.50.4.14567,
328.50.4.15089,

----------------------------- 7dc29311100308--

kOkO

HTTP/1.0 500 Internal Server Error
content-Length: 21651

Date: Tue, 18 Sep 2012 13:47:18 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

X-Powered-By: ICEfaces

Cache-Control: no-cache
Cache-Control: no-store
Cache-Control: must-revalidate
Pragma: no-cache

Expires: 0

Content-Type: text/html;charset=UTF-8
Connection: close

<!DOCTYPE html PUBLIC "-//w3C//DTD HTML 4.01 Transitional//EN"

"http: //Www w3. org/TR/htm14/1oose.dtd"><htm1 id="document:html"

1ang— en"><head><link href=" /xm]http/css/rime/rime.css" rel="stylesheet"
type="text/css" /><11nk href=" ./xmThttp/css/rime/rime_ie7.css" rel="stylesheet"
t1t1e="_1e7" type— "text/css" /><11nk href:"css/sty]esheet.css" rel="stylesheet"
type— "text/css" /><11nk href— 1mages/fav1con ico" rel="shortcut icon" /><script
src=' Js/scr1pt js" type=' text/]avascr1pt ></scr1pt>

<script src="js/overlib.js" type=' text/]avascr1pt ></scr1pt>

<script src=' Js/over11b hideform.js" type="text/javascript"></script>

<scr1pt Tanguage=" javascript" src="js/imageviewer.js"

type=' text/Javascr1pt ></scr1pt>

<title id="document:title">NBIA Image - Error</title>

<meta content= "Rendered by ICEFaces D2D" name="icefaces" /><script
src="/ncia/xmlhttp/1347048239008/1icefaces-d2d.js" type— "text/javascript"></script>
<script src—"/nc1a/xm1http/l347048239008/1ce extras.js'
type="text/javascript"></script>

<script type="text/javascript">try { document.execCommand('BackgroundImagecCache',
false, true); } catch(e) {}</script></head>

<body id="document:body"><iframe frameborder="0" id="history-

frame: tAHTHvxHSbue3THzRvIqVvg:16" name="history-frame:tAHTHvxHSbue3THzRvIqVvg:16"
src="/ncia/xmlhttp/blank" style="z-index: 10000; visibility: hidden; width: 0;
height: 0; position: absolute; opacity: 0.22; filter: alpha(opacity=22);"
title="Icefaces Redirect'"></iframe>

<span id="tAHTHvxHSbue3THzRvIqVvg:16:configuration-script'><script

type="text/javascript">window.disposeviewsURI = '/ncia/block/dispose-views';
window.windowFocusRestore = false; ) ] ]
var container = 'tAHTHvxHSbue3THzRvIqvg:16:configuration-script'.asElement

() .parentNode;

container.bridge = new Ice.Community.Application({optimizediSListenerCleanup:
false,session: 'tAHTHvxHSbue31HzRvIqvg',view: 16,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedirectURI:
'/ncia/sessionExpired.jsp',servereErrorRetryTimeouts: [1000,2000,4000], connection:
{b]ockUI false, context: '/ncia/', sendReceiveUpdatesURI: '/ncia/block/send-receive-
updates' ,p1ngURI '/ncia/block/ping', receiveUpdatesURI: '/ncia/block/receive-
updates',receiveupdatedviewsURI: '/ncia/block/receive-updated-views',heartbeat:
{interval: 50000, timeout: 30000, retries: 3},timeou...

Validation In Response:
e HTTP/1.0 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550
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[2 of 2] Potential File Upload

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/uploadHtml (Parameter: upload)
CVE ID(s): N/A

CWE ID(s): 434

Remediation Tasks: Restrict user capabilities and permissions during the file upload process

Variant 1 of 1 [ID=301328]

The following may require user attention:

POST /ncia/uploadHtml HTTP/1.1

Cookie: JSESSIONID=D5C63ECCBADA31256101B98FBB73A36E; newuser=lewisd|2;
ice.sessions=m7EYDXHuUM7JEArJOmMmHSCXQ#2;
updates=m7EYDXHuUM7JEArJOmHSCXQ:2; ice.lease=1347647179362;
bconn=m7EYDXHuUM7JEArJOmHSCXQ:14:acquired

Content-Length: 1415

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Referer: https://imaging-ga.nci.nih.gov/ncia/block/resource/MJEwWODU2MzA4NA==
Accept-Language: en-us

Content-Type: multipart/form-data; boundary= 7dc29311100308
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-qa.nci.nih.gov

Connection: Keep-Alive

Cache-Control: no-cache

7dc29311100308
Content-Disposition: form-data; name="ice.component"

MAINbody:customSeriesListForm:uploadFileView:inputFileComponent
7dc29311100308
Content-Disposition: form-data; name="ice.view"

14

7dc29311100308
Content-Disposition: form-data; name="upload";
filename="seriesInstanceUids1347647149457 .csv"
Content-Type: text/plain

.4.1.9328.50.55.1807142042716415832367065090914 16249589,
.4.1.9328.50.55.242390367221042434295873269014252576031,
.3.6.1.4.1.9328.50.55.134885647062191792386939413835254228473,
4.1.9328.50.55.49131607982096382863394552422563546168,
.4.1.9328.50.55.60792271186259787477002877243293246975,
.4.1.9328.50.55.68640285729802242361680526200162555070,
4.1.9328.50.55.141271267425407992344795012138456255295,
.4.1.9328.50.55.308980179924056639594464868294823267672,
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1.3.6.1.4.1.9328.50.55.19752189167765880120945709560329076781,
1.3.6.1.4.1.9328.50.55.189333176091711451218582407724986039840,
1.3.6.1.4.1.9328.50.55.209630816940798139408360181941342277734,
1.3.6.1.4.1.9328.50.4.36741,

1.3.6.1.4.1.9328.50.4.36743,

1.3.6.1.4.1.9328.50.4.13405,

1.3.6.1.4.1.9328.50.4.13984,

1.3.6.1.4.1.9328.50.4.14561,

1.3.6.1.4.1.9328.50.4.14564,

1.3.6.1.4.1.9328.50.4.14567,

1.3.6.1.4.1.9328.50.4.15089,

7dc29311100308--

HTTP/1.0 200 OK

Content-Length: 587

Date: Fri, 14 Sep 2012 18:26:18 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces

Content-Type: text/html;charset=UTF-8

Connection: close

<html style="overflow:hidden;"><head><link rel="stylesheet" type="text/css"
href="./xmlhttp/css/rime/rime.css"></head><body style="background-color:transparent;
overflow:hidden"><form method="post" action="/ncia/uploadHtmI" enctype="multipart/form-
data" id="fileUploadForm"><input type="hidden" name="ice.component"
value="MAINbody:customSeriesListForm:uploadFileView:inputFileComponent"/><input
type="hidden" name="ice.view" value="14"/><input type="file" name="upload" onchange="if
(form.onsubmit){form.onsubmit();} form.submit();" size="35"
class="icelnpFileTxt"/></form></body></htmI>

Validation In Response:
N/A

Reasoning:

AppScan found a parameter of type FILENAME, which indicates that it is used to upload files to
the server.

CWE ID:
434

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/block/send-receive-updates
Total of 1 security issues in this URL
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[1 of 1] Session Identifier Not Updated

Severity: Medium

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/block/send-receive-updates
CVE ID(s): N/A

CWE ID(s): 613

Remediation Tasks: Do not accept externally created session identifiers

Variant 1 of 2 [ID=87]

The following may require user attention:

POST /ncia/block/send-receive-updates HTTP/1.1

Cookie: JSESSIONID=D5C63ECCBADA31256101B98FBB73A36E; newuser=lewisd|2;
ice.sessions=m7EYDXHuUM7JEArJOmHSCXQ#1; updates=; ice.lease=1347645860921;
bconn=m7EYDXHuUM7JEArJOmHSCXQ:1:acquired

Content-Length: 1131

Accept: */*

Accept-Language: en-us

Referer: https://imaging-ga.nci.nih.gov/ncia/login.jsf

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

Cache-Control: no-cache

ice.submit.partial=false&ice.event.target=MAINbody%3AsideBarViewAsGuest%
3AloginFormGuestEnabled%3AloginGuestEnabled%
3AloginButton1&ice.event.captured=MAINbody%3AsideBarViewAsGuest%
3AloginFormGuestEnabled%3AloginGuestEnabled%
3AloginButton1&ice.event.type=onclick&ice.event.alt=false&ice.event.ctrl=false&ice.event.s
hift=false&ice.event.meta=undefined&ice.event.x=762&ice.event.y=406&ice.event.left=false
&ice.event.right=false&MAINbody%3AsideBarViewAsGuest%3AloginFormGuestEnabled%
3AloginGuestEnabled%3AloginButton1=Login&MAINbody%3AsideBarViewAsGuest%
3AloginFormGuestEnabled=MAINbody%3AsideBarViewAsGuest%
3AloginFormGuestEnabled&icefacesCssUpdates=&javax.faces.ViewState=1&javax.faces.
RenderKitld=ICEfacesRenderKit&MAINbody%3AsideBarViewAsGuest%
3AloginFormGuestEnabled%3AloginGuestEnabled%
3AuName1=cbiitappscan&MAINbody%3AsideBarViewAsGuest%
3AloginFormGuestEnabled%3AloginGuestEnabled%3Apass1=In33dab33r!&MAINbody%
3AsideBarViewAsGuest%3AloginFormGuestEnabled%
3A_idcl=&ice.session=m7EYDXHuUM7JEArJOmHSCXQ&ice.view=1&ice.focus=MAINbody
%3AsideBarViewAsGuest%3AloginFormGuestEnabled%3AloginGuestEnabled%
3Apass1&rand=0.20218390647790002

HTTP/1.0 200 OK
Content-Length: 34
Date: Fri, 14 Sep 2012 18:04:25 GMT
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Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces

Cache-Control: no-cache

Cache-Control: no-store

Cache-Control: must-revalidate

Pragma: no-cache

Expires: 0

Content-Type: text/xml;charset=UTF-8

Connection: close

<redirect url="/ncia/home.jsf"/>

Validation In Response:
N/A
Reasoning:

The test result seems to indicate a vulnerability because the session identifiers in the Original
Request (on the left) and in the Response (on the right) are identical. They should have been
updated in the response.

CWE ID:
613

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncialjs/overlib.js
Total of 1 security issues in this URL

1 of 1] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncialjs/overlib.js
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 2 [ID=20729]

Request/Response:

GET /ncia/js/overlib.js HTTP/1.1

Cookie: updates=m7EYDXHUM7JEArJOmHSCXQ:2; ice.lease=1347651315536;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#1; newuser=lewisd12;
JSESSIONID=DE/AEE29086746D887CA192B08977F7F

Accept: */*

Referer: https://imaging-ga.nci.nih.gov/ncia/login.jsf

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive
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HTTP/1.0 200 OK

Content-Length: 43782

Date: Mon, 17 Sep 2012 18:43:16 GMT
Server: Apache-Coyote/1.1
X-Powered-By: Serv1et 2.5;
Accept-Ranges: byt

ETag: W/"43782- 1347047458000"

Last-Modified: Fri, 07 Sep 2012 19:50:58 GMT
content-Type: text/javascript

Connection: close

1IN/T117

overLIB 4.00 - You may not remove or change this notice.

JBoss-5.0/JBosswWeb-2.1

//\

;§§ Copyright Erik Bosrup 1998-2004. Al1 rights reserved.

//\ Contributors are listed on the homepa%e

//\ This file might be old, always check for the Tlatest version at:

;;§ http://www.bosrup.com/web/overlib/

//\ Please read the license agreement (available through the Tink above)

;?§ before using overLIB. Direct any licensing questions to erik@bosrup.com.
//\ Do not sell this as your own work or remove this copyright notice.

//\ For full details on copying or changing this script please read the

//\ Ticense agreement at the 1ink above. Please give credit on sites that
//\ use overLIB and submit changes of the script so other people can use
//\ them as well.

4608)$§evision: 4417 $ $Date: 2008-04-18 16:43:12 -0400 (Fri, 18 Apr
1IN/ 117

//\mini

11111117

// PRE-INIT

// Ignore these lines, configuration is below.

/1177117

var olLoaded = 0O;var pmStart = 10000000; var pmUpper = 10001000; var pmCount =
pmStart+1l; var pms = new Array(); var olinfo = new Info('4.00', 1);

var FREPLACE = 0; var FBEFORE = 1; var FAFTER = 2; var FALTERNATE 3;

var olHideForm=0; // parameter for hiding SELECT and ActiveX elements in IE5.5+
registerCommands

('donothing,inarray, caparray,sticky,background,noclose,caption,left,right,center,off
setx,offsety, fgcolor,bgcolor,textcolor,capcolor,closecolor,width,border,cellpad,stat
us,autostatus,autostatuscap,height,closetext,snapx,snapy, fixx, fixy,relx,rely, fgbackg
round bgbackground padx, pady fu%]htm] above,below, capicon, textfont, captionfont,close
font, texts1ze captionsize, c1oses1ze t1meout funct1on de1ay hauto, vauto c]osec11ck wr
ap, fo11owmouse mouseoff, c1oset1t1e cssoff cssc]ass fgc]ass bgc1ass textfontc]ass cap
tionfontc]ass,c1osefontc1ass');

1117111/
// DEFAULT CONFIGURATION
// Settings you want everywhere are set here. All of this can also be

// changed
11717777
if (typeof
if (typeof
if (typeof
if (typeof
if (typeof
if (typeof
if (typeof
ol_captionf
if (typeof
if (typeof
if (typeof
if (typeof
if (typeof
if (typeof
if (typeof
if (typeof
if (typeof
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on your html page or through an overLIB call.

ol_fgcolor=="undefined') var ol_fgcolor="#e9e9%9";
ol_bgcolor=="undefined') var ol_bgcolor="#AB0303";
ol_textcolor=="undefined') var ol_textcolor="#000000";
ol_capcolor=="undefined') var ol_capcolor="#FFFFFF";
ol_closecolor=="undefined') var ol_closecolor="#9999FF";
ol_textfont=="undefined') var ol_textfont="verdana,Arial,Helvetica";
ol_captionfont=="undefined') var

ont="Verdana,Arial,Helvetica";

ol_closefont=="undefined') var ol_closefont="verdana,Arial,Helvetica";
ol_textsize=="undefined') var ol_textsize="1";
ol_captionsize=="undefined') var ol_captionsize="1";
ol_closesize=="undefined') var ol_closesize="1";
ol_width=="undefined') var ol_width="200";
ol_border=="undefined') var ol_border="1";
ol_cellpad=="undefined') var ol_cellpad=2;
ol_offsetx=="undefined') var ol_offsetx=10;
ol_offsety=="undefined') var ol_offsety=10;
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if (typeof ol text== undefined') var ol —text= "Default Text";
if (typeof ol_cap== undef1ned ) var ol_cap="

if (typeof ol_sticky== undef1ned ) var ol st1cky 0;

if (typeof ol_background=="undefined') var ol background—
if (typeof ol_close=="undefined') var ol_close="Close";
if (typeof ol_hpos=="undefined') var ol_hpos=RIGHT;

if (typeof ol_status=="undefined') var ol_status= ""'

if (typeof ol_autostatus=="undefined') var ol autostatus:O;
if (typeof ol_height=="undefined') var ol_height=-1;

if (typeof ol_snapx=="'undefined') var ol_snapx=0;

if (typeof ol_snapy=="undefined') var ol_snapy=0;

if (typeof ol_fixx=="undefined') var ol_fixx=-1;

if (typeof ol_fixy=="undefined') var ol_fixy=-1;

if (typeof ol_relx=="undefined') var ol_relx=null;

if (typeof ol_rely=="undefined') var o1_re1y null;

if (typeof ol_fgbackground=="undefined') var ol fgbackground—
if (typeof ol_bgbackground=="undefined') var ol_bgbackground= ""'
if (typeof ol_padxl=="undefined') var ol_padxl=1;

if (typeof ol_padxr=="undefined') var ol_padxr=1;

if (typeof ol_padyt=="undefined') var ol_padyt=1;

if (typeof ol_padyb=="undefined') var...

Validation In Response:
« //\ before using overLIB. Direct any licensing questions to erik@bosrup.com.

Reasoning:
The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlhttp/blank
Total of 1 security issues in this URL

1 of 1] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmihttp/blank
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 5 [ID=45]

The following changes were applied to the original request:

* Set cookie "s value to 'ce.sessions=gbNUHOQZmyBK4dKv7vb4FA#1'

* Set cookie "s value to 'SESSIONID=D41B4A9847AE0B786F08BB3F33609A57"

* Set HTTP header to 'ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; newuser=lewisd|2;
JSESSIONID=D41B4A9847AE0B786F08BB3F33609A57"

Request/Response:

GET /ncia/xmlhttp/bTank HTTP/1.1

Cookie: JSESSIONID=D331B63DD0066784BOF2C914EC551CEA; newuser=lewisdl12;
ice.sessions=gbNUHOQzmyBK4dKv7vb4FA#L

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
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application/xaml+xml, */*

Referer: https://imaging-ga.nci.nih.gov/ncia/login.jsf

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

Content-Length: 161

Date: Mon, 17 Sep 2012 18:35:26 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

ETag: d26577be

Cache-cControl: private

Cache-Control: max-age=2629743
Last-Modified: Fri, 07 Sep 2012 20:00:10 GMT
content-Type: text/html

Connection: close

<html><head><title>This page intentionally left blank</title></head><body onload="1if
(document.all)document.body.style.backgroundColor="#808080";"></body></html>

Validation In Response:

N/A

Reasoning:

The application has responded with a response that indicates the page should be cached.

CWE ID:
525

Vulnerable URL: https://imaging-
ga.nci.nih.gov/ncia/lHTML/help/wwhelp/wwhimpl/common/scripts/browser.js

Total of 1 security issues in this URL

[1 of 1] Client-Side (JavaScript) Cookie References

Severity: Informational
Test Type: Application
Vulnerable URL: https://imaging-

ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/common/scripts/browser.js
CVE ID(s): N/A
CWE ID(s): 602
Remediation Tasks: Remove business and security logic from the client side
Variant 1 of 1 [ID=403894]

The following may require user attention:

GET /ncia/HTML/help/wwhelp/wwhimpl/common/scripts/browser.js HTTP/1.1
Cookie: bconn=; ice.lease=1347649121261; updates=;
ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1 -rsrc24AGRqgLfgskBwUkig#3;
newuser=lewisdl2; JSESSIONID=CF00E137A6D4340E119C515CACCB7004
Accept: */*
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Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

HTTP/1.0 200 OK

Content-Length: 14965

Date: Fri, 14 Sep 2012 18:59:40 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Accept-Ranges: bytes

ETag: W/"14965-1347047458000"

Last-Modified: Fri, 07 Sep 2012 19:50:58 GMT
Content-Type: text/javascript

Connection: close

/I Copyright (c) 2000-2005 Quadralay Corporation. All rights reserved.
I

function WWHBrowserUtilities_SearchReplace(ParamString,
ParamSearchString,
ParamReplaceString)

var ResultString;
var Index;

ResultString = ParamString;

if ((ParamSearchString.length > 0) &&
(ResultString.length > 0))
{
Index = 0;
while ((Index = ResultString.indexOf(ParamSearchString, Index)) !=-1)

ResultString = ResultString.substring(0, Index) + ParamReplaceString +
ResultString.substring(Index + ParamSearchString.length, ResultString.length);
Index += ParamReplaceString.length;
}
}

return ResultString;

}

function WWHBrowserUtilities_EscapeURLForJavaScriptAnchor(ParamURL)

{
var EscapedURL = ParamURL;

/I Escape problematic characters
// \ " < >
1
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EscapedURL = WWHBrowserUtilities_SearchReplace(EscapedURL, "\", "\\");
EscapedURL = WWHBrowserUtilities_SearchReplace(EscapedURL, "\"", "\u0022");
EscapedURL = WWHBrowserUtilities_SearchReplace(EscapedURL, ™", "\u0027");
EscapedURL = WWHBrowserUtilities_SearchReplace(EscapedURL, "<", "\u003c");
EscapedURL = WWHBrowserUtilities_SearchReplace(EscapedURL, ">", "\u003e");

return EscapedURL,;
}

function WWHBrowser_Object()

this.mLocale !
this.mPlatform
this.mBrowser

Ienll;
0; /I Shorthand for Unknown
0; /I Shorthand for Unknown

this.mCookiePath "
this.mbCookiesEnabled = null;
this.mbSupportsFocus = false;
this.mbSupportsPopups = true;
this.mbSupportsIFrames = false;
this.mbSupportsFrameRenaming = true;
this.mbWindowlE40 = false; // Needed for special case handling
this.mbMaclE45 = false; // Needed for special case handling
this.mbMaclE50 = false; // Needed for special case handling
this.mbUnescapeHREFs =true; // Needed for special case handling
this.mbWindowsIEG0 = false; // Needed for special case handling
this.mbUnsupported = false;
this.fInitialize = WWHBrowser_Initialize;
this.fNormalize URL = WWHBrowser_NormalizeURL,;
this.fRestoreEscapedSpaces = WWHBrowser_RestoreEscapedSpaces;
this.fSetLocation = WWHBrowser_SetLocation;
this.fReplaceLocation = = WWHBrowser_ReplacelLocation;
this.fReloadLocation = WWHBrowser_ReloadLocation;
this.fSetCookiePath = WWHBrowser_SetCookiePath;
this.fCookiesEnabled = WWHBrowser_CookiesEnabled;
this.fSetCookie = WWHBrowser_SetCookie;
this.fGetCookie = WWHBrowser_GetCookie;
this.fDeleteCookie = WWHBrowser_DeleteCookie;
this.fFocus = WWHBrowser_Focus;
/I Initialize object
1
this.fInitialize();

}

function WWHBrowser_Initialize()

{
var Agent;

var MajorVersion = 0;
var VersionString;
var Version = 0.0;
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/I Reset locale to correct language value

I

if ((typeof(navigator.language) != "undefined") &&
(navigator.language != null))

this.mLocale = navigator.language;

else if ((typeof(navigator.userLanguage) != "undefined") &&
(navigator.userLanguage != null))

this.mLocale = navigator.userLanguage;

}

/I Convert everything to lowercase
1
this.mLocale = this.mLocale.toLowerCase();

/I Replace -'s with ' 's
1
this.mLocale = WWHBrowserUltilities_SearchReplace(this.mLocale, "-", " ");

/I Get browser info
I
Agent = navigator.userAgent.toLowerCase();

/I Determine platform

1l

if ((Agent.indexOf("win") 1=-1) ||
(Agent.indexOf("16bit") 1= -1))

this.mPlatform = 1; // Shorthand for Windows
}
else if (Agent.indexOf("mac") 1= -1)

this.mPlatform = 2; // Shorthand for Macintosh
}

/I Determine browser

1

if ((Agent.indexOf("mozilla") 1= -1) &&
(Agent.indexOf("spoofer") == -1) &&
(Agent.indexOf("compatible") == -1))

{

MajorVersion = parsel...

Validation In Response:
e document.cookie = varFormattedCookie

Reasoning:
AppScan found a reference to cookies in the JavaScript.
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CWE ID:
602

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlhttp/1347048239008/icefaces-d2d.js
Total of 1 security issues in this URL

1 of 1] Client-Side (JavaScript) Cookie References

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlhttp/1347048239008/icefaces-d2d.js
CVE ID(s): N/A

CWE ID(s): 602

Remediation Tasks: Remove business and security logic from the client side

Variant 1 of 2 [ID=20724]

The following may require user attention:

GET /ncia/xmlhttp/1347048239008/icefaces-d2d.js HTTP/1.1

Cookie: JSESSIONID=D5C63ECCBADA31256101B98FBB73A36E; newuser=lewisd|2;
ice.sessions=m7EYDXHuUM7JEArJOmMHSCXQ#2;
updates=m7EYDXHuUM7JEArJOmHSCXQ:2; ice.lease=1347647236610

Accept: */*

Referer: https://imaging-qa.nci.nih.gov/ncia/login.jsf

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-qa.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

Content-Length: 100786

Date: Fri, 14 Sep 2012 18:03:59 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces

ETag: 3869110d

Cache-Control: private

Cache-Control: max-age=2629743
Last-Modified: Fri, 07 Sep 2012 20:00:10 GMT
Content-Type: text/javascript

Connection: close

var Prototype=window.Prototype?window.Prototype:{Version:"1.7",Browser:(function(){var
B=navigator.userAgent;var A=Object.prototype.toString.call(window.opera)=="[object
Opera]";return{IE:!'window.attachEvent&&!A,Opera:A,WebKit:B.indexOf("AppleWebKit/")>-
1,Gecko:B.indexOf("Gecko")>-1&&B.indexOf("KHTML")===-
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1,MobileSafari:/Apple.*Mobile/.test(B)};})(),BrowserFeatures:{XPath:!!
document.evaluate,SelectorsAPI:!'document.querySelector,ElementExtensions:(function()
{var A=window.Element||window.HTMLElement;return !'(A&&A.prototype);})
(),SpecificElementExtensions:(function(){if(typeof window.HTMLDivElement!=="undefined")
{return true;}var C=document.createElement("div"),B=document.createElement
("form"),A=false;if(C.__proto_ &&(C.__ proto_ !'==B. proto_ )){A=true;}C=B=null;return
A;})()},ScriptFragment:"<script[*>]*>([\\S\\s]*?)<Vscript>",JSONFilter:/"\\*-secure-([\s\ST*)\*\/
\s*$/,emptyFunction:function(){},K:function(A){return A;}};if(lwindow.Prototype)
{window.Prototype=Prototype;}if(Prototype.Browser.MobileSafari)
{Prototype.BrowserFeatures.SpecificElementExtensions=false;}

var Abstract={};var Try={these:function(){var returnValue;for(var
i=0,length=arguments.length;i<length;i++){var lambda=arguments]i];try{returnValue=lambda
();break}catch(e){}}return returnValue}};var Class=(function()}{var
IS_DONTENUM_BUGGY=(function(){for(var p in {toString:1})if(p==="toString"){return
false}}return true})();function subclass(){}function create(){var parent=null,properties=$A
(arguments);if(Object.isFunction(properties[0]) {parent=properties.shift()}function klass()
{this.initialize.apply(this,arguments)}Object.extend
(klass,Class.Methods);klass.superclass=parent;klass.subclasses=[];if(parent)
{subclass.prototype=parent.prototype;klass.prototype=new
subclass;parent.subclasses.push(klass)}for(var i=0,length=properties.length;i<length;i++)
{klass.addMethods(propertiesi])}if(!klass.prototype.initialize)
{klass.prototype.initialize=Prototype.emptyFunction}
klass.prototype.constructor=klass;return klass}function addMethods(source){var
ancestor=this.superclass&&this.superclass.prototype,properties=Object.keys(source);if
(IS_DONTENUM_BUGGY Jif(source.toString!=Object.prototype.toString){properties.push
("toString")}if(source.valueOf!=0bject.prototype.value Of){properties.push("valueOf")}}for(var
i=0,length=properties.length;i<length;i++){var property=properties[i],value=source
[property];if(ancestor&&Object.isFunction(value)&&value.argumentNames()[0]=="$super")
{var method=value;value=(function(m){return function(){return ancestor[m].apply
(this,arguments)}})(property).wrap(method);value.valueOf=method.valueOf.bind
(method);value.toString=method.toString.bind(method)}this.prototype[property]=value}
return this}return{create:create,Methods:{addMethods:addMethods}}})();(function(){var
_toString=0bject.prototype.toString, NULL_TYPE="Null",UNDEFINED_TYPE="Undefined",
BOOLEAN_TYPE="Boolean",NUMBER_TYPE="Number",STRING_TYPE="String",OBJEC
T_TYPE="Object",FUNCTION_CLASS="[object Function]",BOOLEAN_CLASS="[object
Boolean]",NUMBER_CLASS="[object Number]",STRING_CLASS="[object
String]",ARRAY_CLASS="[object Array]",DATE_CLASS="[object
Date]",NATIVE_JSON_STRINGIFY_SUPPORT=window.JSON&&typeof
JSON:.stringify==="function"&&JSON.stringify(0)==="0"&&typeof JSON.stringify
(Prototype.K)==="undefined";function Type(o){switch(o){case null:return NULL_TYPE;case
(void 0):return UNDEFINED_TYPE}var type=typeof o;switch(type){case"boolean":return
BOOLEAN_TYPE;case"number":return NUMBER_TYPE;case"string":return
STRING_TYPE}return OBJECT_TYPE}unction extend(destination,source){for(var property
in source){destination[property]=source[property]}return destination}function inspect(object)
{try{if(isUndefined(object)){return"undefined"}if(object===null){return"null"}return
object.inspect?object.inspect():String(object)}catch(e){if(e instanceof RangeError)
{return"..."}throw e}}function toJSON(value){return Str("",{"":value},[])}function Str
(key,holder,stack){var value=holder[key],type=typeof value;if(Type(value)
===0BJECT_TYPE&&typeof value.toJSON==="function")X{value=value.toJSON(key)}var
_class=_toString.call(valu...
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Validation In Response:

e [Ice].as(function(A){A.Cookie=A.Parameter.Association.subclass
({initialize:function(B,C,D){this.name=B;this.value=C||"";this.path=

e« .value=B;this.save();},loadvalue:function(){this.load();return
this.value;},save:function(){document.cookie=this.name+"="+this.value+";
path="+this.path;return this;},load:function(){var B=A.Cookie.parse().de

e :tnull;return this;},remove:function(){var B=new Date();B.setTime(B.getTime()-24
*60*60*1000) ;document.cookie=this.name+"=; expires="+B.toGMTString(+";
path="+this.path;}});A.Cookie.all=function(){return A.Coo

e is.commands[B] (D) ;return ;}}throw"uUnknown message received:
"+B;}});A.SetCookie=function(B)
{document.cookie=B.firstChild.data;};A.Parsingerror=function(C){logger.error
("Parsing error");var D=C.firstchild;logg

Reasoning:
AppScan found a reference to cookies in the JavaScript.

CWE ID:
602

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-static/editor/lang/en.js
Total of 3 security issues in this URL

1 of 3] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-static/editor/lang/en.js
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=62438]

Request/Response:

GET /ncia/xmlhttp/ice-static/editor/lang/en.js?t=B1GG4z6 HTTP/1.1

Cookie: updates=m7EYDXHUM7JEArJOmHSCXQ:2; bconn=7QY6oBGuhBbY8VhadR3yhw:1;
ice.lease=1347651315536; ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; newuser=Tlewisdl12;
JSESSIONID=1B1CDAE3D02BDA86E39A5EA3E1E/4606

Accept: */*

Referer: https://imaging-ga.nci.nih.gov/ncia/editCollectionbesc.jsf
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

Content-Length: 15260

Date: Mon, 17 Sep 2012 19:39:17 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

ETag: cOffbgOZ

Cache-Control: private
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Cache-Control: max-age=2629743
Last-Modified: Fri, 07 Sep 2012 20:00:10 GMT
Content-Type: text/javascript

Connection: close

e
Copyright (c) 2003-2011, cCKSource - Frederico Knabben. A1l rights reserved.
F7r Ticensing, see LICENSE.htm] or http://ckeditor.com/Ticense

CKEDITOR.lang.en={dir:'1tr',editorTitle: 'Rich text editor, %1, press ALT 0 for
help.',toolbar:'Toolbar',editor:'Rich Text Editor',source:'Source',newPage:'New
Page',save:'Save',preview:'Preview',cut:'Cut',copy: 'Copy',paste: 'Paste’,print:'Print
',under1ine:'Under11ne',bo1d:'Bo]d',ita]ic:'Ita]ic',se]ectA]]:'Se]ect
Al1l', removeFormat:' Remove Format',strike: Strike
Through',subscr1pt Subscr1pt ,superscript: 'superscript’ hor1zonta1ru1e Insert
Horizontal L1ne ,pagebreak:"' Insert Page Break for Pr1nt1ng pagebreakA]t Page
Break',unlink:'unlink',undo:'Undo',redo: 'Redo',common: {browseServer Browse
Server',url:"URL',protocol:'Protocol’',upload:'Upload',uploadsubmit:'Send it to the
Server',image:'Image',flash:'Flash',form:'Form',checkbox:'Checkbox',radio:'Radio
Button',textField: 'Text Fie1d',textarea:'Textarea',hiddenF1e1d:'H1dden
Field',button: 'Button',select: 'Selection Fie]d',imageButton Image
Button',notSet: '<not set>',id:'Id',name:'Name',langDir:'Language
Direction',langDirLtr:'Left to Right (LTR)',TangDirRtl:'Right to Left
(RTL) ', TangCode: 'Language Code',longDescr:'Long Description
URL',cssClass: 'Stylesheet Classes',advisoryTitle: 'Advisory
Title',cssStyle:'style',ok:"'OK',cancel:'Cancel',close:'Close',preview: 'Preview',gene
ralTab: 'General',advancedTab: 'Advanced',validateNumberFailed: 'This value is not a
number.',confirmNewPage:'Any unsaved changes to this content will be Tost. Are you
sure you want to load new page?',confirmCancel:'Some of the options have been
changed. Are you sure to c1ose the
dialog?',options: 0pt1ons ,target:'Target', targetNew: New window
([ b1ank)',targetTop Topmost window (_top)',targetsSelf:'same window
(_se]f)',targetParent Parent window (_parent)',1an DirLTR:'Left to Right
(LTR)',1angD1rRTL ght to Left (RTL)' sty1es:'sty e',cssClasses: 'Stylesheet
C1asses ,width: 'width he1ght '"Height' a11gn 'Alignment',alignLeft: 'Left',alignRight
R1ght a11gnCenter "Center' ,alignTop: Top ,alignmiddle: 'Middle',alignBottom: 'Botto
m' 1nva11dHe1ght 'Height must be a number. 1nva idwidth: 'width must be a
number . ',unavailable: '%l<span class="cke accessib11ity">,
unavailable</span>'},contextmenu:{options:'Context Menu Options'},specialcChar:
{toolbar:'Insert Special Character',title:'Select Special
Character',options: 'Special Character Options'},Tink:
{toolbar:'Link',other:'<other>"',menu:'Edit Link',title:'Link',info: " 'Link
Info',target:'Target',upload:'Upload',advanced: 'Advanced’',type:'Link
Type',tourl:'URL',toAnchor:'Link to anchor in the text',toEmail:'E-
mail',targetFrame:'<frame>"',targetPopup: '<popup window>',targetFrameName: 'Target
Frame Name',targetPopupName: 'Popup Window Name',popupFeatures: 'Popup Window
Features',popupResizable: 'Resizable',popupStatusBar:'Status
Bar',popupLocationBar: 'Location Bar',popupToolbar: 'Toolbar',popupMenuBar: 'Menu
Bar',popupFullscreen:'Full Screen (IE)',popupScrollBars:'scroll
Bars',popupDependent:'Dependent (Netscape) ', popupLeft:'Left Position',popupTop: 'Top
Position',id:"'1d"' 1angDir:'Lan%uage Direction',TangDirLTR: 'Left to Right
(LTR) 1angD1rRTL Right to Left (RTL)',acccessKey:'Access
Key' name Name' 1angcode Language Code',tabIndex:'Tab
Index' ,adv1soryT1t1e 'Advisory Title',advisoryContentType: 'Advisory Content
Type',cssClasses: 'Stylesheet Classes',charset: 'Linked Resource
Charset',styles:'style',selectAnchor:'Sselect an Anchor',anchorName:'By Anchor
Name',anchorid:'By Element Id',emailAddress:'E-Mail Address',emailSubject: 'Message
Subject',emailBody: 'Message Body',noAnchors:'(No anchors available in the
document)',nourl:'Please type the Tink URL',noEmail:'Please type the e-mail
address'},anchor: {toolbar: 'Anchor',menu: 'Edit Anchor',title:'Anchor
Properties',name: 'Anchor Name',errorName:'Please type the anchor name'},Tlist:
{numberedTitle: "Numbered List Properties',bulletedTitle: 'Bulleted List
Properties',type:'Type',start:'Start',validateStartNumber:'List start number must be
a whole number.',circle:'C

Validation In Response:
N/A
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Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

20of 3 uery Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/xmlhttp/ice-static/editor/lang/en.js
(Parameter: t)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=372549]

The following may require user attention:

GET /ncia/xmlhttp/ice-static/editor/lang/en.js?t=B1GG4Z6 HTTP/1.1

Cookie: JSESSIONID=D5C63ECCBADA31256101B98FBB73A36E; newuser=lewisd|2;
ice.sessions=m7EYDXHuUM7JEArJOmHSCXQ#3;
updates=m7EYDXHuUM7JEArJOmHSCXQ:2; ice.lease=1347647607437; bconn=-
Accept: */*

Referer: https://imaging-qa.nci.nih.gov/ncia/editCollectionDesc.jsf

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

Content-Length: 15260

Date: Fri, 14 Sep 2012 18:33:26 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces

ETag: cOffbb02

Cache-Control: private

Cache-Control: max-age=2629743
Last-Modified: Fri, 07 Sep 2012 20:00:10 GMT
Content-Type: text/javascript

Connection: close

/*
Copyright (¢) 2003-2011, CKSource - Frederico Knabben. All rights reserved.
For licensing, see LICENSE.html or http://ckeditor.com/license
*/
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CKEDITOR.lang.en={dir:'ltr',editorTitle:'Rich text editor, %1, press ALT 0 for
help.';toolbar:'Toolbar',editor:'Rich Text Editor',source:'Source',newPage:'New
Page',save:'Save',preview:'Preview',cut:'Cut',copy:'Copy',paste:'Paste’,print:'Print',underline:
'Underline’,bold:'Bold',italic:'Italic',selectAll:'Select All',removeFormat:'Remove
Format',strike:'Strike
Through',subscript:'Subscript',superscript:'Superscript',horizontalrule:'Insert Horizontal
Line',pagebreak:'Insert Page Break for Printing',pagebreakAlt:'Page
Break',unlink:'Unlink',undo:'Undo’,redo:'Redo’',common:{browseServer:'Browse
Server',url:"URL',protocol:'Protocol',upload:'Upload',uploadSubmit:'Send it to the
Server',image:'Image’,flash:'Flash’,form:'Form',checkbox:'Checkbox’,radio:'Radio
Button',textField:'Text Field',textarea:'Textarea',hiddenField:'Hidden
Field',button:'Button',select:'Selection Field',imageButton:'Image Button',notSet:'<not
set>',id:'ld",name:'Name',langDir:'Language Direction',langDirLtr:'Left to Right
(LTR)",langDirRtl:'Right to Left (RTL)',JlangCode:'Language Code',longDescr:'Long
Description URL',cssClass:'Stylesheet Classes',advisoryTitle:'Advisory
Title',cssStyle:'Style',ok:'OK',cancel:'Cancel',close:'Close’,preview:'Preview',generalTab:'Ge
neral';advancedTab:'Advanced',validateNumberFailed:'This value is not a
number.',confirmNewPage:'Any unsaved changes to this content will be lost. Are you sure
you want to load new page?',confirmCancel:'Some of the options have been changed. Are
you sure to close the dialog?',options:'Options’,target:'Target',targetNew:'New Window
(_blank)',targetTop:'Topmost Window (_top)',targetSelf:'Same Window
(_self),targetParent:'Parent Window (_parent)',langDirLTR:'Left to Right
(LTR)",langDirRTL:'Right to Left (RTL)',styles:'Style',cssClasses:'Stylesheet
Classes',width:'Width',height:'"Height',align:'Alignment',alignLeft:'Left',alignRight:'Right’,align
Center:'Center',alignTop:'Top',alignMiddle:'Middle',alignBottom:'Bottom',invalidHeight:'Heigh
t must be a number.' invalidWidth:'Width must be a number.",unavailable:'%1<span
class="cke_accessibility">, unavailable</span>"},contextmenu:{options:'Context Menu
Options'},specialChar:{toolbar:'Insert Special Character'title:'Select Special
Character',options:'Special Character Options'},link:{toolbar:'Link',other:'<other>',menu:'Edit
Link' title:'Link’,info:'Link Info',target:'Target',upload:'Upload',advanced:'Advanced’,type:'Link
Type',toUrl:'URL',toAnchor:'Link to anchor in the text',toEmail:'E-
mail',targetFrame:'<frame>',targetPopup:'<popup window>'targetFrameName:'Target
Frame Name',targetPopupName:'Popup Window Name',popupFeatures:'Popup Window
Features',popupResizable:'Resizable',popupStatusBar:'Status
Bar',popupLocationBar:'Location Bar',popupToolbar:'Toolbar',popupMenuBar:'Menu
Bar',popupFullScreen:'Full Screen (IE)',popupScrollBars:'Scroll
Bars',popupDependent:'Dependent (Netscape)',popupLeft:'Left Position',popupTop:Top
Position',id:'ld",langDir:'Language Direction',langDirLTR:'Left to Right
(LTR)',langDirRTL:'Right to Left (RTL)',acccessKey:'Access
Key',name:'Name',langCode:'Language Code',tabindex:'Tab Index',advisoryTitle:'Advisory
Title',advisoryContentType:'Advisory Content Type',cssClasses:'Stylesheet
Classes',charset:'Linked Resource Charset',styles:'Style',selectAnchor:'Select an
Anchor',anchorName:'By Anchor Name',anchorld:'By Element Id',emailAddress:'E-Mail
Address',emailSubject:'Message Subject',emailBody:'Message Body',noAnchors:'(No
anchors available in the document)’,noUrl:'Please type the link URL',noEmail:'Please type
the e-mail address'},anchor:{toolbar:'Anchor',menu:'Edit Anchor' title:'Anchor
Properties',name:'Anchor Name',errorName:'Please type the anchor name'},list:
{numberedTitle:'Numbered List Properties',bulletedTitle:'Bulleted List

Properties',type:' Type',start:'Start',validateStartNumber:'List start number must be a whole
number.',circle:'Circle’,disc:'Disc',squa...
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Validation In Response:
e Content-Length: 15260

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

[3 of 3] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/xmlhttp/ice-static/editor/lang/en.js
(Parameter: t)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 3 [ID=372536]

The following changes were applied to the original request:
» Set parameter 't's value to '\"

Request/Response:

GET /ncia/xmlhttp/ice-static/editor/lang/en.js?t=\"' HTTP/1.1

Cookie: updates=m7EYDXHUM7JEArJOmHSCXQ:2; bconn=7QY60BGuhBbY8VvhadR3yhw:1;
ice.lease=1347651315536; ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; newuser=Tewisdl12;
JSESSIONID=77F3BEC3D3188C0D5848C1C734919614

Accept: */*

Referer: https://imaging-ga.nci.nih.gov/ncia/editCollectionbesc.jsf
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 500 Internal Server Error
Content-Length: 3480

Date: Tue, 18 Sep 2012 14:37:42 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76; font-size:14px;} BODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>descri?tion</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: wrapped Exception:
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java.lang.ITlegalArgumentException
com.icesoft.faces.webapp.http.servlet.mMainServilet.service(MainServiet.java:241)
javax.servlet.http.HttpServlet. serv1ce(Httherv1et ava:717)
org.jboss.web.tomcat.filters.ReplyHeaderFi ter.doFi%ter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>root cause</b> <pre>java.lang.ITlegalArgumentException
java.net.URI.create(URI.java:841)
com.icesoft.faces.webapp.http.servlet.ServletRequestResponse$l.serviet
(serviletRequestResponse.java:103)
com.icesoft.faces.webapp.http.servlet.ServletRequestResponse.detectEnvironment
(serviletRequestResponse.java:303)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.&1t;init&gt;
(servletRequestResponse.java:86)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServlet.service
(Bas1cAdapt1ngServ1et java:51)
com.icesoft.faces.webapp.http.serviet.PathDispatcher.service
(PathDispatcher.java:55)
com.1cesoft.faces.webapp.http.servlet.MainServiet.service(MainServlet.java:205)
javax.serv]et.http.HttpServ]et.service(Httherv]et.'ava:7l7)
org.jboss.web.tomcat.filters.ReplyHeaderFi ter.doFi%ter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>root cause</b> <pre>java.net.URISyntaxException: Illegal character
in query at index 82: http: //nc1as g834-v.nci.nih.gov:29080/ncia/xmlhttp/ice-
static/editor/Tang/en.js?t=\"
java.net.URI$Parser.fail(URI.java:2810)
java.net.URI$Parser.checkChars(URI.java:2983)
java.net.URI$Parser.parseHierarchical (URI.java:3073)
java.net.URI$Parser.parse(URI.java:3015)
java.net.URI.&It;init&gt; (URI.java:577)
java.net.URI.create(URI.java:839)
com.icesoft.faces.webapp.http.servlet.ServletRequestResponse$l.serviet
(SservletRequestResponse.java:103)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.detectEnvironment
(servletRequestResponse.java:303)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.&lt;init&gt;
(serviletRequestResponse.java:86)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdaptingServlet.java:51)
com.icesoft.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher.java:55)
com.icesoft.faces.webapp.http.servlet.MainServlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available 1in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html1>

Validation In Response:
e HTTP/1.0 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlihttp/ice-
static/editor/plugins/styles/styles/default.js

Total of 3 security issues in this URL
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[1 of 3] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/xmlhttp/ice-
static/editor/plugins/styles/styles/default.js

CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=62452]

Request/Response:

GET ;ncia/xm1http/ice—static/editor/p1ugins/sty]es/sty]es/defau1t.js?t=BlGG426
HTTP/1.1

Cookie: updates=m7EYDXHUM7JEArJOmHSCXQ:2; bconn=7QY60BGuhBbY8VhadR3yhw:1;
ice.lease=1347651315536; ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; newuser=Tlewisdl12;
JSESSIONID=1B1CDAE3D02BDA86E39A5EA3EL1E/4606

Accept: */*

Referer: https://imaging-qa.nci.nih.gov/ncia/editCollectionDesc.jsf
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

content-Length: 1365

Date: Mon, 17 Sep 2012 19:39:19 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X-Powered-By: ICEfaces

ETag: 2al54dca

Cache-Control: private

Cache-Control: max-age=2629743
Last-Modified: Fri, 07 Sep 2012 20:00:10 GMT
Content-Type: text/javascript

Connection: close

/:’:
Copyright (c) 2003-2011, CKSource - Frederico Knabben. A1l rights reserved.
E?r Ticensing, see LICENSE.html or http://ckeditor.com/Ticense

CKEDITOR.stylesSet.add('default', [{name:'Blue Title',element:'h3',styles:
{color:"'Blue'}}, {name: 'Red Title',element:"'h3',styles:{color:'Red'}}, {name: 'Marker:
Yellow',element: 'span',styles:{'background-color':'yellow'}}, {name: 'Marker:
Green',element:'span',styles:{"'background-color':'Lime'}},
{name:'Big"',element:'big'},{name:"'small’',element: 'small'},

{name: 'Typewriter',element: " 'tt'}, {name:'Computer Code',element:'code'},

{name: 'Keyboard Phrase',element: 'kbd'},{name:'Sample Text',element:'samp'},

{name: 'variable',element:'var'}, {name: 'Deleted Text',element:'del'},{name: 'Inserted
Text',element:'ins'},{name:'Cited work',element:'cite'},{name:"'Inline
Quotation',element:'q'},{name:'Language: RTL',element:'span',attributes:
{dir:'rt]'}},{name:'Lan?uage: LTR',element: 'span',attributes:{dir:"'1tr'}},
{name:'Image on Left',element:'img',attributes:{style:'padding: 5px; margin-right:
S5px',border:'2',align:"'left'}}, {name:'Image on Right',e1ement:'img',attributes:
{style: "'padding: S5px; margin-left: 5px',border:'2",align: " 'right'}},{name: 'Borderless
Table',element:'table',styles:{'border-style':"hidden', "background-
color':"#EGE6FA'}}, {name: 'Square Bulleted List',element:'ul’',styles:{'list-style-
type':'square'}}]);
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Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

20of 3 uery Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-
static/editor/plugins/styles/styles/default.js (Parameter: t)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=372793]

The following may require user attention:

GET /ncia/xmlhttp/ice-static/editor/plugins/styles/styles/default.js?t=B1GG4Z26 HTTP/1.1
Cookie: JSESSIONID=D5C63ECCBADA31256101B98FBB73A36E; newuser=lewisd|2;
ice.sessions=m7EYDXHuUM7JEArJOmHSCXQ#3;
updates=m7EYDXHuUM7JEArJOmHSCXQ:2; ice.lease=1347647607437; bconn=-
Accept: */*

Referer: https://imaging-qa.nci.nih.gov/ncia/editCollectionDesc.jsf

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

Content-Length: 1365

Date: Fri, 14 Sep 2012 18:33:27 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces

ETag: 2a154dca

Cache-Control: private

Cache-Control: max-age=2629743
Last-Modified: Fri, 07 Sep 2012 20:00:10 GMT
Content-Type: text/javascript

Connection: close

/*
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Copyright (c) 2003-2011, CKSource - Frederico Knabben. All rights reserved.
For licensing, see LICENSE.html or http://ckeditor.com/license
*/

CKEDITOR:.stylesSet.add('default’,[{name:'Blue Title',element:'h3',styles:{color:'Blue'}},
{name:'Red Title',element:'h3',styles:{color:'Red'}},{name:'Marker:
Yellow',element:'span’,styles:{'background-color':'Yellow'}},{name:'Marker:
Green',element:'span’,styles:{'background-color":'Lime'}},{name:'Big',element:'big'},
{name:'Small',element:'small'},{name: Typewriter',element:'tt'},{name:'Computer
Code',element:'code'},{name:'Keyboard Phrase',element:'kbd'},{name:'Sample
Text',element:'samp'},{name:'Variable',element:'var'},{name:'Deleted Text',element:'del'},
{name:'Inserted Text',element:'ins'},{name:'Cited Work',element:'cite'},{name:'Inline
Quotation',element:'q'},{name:'Language: RTL',element:'span’,attributes:{dir:"rtl'}},
{name:'Language: LTR',element:'span’,attributes:{dir:'ltr'}},{name:'Image on
Left',element:'img',attributes:{style:'padding: 5px; margin-right: 5px',border:'2',align:'left'}},
{name:'Image on Right',element:'img',attributes:{style:'padding: 5px; margin-left:
5px',border:'2',align:'right'}},{name:'Borderless Table',element:'table’,styles:{'border-
style":'hidden’,'background-color':'"#E6EG6FA"}},{name:'Square Bulleted
List',element:'ul',styles:{list-style-type':'square'}}]);

Validation In Response:
e Content-Length: 1365

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

[3 of 3] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-
static/editor/plugins/styles/styles/default.js (Parameter: t)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 3 [ID=372780]

The following changes were applied to the original request:
» Set parameter 't's value to '\"

Request/Response:

GET /ncia/xmlhttp/ice-static/editor/plugins/styles/styles/default.js?t=\"' HTTP/1.1
Cookie: updates=m7EYDXHuUM7JEArJOmHSCXQ:2; bconn=7QY6oBGuhBbY8VhadR3yhw:1;
ice.lease=1347651315536; ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; newuser=Tlewisdl12;
JSESSIONID=77F3BEC3D3188C0D5848C1C734919614

Accept: */*

Referer: https://imaging-ga.nci.nih.gov/ncia/editCollectionbesc.jsf
Accept-Language: en-us
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User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 500 Internal Server Error
content-Length: 3503

Date: Tue, 18 Sep 2012 14:37:46 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font- fam11y Tahoma Arial,sans-serif; color: white;background- color: #525D76; font-
size:16px;} H3 {font- fam11y Tahoma Ar1a1 sans-serif;color:white;background-
co]or:#525D76;f0nt—size:14px;} BODY {font—fami1y:Tahoma,Ar1a1,sans—
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>%ava Tang.RuntimeException: wrapped Exception:
java.lang.I1legalArgumentException
com.icesoft.faces.webapp.http.serviet.Mainservlet.service(MainServlet.java:241)
javax.servlet.http.HttpServlet.service(HttpServiet. %ava 717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>root cause</b> <pre>java.lang.I1legalArgumentException
java.net.URI.create(URI.java:841)
com.icesoft.faces.webapp.http.servlet.ServletRequestResponse$l.serviet
(serviletRequestResponse.java:103)
com.icesoft.faces.webapp.http.servlet.ServletRequestResponse.detectEnvironment
(SservletRequestResponse.java:303)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.&1t;init&gt;
(ServletRequestResponse.java:86)
com.icesoft.faces.webapp.http.serviet.BasicAdaptingServiet.service
(BasicAdaptin EServ1et java:51)
com.icesott.faces.webapp.http.servlet.PathDispatcher.service
(Pathpispatcher. #ava 55)
com.1cesoft.faces. webapp http.serviet.Mainservlet.service(MainServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServiet. %ava 717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>root cause</b> <pre>java.net.URISyntaxexception: I1legal character
in query at index 104: http://ncias-q834-v.nci.nih.gov:29080/ncia/xmlhttp/ice-
static/editor/plugins/styles/styles/default.js?t=\"
java.net.URI$Parser.fail(URI.java:2810)
java.net.URI$Parser.checkChars(URI.java:2983)
java.net.URI$Parser.parseHierarchical (URI.java:3073)
java.net.URI$Parser.parse(URI.java:3015)
java.net.URI.&It;init&gt; (URI.java:577)
java.net.URI. create(URI java:839)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse$l.serviet
(SservletRequestResponse.java:103)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.detectEnvironment
(serviletRequestResponse.java:303)
com.icesoft.faces.webapp.http.serviet.ServlietRequestResponse.&1t;init&gt;
(serviletRequestResponse.java:86)
com.icesoft.faces.webapp.http.serviet.BasicAdaptingServiet.service
(BasicAdaptingServlet.java:51)
com.icesoftt.faces.webapp.http.servlet.PathDispatcher.service
(PathDispatcher. gava 55)
com.icesoft.faces.webapp.http.servlet.MainServlet.service(MainsServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
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Validation In Response:
e HTTP/1.0 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550

Vulnerable URL: https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-static/editor/skins/v2/skin.js
Total of 3 security issues in this URL

[1 of 3] Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/xmlhttp/ice-static/editor/skins/v2/skin.js
CVE ID(s): N/A

CWE ID(s): 525

Remediation Tasks: Do not allow caching of SSL pages

Variant 1 of 1 [ID=62424]

Request/Response:

GET /ncia/xmlhttp/ice-static/editor/skins/v2/skin.js?t=B1GG4z6 HTTP/1.1

Cookie: updates=m7EYDXHuUM7JEArJOmHSCXQ:2; bconn=7QY6oBGuhBbY8VhadR3yhw:1;
ice.lease=1347651315536; 1ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; newuser=Tlewisdl12;
JSESSIONID=1B1CDAE3D02BDA86E39A5EA3E1E/4606

Accept: */*

Referer: https://imaging-ga.nci.nih.gov/ncia/editCollectionbesc.jsf
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

Content-Length: 902

Date: Mon, 17 Sep 2012 19:39:17 GMT

Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
X—Powered—Bg: ICEfaces

ETag: 8f845b6f

Cache-Control: private

Cache-Control: max-age=2629743
Last-Modified: Fri, 07 Sep 2012 20:00:10 GMT
content-Type: text/javascript

Connection: close
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/:':
Copyright (c) 2003-2011, cCKSource - Frederico Knabben. A1l rights reserved.
E?r Ticensing, see LICENSE.html or http://ckeditor.com/Ticense

CKEDITOR.skins.add('v2', (function(){return{editor:{css:['editor.css']},dialog:{css:
['dialog.css']},templates: {css:['templates.css']},margins:[0,14,18,14]1};3)0);
(function() {CKEDITOR.dialog?a() :CKEDITOR.on('dialogPluginReady',a);function a()
{CKEDITOR.dialog.on('resize',function(b){var
c=b.data,d=c.width,e=c.height,f=c.dialog,g=f.parts.contents;if(c.skin!l="v2")
return;g.setstyles({width:d+'px"',height:e+"'px"'});if(!CKEDITOR.env.ie)
return;setTimeout(function(){var h=f.parts.dialog.getchild([0,0,0]),i=h.getcChild
(0),j=1.getsize('width');e+=1.getChild(0) .getSize('height')+1l;var k=h.getcChild
(2);k.setsize('width',j);k=h.getchild(7);k.setSize('width',j-28);k=h.getchild
(4);k.setsize('height',e);k=h.getChild(5);k.setSize("'height',e);},100);1);};1DO;

Validation In Response:
N/A

Reasoning:
The application has responded with a response that indicates the page should be cached.

CWE ID:
525

20f 3 uery Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://imaging-qga.nci.nih.gov/ncia/xmlhttp/ice-static/editor/skins/v2/skin.js
(Parameter: t)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=372305]

The following may require user attention:

GET /ncia/xmlhttp/ice-static/editor/skins/v2/skin.js?t=B1GG4Z6 HTTP/1.1

Cookie: JSESSIONID=D5C63ECCBADA31256101B98FBB73A36E; newuser=lewisd|2;
ice.sessions=m7EYDXHuUM7JEArJOmHSCXQ#3;
updates=m7EYDXHuUM7JEArJOmHSCXQ:2; ice.lease=1347647607437; bconn=-
Accept: */*

Referer: https://imaging-ga.nci.nih.gov/ncia/editCollectionDesc.jsf

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-qa.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK
Content-Length: 902
Date: Fri, 14 Sep 2012 18:33:26 GMT
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Server: Apache-Coyote/1.1

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Powered-By: ICEfaces

ETag: 8f845b6f

Cache-Control: private

Cache-Control: max-age=2629743

Last-Modified: Fri, 07 Sep 2012 20:00:10 GMT
Content-Type: text/javascript

Connection: close

/*

Copyright (c) 2003-2011, CKSource - Frederico Knabben. All rights reserved.
For licensing, see LICENSE.html or http://ckeditor.com/license

*/

CKEDITOR:.skins.add('v2',(function(){return{editor:{css:['editor.css"]},dialog:{css:
['dialog.css']}, templates:{css:['templates.css']},margins:[0,14,18,14]};})());(function()
{CKEDITOR:.dialog?a():CKEDITOR.on('dialogPluginReady',a);function a()
{CKEDITOR.dialog.on('resize',function(b){var
c=b.data,d=c.width,e=c.height,f=c.dialog,g=f.parts.contents;if(c.skin!="v2')return;g.setStyles
({width:d+'px',height:e+'px'});if( CKEDITOR.env.ie)return;setTimeout(function(){var
h=f.parts.dialog.getChild([0,0,0]),i=h.getChild(0),j=i.getSize('width');e+=i.getChild(0).getSize
('height')+1;var k=h.getChild(2);k.setSize('width',j);k=h.getChild(7);k.setSize('width',j-
28);k=h.getChild(4);k.setSize('height',e);k=h.getChild(5);k.setSize(‘height',e);},100);});};D)();

Validation In Response:
e Content-Length: 902

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

[3 of 3] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: https://imaging-qa.nci.nih.gov/ncia/xmlhttp/ice-static/editor/skins/v2/skin.js
(Parameter: t)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 3 [ID=372292]

The following changes were applied to the original request:
» Set parameter 't's value to '\"

Request/Response:
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GET /ncia/xmlhttp/ice-static/editor/skins/v2/skin.js?t=\"' HTTP/1.1

Cookie: updates=m7EYDXHuUM7JEArJOmHSCXQ:2; bconn=7QY6oBGuhBbY8VhadR3yhw:1;
ice.lease=1347651315536; ice.sessions=gbNUHOQZmyBK4dKv7vb4FA#1; newuser=Tlewisdl12;
JSESSIONID=77F3BEC3D3188C0D5848C1C734919614

Accept: */*

Referer: https://imaging-qa.nci.nih.gov/ncia/editCollectionbesc.jsf
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: imaging-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 500 Internal Server Error
content-Length: 3486

Date: Tue, 18 Sep 2012 14:37:38 GMT
Server: Apache-Coyote/1.1
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font- fam11y Tahoma Arial,sans-serif; color: white;background- color: #525D76; font-
size:16px;} H3 {font- fam11y Tahoma Ar1a1 sans-serif;color:white;background-
co1or:#525D76 font-size:14px;} BODY {Font -family: Tahoma Arial,sans-
serif;co]or:b1ack;background—co1or:white;} B {font—fami1y:Tahoma,Ar1a1,sans—
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><hl1>HTTP Status 500 - </hl><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><p><b>exception</b>
<pre>java.lang.RuntimeException: wrapped Exception:
java.lang.ITlegalArgumentException
com.icesoft.faces.webapp.http.servlet.MainServlet.service(MainServlet.java:241)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>root cause</b> <pre>java.lang.ITlegalArgumentException
java.net.URI.create(URI.java:841)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse$l.servilet
(ServletRequestResponse.java:103)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.detectEnvironment
(serviletRequestResponse.java:303)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.&1t;init&gt;
(serviletRequestResponse.java:86)
com.icesoft.faces.webapp.http.serviet.BasicAdaptingServiet.service
(BasicAdaptin 35erv1et java:51)
com.icesoftt.faces.webapp.http.servlet.PathDispatcher.service
(PathbDispatcher. gava 55)
com.1cesoft.faces. webapp http.servlet.MainServlet.service(MainsServlet.java:205)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>root cause</b> <pre>java.net.URISyntaxException: Illegal character
in query at index 88: http://ncias-gq834-v.nci.nih.gov:29080/ncia/xmlhttp/ice-
static/editor/skins/v2/skin.js?t=\"
java.net.URI$Parser.fail(URI.java:2810)
java.net.URI$Parser.checkChars(URI.java:2983)
java.net.URI$Parser.parseHierarchical (URI.java:3073)
java.net.URI$Parser.parse(URI.java:3015)
java.net.URI.&It;init&gt; (URI.Java:577)
java.net.URI. create(URI java:839)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse$l.serviet
(serviletRequestResponse.java:103
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.detectEnvironment
(serviletRequestResponse.java:303)
com.icesoft.faces.webapp.http.serviet.ServletRequestResponse.&1t;init&gt;
(ServletRequestResponse.java:86)
com.icesoft.faces.webapp.http.servlet.BasicAdaptingServiet.service
(BasicAdaptingsServlet.java:51)
com.icesoftt.faces.webapp.http.servlet.PathDispatcher.service
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</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
e HTTP/1.0 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550
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Remediation Tasks

URL Remediation Tasks Addressed Security Issues

https://imaging-ga.nci.nih.gov/ncia/ (1)

Add the 'Secure' attribute to all sensitive Missing Secure Attribute in Encrypted
cookies (Low) Session (SSL) Cookie
Cookie: JSSESSIONID

https://imaging-qa.nci.nih.gov/ncia/accountSupport.jsf (3)

Add the 'Secure' attribute to all sensitive Missing Secure Attribute in Encrypted
cookies (Low) Session (SSL) Cookie
Cookie: ice.sessions

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found
Remove e-mail addresses from the website Email Address Pattern Found
(Low)

https://imaging-qa.nci.nih.gov/ncia/accrualReport.jsf (2)

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found
Remove e-mail addresses from the website Email Address Pattern Found
(Low)

https://imaging-qa.nci.nih.gov/ncia/connectionLost.jsp (1)

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found

https:/imaging-qa.nci.nih.gov/ncia/createCustomList.jsf (2)

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found
Remove e-mail addresses from the website Email Address Pattern Found
(Low)

https://imaging-qa.nci.nih.gov/ncia/dataBasketDisplay.jsf (2)

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found
Remove e-mail addresses from the website Email Address Pattern Found
(Low)

10/1/2012 2:46:28 PM 107/297



https:/limaging-qa.nci.nih.gov/ncia/editCollectionDesc.jsf (2)

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)

Cacheable SSL Page Found

Email Address Pattern Found

https://imaging-qa.nci.nih.gov/ncia/editCustomList.jsf (3)

Add the 'Secure' attribute to all sensitive
cookies (Low)

Cookie: ice.lease

Cookie: ice.sessions

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)

https:/limaging-qa.nci.nih.gov/ncia/home.jsf (2)

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)

Missing Secure Attribute in Encrypted
Session (SSL) Cookie

Cacheable SSL Page Found

Email Address Pattern Found

Cacheable SSL Page Found

Email Address Pattern Found

https://imaging-qa.nci.nih.gov/ncialimageViewers.jsf (3)

Add the 'Secure' attribute to all sensitive
cookies (Low)
Cookie: bconn

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)

https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf (3)

Add the 'Secure' attribute to all sensitive
cookies (Low)

Cookie: bconn

Cookie: ice.lease

Cookie: ice.sessions

Cookie: updates

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)
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Missing Secure Attribute in Encrypted
Session (SSL) Cookie

Cacheable SSL Page Found

Email Address Pattern Found

Missing Secure Attribute in Encrypted
Session (SSL) Cookie

Cacheable SSL Page Found

Email Address Pattern Found
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https://imaging-qa.nci.nih.gov/ncia/login.jsf (3)

Add the 'Secure' attribute to all sensitive
cookies (Low)

Cookie: ice.lease

Cookie: ice.sessions

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)

Missing Secure Attribute in Encrypted

Session (SSL) Cookie

Cacheable SSL Page Found

Email Address Pattern Found

https://imaging-ga.nci.nih.gov/ncialregisterMain.jsf (2)

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)

Cacheable SSL Page Found

Email Address Pattern Found

https:/limaging-qa.nci.nih.gov/ncia/searchCustomList.jsf (2)

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)

Cacheable SSL Page Found

Email Address Pattern Found

https://imaging-qa.nci.nih.gov/ncia/submissionReports.jsf (3)

Add the 'Secure' attribute to all sensitive
cookies (Low)
Cookie: ice.sessions

Do not allow caching of SSL pages (Low)

Remove e-mail addresses from the website
(Low)

https://imaging-ga.nci.nih.gov/ncia/uploadHtml (2)

Restrict user capabilities and permissions
during the file upload process (Low)
Parameter: upload

Verify that parameter values are in their
expected ranges and types. Do not output
debugging error messages and exceptions
(Low)

Parameter: ice.view
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Missing Secure Attribute in Encrypted

Session (SSL) Cookie

Cacheable SSL Page Found

Email Address Pattern Found

Potential File Upload

Application Error
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https:/limaging-qa.nci.nih.gov/ncia/block/send-receive-updates (1)

Do not accept externally created session Session Identifier Not Updated
identifiers (Medium)

https://imaging-qa.nci.nih.gov/ncialjs/overlib.js (1)

Remove e-mail addresses from the website Email Address Pattern Found
(Low)

https:/limaging-qa.nci.nih.gov/ncia/xmlhttp/blank (1)

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found
https://imaging-
ga.nci.nih.gov/ncia/lHTML/help/wwhelp/wwhimpl/common/scripts/browser.js (1)

Remove business and security logic from the Client-Side (JavaScript) Cookie References
client side (Low)

https://imaging-qa.nci.nih.gov/ncia/xmlhttp/1347048239008/icefaces-d2d.js (1)

Remove business and security logic from the Client-Side (JavaScript) Cookie References
client side (Low)

https://imaging-qa.nci.nih.gov/ncia/xmlhttp/ice-static/editor/lang/en.js (3)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)
Parameter: t

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found

Verify that parameter values are in their Application Error
expected ranges and types. Do not output
debugging error messages and exceptions
(Low)
Parameter: t

https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-
static/editor/plugins/styles/styles/default.js (3)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)
Parameter: t

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found

Verify that parameter values are in their
expected ranges and types. Do not output
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Application Error

debugging error messages and exceptions
(Low)
Parameter: t

https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-static/editor/skins/v2/skin.js (3)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)
Parameter: t

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found

Verify that parameter values are in their Application Error
expected ranges and types. Do not output
debugging error messages and exceptions
(Low)
Parameter: t
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Application Data

Script Parameters

URL Name Type

Value

https://imaging-qa.nci.nih.gov/ncia/uploadHtml

ice.component Hidden
ice.view Hidden
upload File Name

MAINbody:customSeriesListForm:uploadFil
eView:inputFileComponent

14

1.3.6.1.4.1.9328.50.55.1807142042716415
832367065090914 16249589,
1.3.6.1.4.1.9328.50.55.2423903672210424
34295873269014252576031,
1.3.6.1.4.1.9328.50.55.1348856470621917
923869394 13835254228473,
1.3.6.1.4.1.9328.50.55.4913160798209638
2863394552422563546168,
1.3.6.1.4.1.9328.50.55.6079227118625978
7477002877243293246975,
1.3.6.1.4.1.9328.50.55.6864028572980224
2361680526200162555070,
1.3.6.1.4.1.9328.50.55.1412712674254079
92344795012138456255295,
1.3.6.1.4.1.9328.50.55.3089801799240566
3959446486829482...

https://imaging-ga.nci.nih.gov/ncia/lHTML/leavingNCl.html

http://www.rsna.org/ Simple Link

http://rsb.info.nih.gov/ij/ Simple Link

http://fusionviewer.sour Simple Link
ceforge.net/index.html
http://www.osirix-
viewer.com/
http://www.clearcanvas Simple Link
.ca/dnn/Creations/PAC
SWorkstation/tabid/64/

Default.aspx

Simple Link

https://imaging-qa.nci.nih.gov/ncia/block/dispose-views

m7EYDXHUM7JEArJO Simple Link

mHSCXQ
rand Simple Link
rand Simple Link

rand Simple Link
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0.31517889154527156

0.08593500143861865

0.6576476383845324
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URL

Name

Type

Value

m7EYDXHuUM7JEArJO Simple Link

mHSCXQ
rand

Simple Link

https://imaging-qa.nci.nih.gov/ncia/block/ping

ice.session
ice.view

rand

Simple Link
Simple Link
Simple Link

17
0.19775323274033601

m7EYDXHuUM7JEArJOmHSCXQ

5
0.22581030874511615

https://imaging-qa.nci.nih.gov/ncia/block/receive-updated-views

ice.session

rand

Simple Link
Simple Link

m7EYDXHuUM7JEArJOmHSCXQ
0.2063313934625513

https://imaging-qa.nci.nih.gov/ncia/block/receive-updates

ice.session
ice.view

rand

ice.session
ice.view

rand

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

m7EYDXHUM7JEArJOmHSCXQ

,
0.07552863162641626

Mhbs6bsYc17Dw_jOwkP2NA

2
0.831163508192806

https://imaging-ga.nci.nih.gov/ncia/block/send-receive-updates
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ice.submit.partial

ice.event.target
ice.event.captured

ice.event.type

ice.event.alt

ice.event.ctrl

ice.event.shift

ice.event.meta

ice.event.x
ice.event.y

ice.event.left

Simple Link
Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

false

MAINbody:sideBarViewAsGuest:loginForm
GuestEnabled:loginToggleLink

MAINbody:sideBarViewAsGuest:loginForm
GuestEnabled:loginToggleLink

onclick
false
false
false
undefined
705

370

false
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URL Name Type Value

ice.event.right Simple Link false

MAINbody:sideBarVie Simple Link MAINbody:sideBarViewAsGuest:loginForm

wAsGuest:loginFormG GuestEnabled

uestEnabled

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 1

?vax.faces.RenderKitl Simple Link ICEfacesRenderKit

MAINbody:sideBarVie Simple Link MAINbody:sideBarViewAsGuest:loginForm

wAsGuest:loginFormG GuestEnabled:loginToggleLink

uestEnabled:_idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 1

ice focus Simple Link MAINbody:sideBarViewAsGuest:loginForm
GuestEnabled:loginToggleLink

rand Simple Link 0.2542053927498361

ice.submit.partial Simple Link false

ice.event.target Simple Link MAINbody:sideBarViewAsGuest:loginForm
GuestEnabled:loginGuestEnabled:loginButt
on

ice.event.captured Simple Link MAINbody:sideBarViewAsGuest:loginForm
GuestEnabled:loginGuestEnabled:loginButt
on

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 762

ice.event.y Simple Link 406

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:sideBarVie Simple Link Login
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wAsGuest:loginFormG
uestEnabled:loginGues
tEnabled:loginButton1
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URL

Name Type

Value

10/1/2012 2:46:29 PM

MAINbody:sideBarVie
wAsGuest:loginFormG
uestEnabled

Simple Link
icefacesCssUpdates Simple Link
javax.faces.ViewState  Simple Link

javax.faces.RenderKitl - gimple Link
d

MAINbody:sideBarVie Simple Link
wAsGuest:loginFormG
uestEnabled:loginGues
tEnabled:uName1
MAINbody:sideBarVie Simple Link
wAsGuest:loginFormG
uestEnabled:loginGues
tEnabled:pass1
MAINbody:sideBarVie Simple Link
wAsGuest:loginFormG
uestEnabled:_idcl

ice.session Simple Link
ice.view Simple Link
ice.focus Simple Link
rand Simple Link
ice.submit.partial Simple Link
ice.event.target Simple Link
ice.event.captured Simple Link
ice.event.type Simple Link
ice.event.alt Simple Link
ice.event.ctrl Simple Link
ice.event.shift Simple Link
ice.event.meta Simple Link
ice.event.x Simple Link
ice.event.y Simple Link
ice.event.left Simple Link
ice.event.right Simple Link

SUBmenu:sideMenuFo  gjmple Link

rm

MAINbody:sideBarViewAsGuest:loginForm
GuestEnabled

y
ICEfacesRenderKit

cbiitappscan

In33dab33r!

m7EYDXHuUM7JEArJOmHSCXQ

1

MAINbody:sideBarViewAsGuest:loginForm
GuestEnabled:loginGuestEnabled:pass1

0.20218390647790002

false
SUBmenu:sideMenuForm:loginView:j_id61
SUBmenu:sideMenuForm:loginView:j_id61
onclick

false

false

false

undefined

54

173

false

false

SUBmenu:sideMenuForm
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URL Name Type Value
icefacesCssUpdates Simple Link
javax.faces.ViewState  Simple Link 10
Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit
rSnl]J:Biggnu:sideMenuFo Simple Link SUBmenu:sideMenuForm:loginView:j_id61
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 3
ice.focus Simple Link SUBmenu:sideMenuForm:loginView:j_id61
rand Simple Link 0.07974907687234706
ice.submit.partial Simple Link false
ice.event.target Simple Link r1n5ainMenuForm:simpIeSearchSubview:j_id2
ice.event.captured Simple Link r1n5ainMenuForm:simpIeSearchSubview:j_idZ
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 245
ice.event.y Simple Link 106
ice.event.left Simple Link false
ice.event.right Simple Link false
mainMenuForm Simple Link mainMenuForm
icefacesCssUpdates Simple Link
javax.faces.ViewState  Simple Link 19
?vax.faces.RenderKitl Simple Link ICEfacesRenderKit
mainMenuForm:_idcl  Simple Link TsainMenuForm:simpIeSearchSubview:j_id2
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 5
ice.focus Simple Link mainMenuForm:simpleSearchSubview:j_id2

15
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URL Name Type Value

rand Simple Link 0.34750148023318883

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:searchForm:remqthodes:remot
eNodesCheckboxesTable:1:j_id297

ice.event.captured Simple Link MAINbody:searchForm:remqthodes:remot
eNodesCheckboxesTable:1:j_id297

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 289

ice.event.y Simple Link 368

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link MAINbody:searchForm

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

?vax.faces.RenderKitl Simple Link ICEfacesRenderKit

MAINbody:searchForm Simple Link

:editQueryMessage

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:1:j_id297

MAINbody:searchForm - gimpje Link any

:andSearchModalityCh

eck

MAINbody:searchForm Simple Link Enhanced

:contrastSelector

MAINbody:searchForm Simple Link >

:cmpleft

MAINbody:searchForm Simple Link 0 mm

:valLeft

MAINbody:searchForm - gimpje Link <=

:cmpRight

MAINbody:searchForm Simple Link 5 mm

:imgThick
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URL Name Type Value

MAINbody:searchForm Simple Link needed

:imgValid

MAINbody:searchForm Simple Link

:fromDate

MAINbody:searchForm Simple Link

:toDate

MAINDbody:searchForm - gimpje Link

:dateValid

MAINbody:searchForm - gjmpje Link Return Only Annotated Series

:annotationSelector

MAINbody:searchForm Simple Link

:patientinput

MAINbody:searchForm Simple Link 10

:resultsPerPage

MAINDbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:toDatesp

MAINDbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:fromDatesp

MAINbody:searchForm Simple Link

._idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice focus Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:1:j_id297

rand Simple Link 0.934299130927434

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:1:j_id297

ice.event.captured Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:1:j_id297

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 291

ice.event.y Simple Link 368

ice.event.left Simple Link false
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URL Name

Type

Value

ice.event.right
MAINbody:searchForm
icefacesCssUpdates

javax.faces.ViewState

javax.faces.RenderKitl
d
MAINbody:searchForm
:editQueryMessage
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmplLeft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
:imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate
MAINbody:searchForm
:dateValid
MAINbody:searchForm
:annotationSelector
MAINbody:searchForm
:patientinput
MAINbody:searchForm
:resultsPerPage
MAINbody:searchForm
:_idMAINbody:searchF
orm:toDatesp
MAINbody:searchForm
:_idMAINbody:searchF
orm:fromDatesp
MAINbody:searchForm
._idcl

ice.session

ice.view
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Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link

false

5
ICEfacesRenderKit

any

Enhanced

5 mm

needed

Return Only Annotated Series

10

m7EYDXHUM7JEArJOmHSCXQ
5
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URL Name Type Value

ice focus Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:1:j_id297

rand Simple Link 0.8521396978590723

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:searchForm:remqthodes:remot
eNodesCheckboxesTable:2:j_id297

ice.event.captured Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:2:j_id297

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 295

ice.event.y Simple Link 392

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

MAINbody:searchForm Simple Link

:editQueryMessage

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:2:j_id297

MAINbody:searchForm - gimpje Link any

:andSearchModalityCh

eck

MAINbody:searchForm Simple Link Enhanced

:contrastSelector

MAINbody:searchForm Simple Link >

:cmpleft

MAINbody:searchForm - gimpje Link 0 mm

:valLeft

MAINbody:searchForm Simple Link <=

:cmpRight
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URL Name Type Value

MAINbody:searchForm - gimpje Link 5 mm

:imgThick

MAINbody:searchForm Simple Link needed

:imgValid

MAINbody:searchForm Simple Link

:fromDate

MAINbody:searchForm - gimpje Link

:toDate

MAINbody:searchForm Simple Link

:dateValid

MAINbody:searchForm - gimpje Link Return Only Annotated Series

:annotationSelector

MAINbody:searchForm Simple Link

:patientinput

MAINbody:searchForm - gimpje Link 10

‘resultsPerPage

MAINDbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:toDatesp

MAINbody:searchForm Simple Link

:_idMAINbody:searchF

orm:fromDatesp

MAINbody:searchForm Simple Link

._idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:searchForm:remqthodes:remot
eNodesCheckboxesTable:2:j_id297

rand Simple Link 0.5165568549266912

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:4:j_id297

ice.event.captured Simple Link MAINbody:searchForm:remqthodes:remot
eNodesCheckboxesTable:4:j_id297

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 297

ice.event.y Simple Link 405
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URL

Name

Type

Value
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ice.event.left
ice.event.right
MAINbody:searchForm
icefacesCssUpdates

javax.faces.ViewState

javax.faces.RenderKitl
d
MAINbody:searchForm
:editQueryMessage
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:2:j_id297
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:4:j_id297
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmplLeft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
:imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate
MAINbody:searchForm
:dateValid
MAINbody:searchForm
:annotationSelector
MAINbody:searchForm
:patientinput
MAINbody:searchForm
:resultsPerPage

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

false

false

5
ICEfacesRenderKit

on

on

any

Enhanced

5mm

needed

Return Only Annotated Series

10

122/297



URL Name Type Value

MAINDbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:toDatesp

MAINbody:searchForm Simple Link

:_idMAINbody:searchF

orm:fromDatesp

MAINbody:searchForm Simple Link

._idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:4:j_id297

rand Simple Link 0.9460251070939842

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:5:j_id297

ice.event.captured Simple Link MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:5:j_id297

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 297

ice.event.y Simple Link 424

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState  Simple Link 5

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

MAINbody:searchForm - gimpje Link

:editQueryMessage

MAINbody:searchForm Simple Link on

10/1/2012 2:46:29 PM

:remoteNodes:remote
NodesCheckboxesTabl

e:2:j_id297

123/297



URL

Name

Type

Value

10/1/2012 2:46:29 PM

MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:4:j_id297
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:5:j_id297
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmplLeft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
:imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate
MAINbody:searchForm
:dateValid
MAINbody:searchForm
:annotationSelector
MAINbody:searchForm
:patientinput
MAINbody:searchForm
:resultsPerPage
MAINbody:searchForm
:_idMAINbody:searchF
orm:toDatesp
MAINbody:searchForm
:_idMAINbody:searchF
orm:fromDatesp
MAINbody:searchForm
._idcl

ice.session

ice.view

ice.focus

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link

on

on

any

Enhanced

5 mm

needed

Return Only Annotated Series

10

m7EYDXHUM7JEArJOmHSCXQ

5

MAINbody:searchForm:remoteNodes:remot
eNodesCheckboxesTable:5:j_id297

124/297



URL Name Type Value

rand Simple Link 0.014393425006223037

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:sear_chForm:coIIectionSearch_C.rit
eriaRow:collectionsCheckboxesTable:0:j_id
339

ice.event.captured Simple Link MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:0:j_id
339

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 285

ice.event.y Simple Link 542

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

J'j'vax-faces-RendEFKi“ Simple Link ICEfacesRenderKit

MAINbody:searchForm Simple Link

:editQueryMessage

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:2:j_id297

MAINbody:searchForm - gimpje Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:4:j_id297

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:5:j_id297

MAINbody:searchForm Simple Link on

10/1/2012 2:46:29 PM

:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:0:j_id339

125/297



URL

Name

Type

Value

10/1/2012 2:46:29 PM

MAINbody:searchForm
:andSearchModalityCh
eck

MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmpleft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
;imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate

MAINbody:searchForm
:dateValid

MAINbody:searchForm
:annotationSelector

MAINbody:searchForm
:patientinput
MAINbody:searchForm
‘resultsPerPage

MAINbody:searchForm
:_idMAINbody:searchF
orm:toDatesp

MAINbody:searchForm
:_idMAINbody:searchF
orm:fromDatesp

MAINbody:searchForm
_idcl
ice.session

ice.view

ice.focus

rand

ice.submit.partial

ice.event.target

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link

Simple Link

Simple Link
Simple Link

any

Enhanced

5mm

needed

Return Only Annotated Series

10

m7EYDXHuUM7JEArJOmHSCXQ

5

MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:0:j_id
339

0.9068910100275637

true

MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:1:j_id
339

126/297



URL Name Type Value

ice.event.captured Simple Link MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:1:j_id
339

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 288

ice.event.y Simple Link 569

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

MAINbody:searchForm Simple Link

:editQueryMessage

MAINbody:searchForm - gimpje Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:2:j_id297

MAINbody:searchForm - gimpje Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:4:j_id297

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:5:j_id297

MAINbody:searchForm Simple Link on

:collectionSearchCriteri

aRow:collectionsCheck

boxesTable:0:j_id339

MAINbody:searchForm Simple Link on

:collectionSearchCriteri

aRow:collectionsCheck

boxesTable:1:j_id339

MAINbody:searchForm - gimpje Link any

10/1/2012 2:46:29 PM

:andSearchModalityCh
eck

127/297



URL Name Type Value

MAINbody:searchForm Simple Link Enhanced

:contrastSelector

MAINbody:searchForm Simple Link >

:cmpleft

MAINbody:searchForm Simple Link 0 mm

:valLeft

MAINbody:searchForm Simple Link <=

:cmpRight

MAINbody:searchForm Simple Link 5 mm

:imgThick

MAINbody:searchForm Simple Link needed

;imgValid

MAINbody:searchForm Simple Link

:fromDate

MAINbody:searchForm - gimpje Link

:toDate

MAINDbody:searchForm - gimpje Link

:dateValid

MAINbody:searchForm - gimpje Link Return Only Annotated Series

:annotationSelector

MAINbody:searchForm Simple Link

:patientinput

MAINbody:searchForm - gimpje Link 10

‘resultsPerPage

MAINbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:toDatesp

MAINbody:searchForm Simple Link

:_idMAINbody:searchF

orm:fromDatesp

MAINbody:searchForm Simple Link

._idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:sear_chForm:coIIectionSearch_C.rit
eriaRow:collectionsCheckboxesTable:1:j_id
339

rand Simple Link 0.7548153766572381

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:2:j_id
339

ice.event.captured Simple Link MAINbody:searchForm:collectionSearchCrit

10/1/2012 2:46:29 PM

eriaRow:collectionsCheckboxesTable:2:j_id
339

128/297



URL Name Type Value
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 286
ice.event.y Simple Link 591
ice.event.left Simple Link false
ice.event.right Simple Link false
MAINbody:searchForm Simple Link
icefacesCssUpdates Simple Link
javax.faces.ViewState = Simple Link 5
?vax.faces.RenderKitl Simple Link ICEfacesRenderKit
MAINbody:searchForm Simple Link
:editQueryMessage
MAINbody:searchForm Simple Link on
:remoteNodes:remote
NodesCheckboxesTabl
e:2:j_id297
MAINbody:searchForm - gimpje Link on
:remoteNodes:remote
NodesCheckboxesTabl
e:4:j_id297
MAINbody:searchForm - gimpje Link on
:remoteNodes:remote
NodesCheckboxesTabl
e:5:j_id297
MAINbody:searchForm Simple Link on
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:0:j_id339
MAINbody:searchForm Simple Link on
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:1:j_id339
MAINbody:searchForm - gimpje Link on

10/1/2012 2:46:29 PM

:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:2:j_id339

129/297



URL

Name

Type

Value

10/1/2012 2:46:29 PM

MAINbody:searchForm
:andSearchModalityCh
eck

MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmpleft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
;imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate

MAINbody:searchForm
:dateValid

MAINbody:searchForm
:annotationSelector

MAINbody:searchForm
:patientinput
MAINbody:searchForm
‘resultsPerPage

MAINbody:searchForm
:_idMAINbody:searchF
orm:toDatesp

MAINbody:searchForm
:_idMAINbody:searchF
orm:fromDatesp

MAINbody:searchForm
_idcl
ice.session

ice.view

ice.focus

rand

ice.submit.partial

ice.event.target

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link

Simple Link

Simple Link
Simple Link

any

Enhanced

5mm

needed

Return Only Annotated Series

10

m7EYDXHuUM7JEArJOmHSCXQ

5

MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:2:j_id
339

0.8086993601074823

true

MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:3:j_id
339

130/297



URL Name Type Value

ice.event.captured Simple Link MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:3:j_id
339

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 290

ice.event.y Simple Link 616

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

MAINbody:searchForm Simple Link

:editQueryMessage

MAINbody:searchForm - gimpje Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:2:j_id297

MAINbody:searchForm - gimpje Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:4:j_id297

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:5:j_id297

MAINbody:searchForm Simple Link on

:collectionSearchCriteri

aRow:collectionsCheck

boxesTable:0:j_id339

MAINbody:searchForm Simple Link on

10/1/2012 2:46:29 PM

:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:1:j_id339

131/297



URL

Name

Type

Value

10/1/2012 2:46:29 PM

MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:2:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:3:j_id339
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmplLeft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
:imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate
MAINbody:searchForm
:dateValid
MAINbody:searchForm
:annotationSelector
MAINbody:searchForm
:patientinput
MAINbody:searchForm
:resultsPerPage
MAINbody:searchForm
:_idMAINbody:searchF
orm:toDatesp
MAINbody:searchForm
:_idMAINbody:searchF
orm:fromDatesp
MAINbody:searchForm
._idcl

ice.session

ice.view

ice.focus

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link

on

on

any

Enhanced

5 mm

needed

Return Only Annotated Series

10

m7EYDXHUM7JEArJOmHSCXQ

5

MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:3:j_id
339

132/297



URL Name Type Value

rand Simple Link 0.7112652779658074

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:sear_chForm:coIIectionSearch_C.rit
eriaRow:collectionsCheckboxesTable:4:j_id
339

ice.event.captured Simple Link MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:4:j_id
339

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 290

ice.event.y Simple Link 630

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

J'j'vax-faces-RendEFKi“ Simple Link ICEfacesRenderKit

MAINbody:searchForm Simple Link

:editQueryMessage

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:2:j_id297

MAINbody:searchForm - gimpje Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:4:j_id297

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:5:j_id297

MAINbody:searchForm Simple Link on

10/1/2012 2:46:29 PM

:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:0:j_id339

133/297



URL

Name

Type

Value

10/1/2012 2:46:29 PM

MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:1:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:2:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:3:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:4:j_id339
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmpleft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
:imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate
MAINbody:searchForm
:dateValid
MAINbody:searchForm
:annotationSelector
MAINbody:searchForm
:patientinput
MAINbody:searchForm
‘resultsPerPage
MAINbody:searchForm
:_idMAINbody:searchF
orm:toDatesp
MAINbody:searchForm
:_idMAINbody:searchF
orm:fromDatesp

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

on

on

on

on

any

Enhanced

5mm

needed

Return Only Annotated Series

10

134/297



URL Name Type Value

MAINbody:searchForm - gimpje Link

_idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:searchForm:collectionSearchCrit
eriaRow:collectionsCheckboxesTable:4:j_id
339

rand Simple Link 0.6140038217303395

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:searchForm:modalityCheckboxe
sTable:0:j_id370

ice.event.captured Simple Link MAINbody:searchForm:modalityCheckboxe
sTable:0:j_id370

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 286

ice.event.y Simple Link 687

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

?vax.faces.RenderKitl Simple Link ICEfacesRenderKit

MAINbody:searchForm Simple Link

:editQueryMessage

MAINbody:searchForm Simple Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:2:j_id297

MAINbody:searchForm - gimpje Link on

:remoteNodes:remote

NodesCheckboxesTabl

e:4:j_id297

10/1/2012 2:46:29 PM

135/297



URL

Name

Type

Value

10/1/2012 2:46:29 PM

MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:5:j_id297
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:0:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:1:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:2:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:3:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:4:j_id339
MAINbody:searchForm
:modalityCheckboxesT
able:0:j_id370
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmpleft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
:imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate
MAINbody:searchForm
:dateValid

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

on

on

on

on

on

on

on

any

Enhanced

5 mm

needed

136/297



URL Name Type Value

MAINbody:searchForm - gjmple Link Return Only Annotated Series

:annotationSelector

MAINbody:searchForm Simple Link

:patientinput

MAINbody:searchForm Simple Link 10

:resultsPerPage

MAINDbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:toDatesp

MAINbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:fromDatesp

MAINbody:searchForm Simple Link

._idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:searchForm:modalityCheckboxe
sTable:0:j_id370

rand Simple Link 0.10042684036160265

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:searchForm:modalityCheckboxe
sTable:1:j_id370

ice.event.captured Simple Link MAINbody:searchForm:modalityCheckboxe
sTable:1:j_id370

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 287

ice.event.y Simple Link 716

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

javax.faces.RenderKitl - gimple Link ICEfacesRenderKit

10/1/2012 2:46:29 PM

d

137/297



URL

Name

Type

Value

10/1/2012 2:46:29 PM

MAINbody:searchForm
:editQueryMessage
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:2:j_id297
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:4:j_id297
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:5:j_id297
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:0:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:1:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:2:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:3:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:4:j_id339
MAINbody:searchForm
:modalityCheckboxesT
able:0:j_id370
MAINbody:searchForm
:modalityCheckboxesT
able:1:j_id370
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmpleft
MAINbody:searchForm
:vallLeft

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link

Simple Link

on

on

on

on

on

on

on

on

on

on

any

Enhanced

>

0mm

138/297



URL Name Type Value

MAINDbody:searchForm - gimpje Link <=

:cmpRight

MAINbody:searchForm Simple Link 5 mm

;imgThick

MAINbody:searchForm Simple Link needed

:imgValid

MAINbody:searchForm - gimpje Link

:fromDate

MAINbody:searchForm Simple Link

:toDate

MAINbody:searchForm Simple Link

:dateValid

MAINbody:searchForm - gimpje Link Return Only Annotated Series

:annotationSelector

MAINbody:searchForm - gimpje Link

:patientinput

MAINbody:searchForm Simple Link 10

‘resultsPerPage

MAINbody:searchForm Simple Link

:_idMAINbody:searchF

orm:toDatesp

MAINbody:searchForm Simple Link

:_idMAINbody:searchF

orm:fromDatesp

MAINbody:searchForm Simple Link

_idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:§earchForm:modalityCheckboxe
sTable:1:j_id370

rand Simple Link 0.8312259649759227

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:§earchForm:modalityCheckboxe
sTable:2:j_id370

ice.event.captured Simple Link MAINbody:§earchForm:modalityCheckboxe
sTable:2:j_id370

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 288

10/1/2012 2:46:29 PM
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URL

Name

Type

Value

10/1/2012 2:46:30 PM

ice.event.y
ice.event.left
ice.event.right
MAINbody:searchForm
icefacesCssUpdates

javax.faces.ViewState

javax.faces.RenderKitl
d
MAINbody:searchForm
:editQueryMessage
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:2:j_id297
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:4:j_id297
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:5:j_id297
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:0:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:1:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:2:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:3:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:4:j_id339
MAINbody:searchForm
:modalityCheckboxesT
able:0:j_id370

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

726
false

false

5
ICEfacesRenderKit

on

on

on

on

on

on

on

on

on
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URL

Name

Type

Value

10/1/2012 2:46:30 PM

MAINbody:searchForm
:modalityCheckboxesT
able:1:j_id370
MAINbody:searchForm
:modalityCheckboxesT
able:2:j_id370
MAINbody:searchForm
:andSearchModalityCh
eck

MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmplLeft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
:imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate
MAINbody:searchForm
:dateValid
MAINbody:searchForm
:annotationSelector
MAINbody:searchForm
:patientlnput
MAINbody:searchForm
:resultsPerPage
MAINbody:searchForm
:_idMAINbody:searchF
orm:toDatesp
MAINbody:searchForm
:_idMAINbody:searchF
orm:fromDatesp
MAINbody:searchForm
._idcl

ice.session

ice.view

ice.focus

rand

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link

Simple Link

on

on

any

Enhanced

5 mm

needed

Return Only Annotated Series

10

m7EYDXHUM7JEArJOmHSCXQ

5

MAINbody:searchForm:modalityCheckboxe

sTable:2:j_id370
0.09863704019054148
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URL Name Type Value
ice.submit.partial Simple Link true
ice.event.target Simple Link MAINbody:§earchForm:modalityCheckboxe

sTable:3:j_id370
ice.event.captured Simple Link MAINbody:§earchForm:modalityCheckboxe
sTable:3:j_id370
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 287
ice.event.y Simple Link 749
ice.event.left Simple Link false
ice.event.right Simple Link false
MAINbody:searchForm Simple Link
icefacesCssUpdates Simple Link
javax.faces.ViewState  Simple Link 5
j(;’:lvax.faces.RenderKitl Simple Link ICEfacesRenderKit
MAINbody:searchForm - gimpje Link
:editQueryMessage
MAINbody:searchForm Simple Link on
:remoteNodes:remote
NodesCheckboxesTabl
e:2:j_id297
MAINbody:searchForm Simple Link on
:remoteNodes:remote
NodesCheckboxesTabl
e:4:j_id297
MAINbody:searchForm - gimpje Link on
:remoteNodes:remote
NodesCheckboxesTabl
e:5:j_id297
MAINbody:searchForm Simple Link on
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:0:j_id339
MAINbody:searchForm Simple Link on

10/1/2012 2:46:30 PM

:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:1:j_id339
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URL

Name

Type

Value

10/1/2012 2:46:30 PM

MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:2:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:3:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:4:j_id339
MAINbody:searchForm
:modalityCheckboxesT
able:0:j_id370
MAINbody:searchForm
:modalityCheckboxesT
able:1:j_id370
MAINbody:searchForm
:modalityCheckboxesT
able:2:j_id370
MAINbody:searchForm
:modalityCheckboxesT
able:3:j_id370
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector
MAINbody:searchForm
:cmpleft
MAINbody:searchForm
:valLeft
MAINbody:searchForm
:cmpRight
MAINbody:searchForm
:imgThick
MAINbody:searchForm
;imgValid
MAINbody:searchForm
:fromDate
MAINbody:searchForm
:toDate
MAINbody:searchForm
:dateValid
MAINbody:searchForm
:annotationSelector
MAINbody:searchForm
:patientinput

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

on

on

on

on

on

on

on

any

Enhanced

5 mm

needed

Return Only Annotated Series
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URL Name Type Value

MAINbody:searchForm - gimpje Link 10

‘resultsPerPage

MAINbody:searchForm Simple Link

:_idMAINbody:searchF

orm:toDatesp

MAINbody:searchForm Simple Link

:_idMAINbody:searchF

orm:fromDatesp

MAINbody:searchForm - gimpje Link

._idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:searchForm:modalityCheckboxe
sTable:3:j_id370

rand Simple Link 0.7968026865955775

ice.submit.partial Simple Link false

ice.event.target Simple Link MAINbody:searchForm:submitSearchButto
n

ice.event.captured Simple Link MAINbody:searchForm:submitSearchButto
n

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 654

ice.event.y Simple Link 1150

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:searchForm - gimpje Link

:submitSearchButton

MAINbody:searchForm Simple Link

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 5

J'j'vax-faces-Re”dEFKi“ Simple Link ICEfacesRenderKit

MAINbody:searchForm Simple Link

10/1/2012 2:46:30 PM

:editQueryMessage
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URL

Name

Type

Value

10/1/2012 2:46:30 PM

MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:2:j_id297
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:4:j_id297
MAINbody:searchForm
:remoteNodes:remote
NodesCheckboxesTabl
e:5:j_id297
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:0:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:1:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:2:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:3:j_id339
MAINbody:searchForm
:collectionSearchCriteri
aRow:collectionsCheck
boxesTable:4:j_id339
MAINbody:searchForm
:modalityCheckboxesT
able:0:j_id370
MAINbody:searchForm
:modalityCheckboxesT
able:1:j_id370
MAINbody:searchForm
:modalityCheckboxesT
able:2:j_id370
MAINbody:searchForm
:modalityCheckboxesT
able:3:j_id370
MAINbody:searchForm
:andSearchModalityCh
eck
MAINbody:searchForm
:contrastSelector

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

on

on

on

on

on

on

on

on

on

on

on

on

any

Enhanced
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URL Name Type Value

MAINbody:searchForm - gimpje Link >

:cmplLeft

MAINbody:searchForm Simple Link 0 mm

:valLeft

MAINbody:searchForm Simple Link <=

:cmpRight

MAINbody:searchForm - gimpje Link 5mm

:imgThick

MAINbody:searchForm Simple Link needed

:imgValid

MAINbody:searchForm Simple Link

:fromDate

MAINbody:searchForm Simple Link

:toDate

MAINDbody:searchForm - gimpje Link

:dateValid

MAINbody:searchForm - gimpje Link Return Only Annotated Series

:annotationSelector

MAINbody:searchForm Simple Link

:patientlnput

MAINbody:searchForm Simple Link 10

:resultsPerPage

MAINbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:toDatesp

MAINDbody:searchForm - gimpje Link

:_idMAINbody:searchF

orm:fromDatesp

MAINbody:searchForm Simple Link

._idcl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:searchForm:submitSearchButto
n

rand Simple Link 0.8000059962965449

ice.submit.partial Simple Link false

ice.event.target Simple Link MAINbody:dataForm:saveQueryView:save
QueryButton

ice.event.captured Simple Link MAINbody:dataForm:saveQueryView:save
QueryButton

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

10/1/2012 2:46:30 PM
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URL Name Type Value
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 687
ice.event.y Simple Link 424
ice.event.left Simple Link false
ice.event.right Simple Link false
MAINbody:dataForm:s Simple Link
aveQueryView:saveQu
eryButton
MAINbody:dataForm Simple Link MAINbody:dataForm
icefacesCssUpdates Simple Link
javax.faces.ViewState  Simple Link 5
Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit
MAINbody:dataForm:s Simple Link test1
aveQueryView:queryN
ame
MAINbody:dataForm:s Simple Link true
aveQueryView:newDat
aQuery
MAINbody:dataForm:ta Simple Link
bleOfPatientResultTabl
es:0:perNodeCollapsibl
ePanelExpanded
MAINbody:dataForm:ta Simple Link
bleOfPatientResultTabl
es:0:perNodeCollapsibl
ePanelClickedNodeNa
me
MAINbody:dataForm:ta Simple Link
bleOfPatientResultTabl
es:1:perNodeCollapsibl
ePanelExpanded
MAINbody:dataForm:ta Simple Link
bleOfPatientResultTabl
es:1:perNodeCollapsibl
ePanelClickedNodeNa
me
MAINbody:dataForm:ta Simple Link

10/1/2012 2:46:30 PM

bleOfPatientResultTabl
es:2:perNodeCollapsibl
ePanelExpanded
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URL Name Type Value
MAINbody:dataForm:ta Simple Link
bleOfPatientResultTabl

10/1/2012 2:46:30 PM

es:2:perNodeCollapsibl
ePanelClickedNodeNa

me

MAINbody:dataForm:ta Simple Link
bleOfPatientResultTabl
es:0:notWaitingView:j_i

d377

MAINbody:dataForm:_i Simple Link
dcl

m7EYDXHuUM7JEArJOmHSCXQ
5

MAINbody:dataForm:saveQueryView:save

QueryButton
0.9008629432178422

false

MAINbody:dataForm:tableOfPatientResultT
ables:0:notWaitingView:addPatientToBaske

tButton

MAINbody:dataForm:tableOfPatientResultT
ables:0:notWaitingView:addPatientToBaske

tButton
onclick

false
false
false

undefined

634
578

false

ice.session Simple Link
ice.view Simple Link
ice.focus Simple Link
rand Simple Link
ice.submit.partial Simple Link
ice.event.target Simple Link
ice.event.captured Simple Link
ice.event.type Simple Link
ice.event.alt Simple Link
ice.event.ctrl Simple Link
ice.event.shift Simple Link
ice.event.meta Simple Link
ice.event.x Simple Link
ice.event.y Simple Link
ice.event.left Simple Link
ice.event.right Simple Link

MAINbody:dataForm:ta Simple Link
bleOfPatientResultTabl
es:0:notWaitingView:a
ddPatientToBasketButt

on

MAINbody:dataForm Simple Link

icefacesCssUpdates Simple Link

false

MAINbody:dataForm
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URL

Name

Type

Value

10/1/2012 2:46:30 PM

javax.faces.ViewState

javax.faces.RenderKitl
d
MAINbody:dataForm:s
aveQueryView:newDat
aQuery
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:0:a
ddPatientToBasketChe
ckbox
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable: 1:a
ddPatientToBasketChe
ckbox

MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:2:a
ddPatientToBasketChe
ckbox
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:3:a
ddPatientToBasketChe
ckbox
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:4:a
ddPatientToBasketChe
ckbox
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:5:a
ddPatientToBasketChe
ckbox

MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:6:a
ddPatientToBasketChe
ckbox

Simple Link
Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

5
ICEfacesRenderKit

true

on

on

on

on

on

on

on
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URL

Name

Type

Value

10/1/2012 2:46:30 PM

MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:7:a
ddPatientToBasketChe
ckbox
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:8:a
ddPatientToBasketChe
ckbox
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:p
atientResultsTable:9:a
ddPatientToBasketChe
ckbox
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:perNodeCollapsibl
ePanelExpanded
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:perNodeCollapsibl
ePanelClickedNodeNa
me
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:1:perNodeCollapsibl
ePanelExpanded
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:1:perNodeCollapsibl
ePanelClickedNodeNa
me
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:2:perNodeCollapsibl
ePanelExpanded
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:2:perNodeCollapsibl
ePanelClickedNodeNa
me
MAINbody:dataForm:ta
bleOfPatientResultTabl
es:0:notWaitingView:j_i
d377
MAINbody:dataForm:_i
dcl

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

on

on

on
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URL Name Type Value

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link MAINbody:datg_Forn’_l:tabIeOfPa_tientResuItT
ables:0:notWaitingView:addPatientToBaske
tButton

rand Simple Link 0.4038232459133934

ice.submit.partial Simple Link false

ice.event.target Simple Link SUBmenu:sideMenuForm:loginView:j_id61

ice.event.captured Simple Link SUBmenu:sideMenuForm:loginView:j_id61

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 54

ice.event.y Simple Link 180

ice.event.left Simple Link false

ice.event.right Simple Link false

rSnl]JBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm

icefacesCssUpdates Simple Link

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

rSnl]J:Biggnu:sideMenuFo Simple Link SUBmenu:sideMenuForm:loginView:j_id61

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 5

ice.focus Simple Link SUBmenu:sideMenuForm:loginView:j_id61

rand Simple Link 0.05300223579248814

ice.submit.partial Simple Link false

ice.event.target Simple Link MAINpody:queryForm:qyngistoryMode:q
ueryHistoryDataTable:0:j_id307

ice.event.captured Simple Link

10/1/2012 2:46:30 PM
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URL Name Type Value
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 172
ice.event.y Simple Link 306
ice.event.left Simple Link false
ice.event.right Simple Link false
MAINbody:queryForm  Simple Link
icefacesCssUpdates Simple Link
javax.faces.ViewState = Simple Link 5
?vax.faces.RenderKitl Simple Link ICEfacesRenderKit
MAINbody:queryForm: Simple Link
queryMessage
MAINbody:queryForm: Simple Link
queryHistoryMode:que
ryHistoryDataTable:0:j
_id306Expanded
MAINbody:queryForm: Simple Link
queryHistoryMode:que
ryHistoryDataTable:0:j
_id306ClickedNodeNa
me
MAINbody:queryForm: Simple Link
_idcl
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 5
ice.focus Simple Link MAINbody:queryForm:queryHistoryMode:q
ueryHistoryDataTable:0:j_id307
rand Simple Link 0.780031683593853
ice.submit.partial Simple Link false
ice.event.target Simple Link MAINbody:basketForm:j_id330
ice.event.captured Simple Link MAINbody:basketForm:j_id330
ice.event.type Simple Link onclick

10/1/2012 2:46:30 PM
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URL Name Type Value

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 225

ice.event.y Simple Link 414

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:basketForm Simple Link MAINbody:basketForm

icefacesCssUpdates Simple Link

javax.faces.ViewState  Simple Link 6

J'j'vax-faces-Re”dEFKi“ Simple Link ICEfacesRenderKit

MAINbody:basketForm Simple Link true

:downloadError

I\_/IAINbody:basketForm Simple Link on

;j_id322

MAINbody:basketForm Simple Link

:basketChanged

!\"i/;'é\llbOdyibaSketFOfm Simple Link MAINbody:basketForm:j_id330

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 6

ice.focus Simple Link MAINbody:basketForm:j_id330

rand Simple Link 0.5651271338767482

ice.submit.partial Simple Link false

ice.event.target Simple Link MAINbody:sideBa.rViewAsGuest:Iogin_Form
c()3|r1111estEnabIed:IoglnGuestEnabIed:IoglnButt

ceeventcapured - SimpleLink QL ablodognGueSIEnabled-bginBU
on

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

10/1/2012 2:46:30 PM
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URL Name Type Value
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 774
ice.event.y Simple Link 439
ice.event.left Simple Link false
ice.event.right Simple Link false
MAINbody:sideBarVie Simple Link Login
wAsGuest:loginFormG
uestEnabled:loginGues
tEnabled:loginButton1
MAINbody:sideBarVie Simple Link MAINbody:sideBarViewAsGuest:loginForm
wAsGuest:loginFormG GuestEnabled
uestEnabled
icefacesCssUpdates Simple Link
Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit
MAINbody:sideBarVie  gimple Link cbiitappscan
wAsGuest:loginFormG
uestEnabled:loginGues
tEnabled:uName1
MAINbody:sideBarVie  gimple Link In33dab33r!
wAsGuest:loginFormG
uestEnabled:loginGues
tEnabled:pass1
MAINbody:sideBarVie Simple Link
wAsGuest:loginFormG
uestEnabled:_idcl
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 7
ice focus Simple Link MAINbody:sideBa_rViewAsGuest:IoginForm
GuestEnabled:loginGuestEnabled:pass1
rand Simple Link 0.3195664591549917
ice.submit.partial Simple Link false
ice.event.target Simple Link SUBmenu:sideMenuForm:loginView:j_id61
ice.event.captured Simple Link SUBmenu:sideMenuForm:loginView:j_id61
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false

10/1/2012 2:46:30 PM
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URL Name Type Value

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 56

ice.event.y Simple Link 173

ice.event.left Simple Link false

ice.event.right Simple Link false

?nEJBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm

icefacesCssUpdates Simple Link

J';Wax-faceS-RenderKi“ Simple Link ICEfacesRenderKit

rSnEJ:Birg((:elnu:sideMenuFo Simple Link SUBmenu:sideMenuForm:loginView:j_id61

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 8

ice.focus Simple Link SUBmenu:sideMenuForm:loginView:j_id61

rand Simple Link 0.18688737230788321

ice.submit.partial Simple Link false

ice.event.target Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:editCustomSeriesListMenult

ice.event.captured Simple Link ;rJBme_nu:_sideMgnuForm:tool_sVie_w:custo
mizedListView:editCustomSeriesListMenult
em

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 56

ice.event.y Simple Link 370

ice.event.left Simple Link false

ice.event.right Simple Link false

10/1/2012 2:46:30 PM

SUBmenu:sideMenuFo Simple Link

rm

SUBmenu:sideMenuForm
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URL Name Type Value

icefacesCssUpdates Simple Link

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

SUBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm:toolsView:custo

rm:_idcl mizedListView:editCustomSeriesListMenult
em

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 9

ice.focus Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:editCustomSeriesListMenult
em

rand Simple Link 0.0309594130980968

ice.submit.partial Simple Link false

ice.event.target Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:createCustomSeriesListMen
ultem

ice.event.captured Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:createCustomSeriesListMen
ultem

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 57

ice.event.y Simple Link 347

ice.event.left Simple Link false

ice.event.right Simple Link false

SUBmenu:sideMenuFo  gimple Link SUBmenu:sideMenuForm

rm

icefacesCssUpdates Simple Link

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

SUBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm:toolsView:custo

rm:_idcl mizedListView:createCustomSeriesListMen
ultem

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 10

10/1/2012 2:46:30 PM
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URL Name Type Value
ice.focus Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:createCustomSeriesListMen
ultem
rand Simple Link 0.7991957909076928
ice.submit.partial Simple Link true
ice.event.target Simple Link MAINbody:customSeriesListForm:name
ice.event.captured Simple Link MAINbody:customSeriesListForm:name
ice.event.type Simple Link onblur
MAINbody:customSeri Simple Link
esListForm
icefacesCssUpdates Simple Link
javax.faces.ViewState = Simple Link 11
Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit
MAINbody:customSeri Simple Link test2
eslListForm:name
MAINbody:customSeri Simple Link
esListForm:comment
MAINbody:customSeri Simple Link
esListForm:hyperlink
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 11
ice.focus Simple Link
rand Simple Link 0.2825315209081785
ice.submit.partial Simple Link false
ice.event.target Simple Link SUBmenu:sideMenuForm:loginView:j_id61
ice.event.captured Simple Link SUBmenu:sideMenuForm:loginView:j_id61
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 54
ice.event.y Simple Link 179

10/1/2012 2:46:30 PM
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URL Name Type Value

ice.event.left Simple Link false

ice.event.right Simple Link false

?nEJBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm

icefacesCssUpdates Simple Link

J'j'vax-faces-Re”dEFKi“ Simple Link ICEfacesRenderKit

rSnEJ:Birg((:elnu:sideMenuFo Simple Link SUBmenu:sideMenuForm:loginView:j_id61

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 11

ice.focus Simple Link SUBmenu:sideMenuForm:loginView:j_id61

rand Simple Link 0.4427493070501407

ice.submit.partial Simple Link false

coeventiarget  Simple Link mizedListView-edCusiomSeriosLstMenul
em

fce.event.captured - Simple Link mizedListView-ediCusiomSerisLstMenul
em

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 70

ice.event.y Simple Link 372

ice.event.left Simple Link false

ice.event.right Simple Link false

rSnEJBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm

icefacesCssUpdates Simple Link

javax.faces.RenderKitl - gimpje Link ICEfacesRenderKit

10/1/2012 2:46:30 PM

d

SUBmenu:sideMenuFo Simple Link

rm:_idcl

SUBmenu:sideMenuForm:toolsView:custo
mizedListView:editCustomSeriesListMenult
em
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URL Name Type Value

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 12

ice.focus Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:editCustomSeriesListMenult
em

rand Simple Link 0.9666188661143185

ice.submit.partial Simple Link false

ice.event.target Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:createCustomSeriesListMen
ultem

ice.event.captured Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:createCustomSeriesListMen
ultem

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 65

ice.event.y Simple Link 352

ice.event.left Simple Link false

ice.event.right Simple Link false

SUBmenu:sideMenuFo  gimple Link SUBmenu:sideMenuForm

rm

icefacesCssUpdates Simple Link

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

SUBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm:toolsView:custo

rm:_idcl mizedListView:createCustomSeriesListMen
ultem

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 13

ice.focus Simple Link SUBmenu:sideMenuForm:toolsView:custo
mizedListView:createCustomSeriesListMen
ultem

rand Simple Link 0.10003867718817094

ice.submit.partial Simple Link true

10/1/2012 2:46:30 PM
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URL Name Type Value

ice.event.target Simple Link MAINbody:customSeriesListForm:comment

ice.event.captured Simple Link MAINbody:customSeriesListForm:comment

ice.event.type Simple Link onblur

MAINbody:customSeri Simple Link

esListForm

icefacesCssUpdates Simple Link

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

MAINbody:customSeri Simple Link test2

eslListForm:name

MAINbody:customSeri Simple Link

esListForm:comment

MAINbody:customSeri Simple Link

esListForm:hyperlink

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 14

ice.focus Simple Link

rand Simple Link 0.07853885601658028

ice.submit.partial Simple Link true

ice.event.target Simple Link MAIN_body:pustomSeriesListForm:privateSg
riesView:privateSeriesDataTable_scrollPosi
tion

ice.event.captured Simple Link MAIN_body:_customSpriesListForm:privateSg
riesView:privateSeriesDataTable_scrollPosi
tion

ice.event.type Simple Link unknown

MAINbody:customSeri Simple Link

esListForm

icefacesCssUpdates Simple Link

javax.faces.ViewState = Simple Link 14

j;wax.faces.RenderKitl Simple Link ICEfacesRenderKit

MAINbody:customSeri Simple Link testing

eslListForm:name

MAINbody:customSeri Simple Link test

esListForm:comment

MAINbody:customSeri Simple Link test

10/1/2012 2:46:30 PM

esListForm:hyperlink
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URL Name Type Value
MAINbody:customSeri Simple Link 0
esListForm:privateSeri
esView:privateSeriesD
ataTable_scrollPosition
MAINbody:customSeri Simple Link
esListForm:privateSeri
esView:j_id280Expand
ed
MAINbody:customSeri Simple Link
esListForm:privateSeri
esView:j_id280Clicked
NodeName
MAINbody:customSeri Simple Link 0
esListForm:seriesUidFr
omFileView:seriesData
Table_scrollPosition
MAINbody:customSeri Simple Link
esListForm:seriesUidFr
omFileView:j_id311Ex
panded
MAINbody:customSeri Simple Link
esListForm:seriesUidFr
omFileView:j_id311Clic
kedNodeName
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 14
ice.focus Simple Link MAINbody:customSeriesListForm:comment
rand Simple Link 0.20449292315609807
ice.submit.partial Simple Link false
ice.event.target Simple Link MAINbody:customSeriesListForm:creation
ice.event.captured Simple Link MAINbody:customSeriesListForm:creation
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 803
ice.event.y Simple Link 382
ice.event.left Simple Link false

10/1/2012 2:46:30 PM
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URL Name Type Value
ice.event.right Simple Link false
MAINbody:customSeri Simple Link
esListForm:creation
MAINbody:customSeri Simple Link
esListForm
icefacesCssUpdates Simple Link
javax.faces.ViewState = Simple Link 14
Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit
MAINbody:customSeri Simple Link testing
eslListForm:name
MAINbody:customSeri Simple Link test
esListForm:comment
MAINbody:customSeri Simple Link test
esListForm:hyperlink
MAINbody:customSeri Simple Link 0
esListForm:privateSeri
esView:privateSeriesD
ataTable_scrollPosition
MAINbody:customSeri Simple Link
esListForm:privateSeri
esView:j_id280Expand
ed
MAINbody:customSeri Simple Link
esListForm:privateSeri
esView:j_id280Clicked
NodeName
MAINbody:customSeri Simple Link 0
esListForm:seriesUidFr
omFileView:seriesData
Table_scrollPosition
MAINbody:customSeri Simple Link
esListForm:seriesUidFr
omFileView:j_id311Ex
panded
MAINbody:customSeri Simple Link
esListForm:seriesUidFr
omFileView:j_id311Clic
kedNodeName
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 14
ice.focus Simple Link MAINbody:customSeriesListForm:creation
rand Simple Link 0.6623258943025931
ice.submit.partial Simple Link false

10/1/2012 2:46:30 PM
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URL Name Type Value

ice.event.target Simple Link S_UBr_nenu:sideMenuForm:t_ools_\/iew:search
ListView:searchCustomSeriesListMenultem

ice.event.captured Simple Link S.UBr_nenu:sideMenuForm:tpols_\/iew:search
ListView:searchCustomSeriesListMenultem

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 79

ice.event.y Simple Link 395

ice.event.left Simple Link false

ice.event.right Simple Link false

rSnl]JBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm

icefacesCssUpdates Simple Link

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

SUB.menu:sideMenuFo Simple Link S.UBr_nenu:sideMenuForm:tpols_\/iew:search

rm:_idcl ListView:searchCustomSeriesListMenultem

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 15

ice.focus Simple Link S.UBr_nenu:sideMenuForm:tpols_\/iew:search
ListView:searchCustomSeriesListMenultem

rand Simple Link 0.9516092704560353

ice.submit.partial Simple Link false

ice.event.target Simple Link al\‘/lrﬁrI]Nbody:searchCustomSeriesListForm:se

ice.event.captured Simple Link aI\‘/Irﬁer]Nbody:searchCustomSeriesListForm:se

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

10/1/2012 2:46:30 PM
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URL Name Type Value
ice.event.x Simple Link 711
ice.event.y Simple Link 228
ice.event.left Simple Link false
ice.event.right Simple Link false
MAINbody:searchCust  gimple Link
omSeriesListForm:sear
ch
MAINb_ody:.searchCust Simple Link
omSeriesListForm
icefacesCssUpdates Simple Link
javax.faces.ViewState = Simple Link 16
j(;’:lvax.faces.RenderKitl Simple Link ICEfacesRenderKit
MAINb_ody:.searchCust Simple Link testing
omSeriesListForm:nam
e
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 16
ice.focus Simple Link al\‘/lrﬁrI]Nbody:searchCustomSeriesListForm:se
rand Simple Link 0.15277993519473976
ice.submit.partial Simple Link false
ice.event.target Simple Link :\C/IIZAélglbody:sharedListForm:j_id268:data:O:j_
ice.event.captured Simple Link ?éleélglbody:sharedListForm:j_id268:data:O:j_
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 169
ice.event.y Simple Link 366
ice.event.left Simple Link false
ice.event.right Simple Link false

10/1/2012 2:46:31 PM
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URL Name Type Value

('\)"r/r;'NbOdyiShafed'-iStF Simple Link MAINbody:sharedListForm

icefacesCssUpdates Simple Link

javax.faces.ViewState  Simple Link 16

J'j'vax-faces-RendEFKi“ Simple Link ICEfacesRenderKit

MAINbody:sharedListF  gjmple Link 10

orm:j_id268:SlctDisplte

mNum

MAINpody:sharedListF Simple Link MAINbody:sharedListForm:j_id268:data:O:j_

orm:_idcl id286

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 16

ice.focus Simple Link :\C/IIZAélélbody:sharedListForm:j_id268:data:O:j_

rand Simple Link 0.7884405571090127

ice.submit.partial Simple Link false

ice.event.target Simple Link SUBmer_lu:si_dgMenuForm:adminTooIsView:
gcToolView:j_id119

ice.event.captured Simple Link 2&%{;‘3?;;;;‘1}2“4?8“Form:admi”Tc’O'SView:

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 49

ice.event.y Simple Link 447

ice.event.left Simple Link false

ice.event.right Simple Link false

rSnEJBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm

icefacesCssUpdates Simple Link

j(;’:lvax.faces.RenderKitl Simple Link ICEfacesRenderKit

SUBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm:adminToolsView:

10/1/2012 2:46:31 PM

rm:_idcl

qgcToolView:j_id119
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URL Name Type Value

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 17

ice.focus Simple Link SUBmer)u:si.dtlaMenuForm:adminTooIsView:
qgcToolView:j_id119

rand Simple Link 0.015530335340780132

ice.submit.partial Simple Link true

ice.event.target Simple Link MAt\)INbody:chooISearchCritForm:fromDate
_C

ice.event.captured Simple Link MAt\)INbody:chooISearchCritForm:fromDate
_C

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 544

ice.event.y Simple Link 357

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:qcToolSear  gimple Link MAINbody:qcToolSearchCritForm

chCritForm

icefacesCssUpdates Simple Link

javax.faces.ViewState  Simple Link 17

j(;’:lvax.faces.RenderKitl Simple Link ICEfacesRenderKit

MAINbody:qcToolSear  gjmple Link Not Yet Reviewed

chCritForm:qcToolDele

teView:slctQcStatus

MAINbody:qcToolSear  gimpje Link Anderson//Silva

chCritForm:collectionSi

teMenu

MAINbody:chooISear Simple Link 1111111

chCritForm:patientID

MAINbody:qcToolSear  gimple Link

chCritForm:fromDate

MAINbody:chooISear Simple Link

10/1/2012 2:46:31 PM

chCritForm:toDate
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URL Name Type Value

MAINbody:qcToolSear  gimple Link

chCritForm:statusSear

chControlPanelExpand

ed

MAINbody:qcToolSear Simple Link

chCritForm:statusSear

chControlPanelClicked

NodeName

MAINbody:qcToolSear Simple Link MAINbody:qcToolSearchCritForm:fromDate

chCritForm:_idcl _cb

MAINbody:qcToolSear Simple Link toggle

chCritForm:_idMAINbo

dy:qcToolSearchCritFo

rm:fromDatesp

MAINbody:qcToolSear  gimpje Link

chCritForm:_idMAINbo

dy:qcToolSearchCritFo

rm:toDatesp

MAINbody:qcToolSear Simple Link

chCritForm:fromDate_

cb

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 17

ice.focus Simple Link MﬁlNbody:chooISearchCritForm:fromDate
_C

rand Simple Link 0.07134150742864065

ice.submit.partial Simple Link true

ice.event.target Simple Link MAI5l\12body:chooISearchCritForm:fromDate
_C_

ice.event.captured Simple Link MAI5N2body:chooISearchCritForm:fromDate
_C_

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 521

ice.event.y Simple Link 459

ice.event.left Simple Link false

ice.event.right Simple Link false

10/1/2012 2:46:31 PM
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URL

Name

Type

Value

10/1/2012 2:46:31 PM

MAINbody:qcToolSear
chCritForm

icefacesCssUpdates

javax.faces.ViewState

javax.faces.RenderKitl
d
MAINbody:qcToolSear
chCritForm:qcToolDele
teView:slctQcStatus
MAINbody:qcToolSear
chCritForm:collectionSi
teMenu
MAINbody:qcToolSear
chCritForm:patientID
MAINbody:qcToolSear
chCritForm:fromDate
MAINbody:qcToolSear
chCritForm:toDate
MAINbody:qcToolSear
chCritForm:statusSear
chControlPanelExpand
ed
MAINbody:qcToolSear
chCritForm:statusSear
chControlPanelClicked
NodeName
MAINbody:qcToolSear
chCritForm:fromDate_
cc
MAINbody:qcToolSear
chCritForm:_idcl
MAINbody:qcToolSear
chCritForm:_idMAINbo
dy:qcToolSearchCritFo
rm:fromDatesp
MAINbody:qcToolSear
chCritForm:_idMAINbo
dy:qcToolSearchCritFo
rm:toDatesp

ice.session
ice.view

ice.focus
rand

ice.submit.partial

Simple Link

Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link

Simple Link
Simple Link
Simple Link

Simple Link

Simple Link

17
ICEfacesRenderKit

Not Yet Reviewed

Anderson//Silva

1111111

09/04/2012

MAINbody:qcToolSearchCritForm:fromDate
_c 52

false

m7EYDXHuUM7JEArJOmHSCXQ

17

MAINbody:qcToolSearchCritForm:fromDate
¢ b2
0.44161802336454064

true
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URL Name Type Value
ice.event.target Simple Link It\)/IAINbody:chooISearchCritForm:toDate_c
ice.event.captured Simple Link E/IAINbody:chooISearchCritForm:toDate_c
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 905
ice.event.y Simple Link 365
ice.event.left Simple Link false
ice.event.right Simple Link false
MAINbody:qcToolSear  gimple Link
chCritForm
icefacesCssUpdates Simple Link
javax.faces.ViewState  Simple Link 17
Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit
MAINbody:qcToolSear  gjmple Link Not Yet Reviewed
chCritForm:qcToolDele
teView:slctQcStatus
MAINbody:qcToolSear  gimpje Link Anderson//Silva
chCritForm:collectionSi
teMenu
MAINbody:qcToolSear Simple Link 1111111
chCritForm:patientID
MAINbody:qcToolSear  gimpje Link 09/04/2012
chCritForm:fromDate
MAINbody:chooISear Simple Link
chCritForm:toDate
MAINbody:chooISear Simple Link
chCritForm:statusSear
chControlPanelExpand
ed
MAINbody:qcToolSear Simple Link
chCritForm:statusSear
chControlPanelClicked
NodeName
MAINbody:qcToolSear Simple Link MAINbody:qcToolSearchCritForm:toDate_c

10/1/2012 2:46:31 PM

chCritForm:_idcl

b
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URL Name Type Value

MAINbody:qcToolSear  gimpje Link

chCritForm:_idMAINbo

dy:qcToolSearchCritFo

rm:fromDatesp

MAINbody:quooISear Simple Link toggle

chCritForm:_idMAINbo

dy:qcToolSearchCritFo

rm:toDatesp

MAINbody:qcToolSear Simple Link

chCritForm:toDate_cb

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 17

ice.focus Simple Link MAINbody:qcToolSearchCritForm:toDate_c
b

rand Simple Link 0.21665199422591946

ice.submit.partial Simple Link true

ice.event.target Simple Link MAINbody:qcToolSearchCritForm:toDate_c
_54

ice.event.captured Simple Link MAINbody:qcToolSearchCritForm:toDate_c
_54

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 960

ice.event.y Simple Link 456

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:qcToolSear  gimple Link

chCritForm

icefacesCssUpdates Simple Link

javax.faces.ViewState  Simple Link 17

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

MAINbody:qcToolSear  gimple Link Not Yet Reviewed

10/1/2012 2:46:31 PM

chCritForm:qcToolDele
teView:slctQcStatus
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URL Name Type Value
MAINbody:qcToolSear  gimpje Link Anderson//Silva
chCritForm:collectionSi
teMenu
MAINbody:chooISear Simple Link 1111111
chCritForm:patientID
MAINbody:qcToolSear  gimple Link 09/04/2012
chCritForm:fromDate
MAINbody:qcToolSear  gimple Link
chCritForm:toDate
MAINbody:chooISear Simple Link
chCritForm:statusSear
chControlPanelExpand
ed
MAINbody:qcToolSear Simple Link
chCritForm:statusSear
chControlPanelClicked
NodeName
MAINbody:qcToolSear Simple Link MAINbody:qcToolSearchCritForm:toDate_c
chCritForm:_idcl 54
MAINbody:qcToolSear  gimpje Link
chCritForm:_idMAINbo
dy:qcToolSearchCritFo
rm:fromDatesp
MAINbody:qcToolSear  gjmple Link 09/06/2012
chCritForm:toDate_cc
MAINbody:qcToolSear Simple Link false
chCritForm:_idMAINbo
dy:qcToolSearchCritFo
rm:toDatesp
ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ
ice.view Simple Link 17
ice.focus Simple Link MsﬁlNbody:chooISearchCritForm:toDate_c
rand Simple Link 6.7247358798722052
ice.submit.partial Simple Link false
ice.event.target Simple Link mainMenuForm:databasketSubview:j_id223
ice.event.captured Simple Link mainMenuForm:databasketSubview:j_id223
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined

10/1/2012 2:46:31 PM
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URL Name Type Value

ice.event.x Simple Link 347

ice.event.y Simple Link 102

ice.event.left Simple Link false

ice.event.right Simple Link false

mainMenuForm Simple Link mainMenuForm

icefacesCssUpdates Simple Link

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

mainMenuForm:_idcl Simple Link mainMenuForm:databasketSubview:j_id223

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 19

ice.focus Simple Link mainMenuForm:databasketSubview:j_id223

rand Simple Link 0.6400781651819034

ice.submit.partial Simple Link false

ice.event.target Simple Link SUBmgnu:side[\/lepuFprm:adminTooIsVieyv:
collectionDescriptionView:collectionDescript
ionMenultem

ice.event.captured Simple Link SUBmgnu:side[\/lepuFprm:adminTooIsVieyv:
collectionDescriptionView:collectionDescript
ionMenultem

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 48

ice.event.y Simple Link 547

ice.event.left Simple Link false

ice.event.right Simple Link false

rSnl]JBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm

icefacesCssUpdates Simple Link

javax.faces.RenderKitl - gimple Link ICEfacesRenderKit

10/1/2012 2:46:31 PM

d
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URL Name

Type

Value

SUBmenu:sideMenuFo  gjmpje Link

rm:_idcl

ice.session
ice.view

ice.focus

rand

ice.submit.partial

ice.event.target
ice.event.captured

ice.event.type

MAINbody:collectionD
escEditForm

icefacesCssUpdates

javax.faces.ViewState

javax.faces.RenderKitl
d

MAINbody:collectionD
escEditForm:collection

MAINbody:collectionD
escEditForm:toolbarin

MAINbody:collectionD
escEditForm:inputRich
Txtld

ice.session
ice.view
ice.focus

rand

ice.submit.partial
ice.event.target
ice.event.captured
ice.event.type

ice.event.alt

10/1/2012 2:46:31 PM

Simple Link
Simple Link
Simple Link

Simple Link

Simple Link
Simple Link

Simple Link

Simple Link
Simple Link

Simple Link
Simple Link
Simple Link

Simple Link
Simple Link

Simple Link

Simple Link
Simple Link
Simple Link
Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

SUBmenu:sideMenuForm:adminToolsView:
collectionDescriptionView:collectionDescript
ionMenultem

m7EYDXHUM7JEArJOmHSCXQ

20

SUBmenu:sideMenuForm:adminToolsView:
collectionDescriptionView:collectionDescript
ionMenultem

0.7287363821252577

true

MAINbody:collectionDescEditForm:collectio
n

MAINbody:collectionDescEditForm:collectio
n

onchange

MAINbody:collectionDescEditForm

21
ICEfacesRenderKit

NCRI

Basic

m7EYDXHuUM7JEArJOmHSCXQ
21

0.45829902676379563

false
MAINbody:collectionDescEditForm:edit
MAINbody:collectionDescEditForm:edit
onclick

false
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URL Name Type Value

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 631

ice.event.y Simple Link 632

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:collectionD Simple Link

escEditForm:edit

MAINbody:collectionD Simple Link

escEditForm

icefacesCssUpdates Simple Link

javax.faces.ViewState  Simple Link 21

J';Wax-faceS-RenderKi“ Simple Link ICEfacesRenderKit

MAINbody:collectionD Simple Link NCRI

escEditForm:collection

MAINbody:collectionD Simple Link Basic

escEditForm:toolbarin

MAINbody:collectionD Simple Link <p>

escEditForm:inputRich The NCRI collection in NBIA was

Txtld submitted as part of a small pilot project to
show international collaboration between
caBIG and the United Kingdom&#39;s <a
href="http://www.ncri.org.uk/"
target="_blank">National Cancer Research
Institute (NCRI)</a>.&nbsp; The cases
consist of multiple pulse-sequence MR
imaging studies (including rectal coil
probes) from 6 prostate cancer patients.
Two of the cases (ASP308 and FPH309)
also contain annotation files which point to
the corresponding digitized...

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 21

ice.focus Simple Link MAINbody:collectionDescEditForm:edit

rand Simple Link 0.10231709253027876

ice.submit.partial Simple Link false

ice.event.target Simple Link SUBmenu:sideMenuForm:adminToolsView:

10/1/2012 2:46:31 PM

feedbackView:submissionReportMenultem
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ice.event.captured Simple Link SUBmenu:;ideMeano_rm:adminTooIsView:
feedbackView:submissionReportMenultem

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 71

ice.event.y Simple Link 501

ice.event.left Simple Link false

ice.event.right Simple Link false

?nEJBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm

icefacesCssUpdates Simple Link

J'j'vax-faces-Re”dEFKi“ Simple Link ICEfacesRenderKit

SUB.menu:sideMenuFo Simple Link SUBmenu:§ideMeanqrm:adminTooIsView:

rm:_idcl feedbackView:submissionReportMenultem

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 21

ice.focus Simple Link SUBmenu:;ideMeano_rm:adminTooIsView:
feedbackView:submissionReportMenultem

rand Simple Link 0.4813105657186293

ice.submit.partial Simple Link false

ice.event.target Simple Link MAINbody:submiss_ionReportCriteriaForm:a
ccrualReportSubmit

ice.event.captured Simple Link MAINbody:submiss_ionReportCriteriaForm:a
ccrualReportSubmit

ice.event.type Simple Link onclick

ice.event.alt Simple Link false

ice.event.ctrl Simple Link false

ice.event.shift Simple Link false

ice.event.meta Simple Link undefined

ice.event.x Simple Link 483

ice.event.y Simple Link 299

10/1/2012 2:46:31 PM
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URL Name Type Value

ice.event.left Simple Link false

ice.event.right Simple Link false

MAINbody:submission Simple Link

ReportCriteriaForm:ac

crualReportSubmit

MAINbody:submission  gimple Link MAINbody:submissionReportCriteriaForm

ReportCriteriaForm

icefacesCssUpdates Simple Link

javax.faces.ViewState  Simple Link 22

Jj'vax-faceS-RendefKit' Simple Link ICEfacesRenderKit

MAINbody:submission  gimpje Link Anderson//Silva

ReportCriteriaForm:coll

ectionSiteMenu

MAINbody:submission  gimple Link 06/14/2012

ReportCriteriaForm:fro

mDate

MAINbody:submission  gimpje Link 09/14/2012

ReportCriteriaForm:to

Date

MAINbody:submission Simple Link

ReportCriteriaForm:_id

MAINbody:submission

ReportCriteriaForm:fro

mDatesp

MAINbody:submission Simple Link

ReportCriteriaForm:_id

MAINbody:submission

ReportCriteriaForm:to

Datesp

MAINbody:submission Simple Link

ReportCriteriaForm:_id

cl

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 22

ice focus Simple Link MAINbody:submis;ionReportCriteriaForm:a
ccrualReportSubmit

rand Simple Link 0.6037010411492072

ice.submit.partial Simple Link false

ice.event.target Simple Link SUBmenu:side_Mer)ulForm:adminTooIsView:
gcToolDeleteView:j_id124

ice.event.captured Simple Link SUBmenu:sideMenuForm:adminToolsView:
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URL Name Type Value
ice.event.type Simple Link onclick
ice.event.alt Simple Link false
ice.event.ctrl Simple Link false
ice.event.shift Simple Link false
ice.event.meta Simple Link undefined
ice.event.x Simple Link 74
ice.event.y Simple Link 476
ice.event.left Simple Link false
ice.event.right Simple Link false

SUBmenu:sideMenuFo  gjmpje Link SUBmenu:sideMenuForm

rm
icefacesCssUpdates Simple Link

?vax.faces.RenderKitl Simple Link ICEfacesRenderKit

SUBmenu:sideMenuFo Simple Link SUBmenu:sideMenuForm:adminToolsView:

rm:_idcl gcToolDeleteView:j_id124

ice.session Simple Link m7EYDXHUM7JEArJOmHSCXQ

ice.view Simple Link 23

ice.focus Simple Link SUBmenu:side_Mer)ulForm:adminTooIsView:
gcToolDeleteView:j_id124

rand Simple Link 0.39426998006421665

https://imaging-qa.nci.nih.gov/ncia/HTML/help/index.html

single Simple Link true

context Simple Link NBIA_Online_Help
topic Simple Link data_basket_help
single Simple Link true

context Simple Link NBIA_Online_Help
topic Simple Link create_shared_list_help

https://imaging-qa.nci.nih.gov/ncia/lHTML/help/wwhelp/wwhimpl/common/html/switch.htm
single Simple Link true
context Simple Link NBIA_Online_Help

topic Simple Link data_basket_help
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URL Name Type

Value

https://imaging-qa.nci.nih.gov/ncia/lHTML/help/wwhelp/wwhimpl/common/html/wwhelp.htm

context Simple Link

topic Simple Link

NBIA_Online_Help
data_basket_help

https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-static/editor/lang/en.js

t Simple Link

B1GG4z6

https://imaging-qa.nci.nih.gov/ncia/xmlhttp/ice-static/editor/plugins/styles/styles/default.js

t Simple Link

B1GG426

https://imaging-qa.nci.nih.gov/ncia/xmlhttp/ice-static/editor/skins/v2/skin.js

t Simple Link B1GG4z6
Broken Links
Reason URL
Time Out https://imaging-qa.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-qa.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-ga.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-ga.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-ga.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-ga.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-qa.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-qa.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-ga.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-ga.nci.nih.gov/ncia/block/receive
-updated-views
Time Out https://imaging-ga.nci.nih.gov/ncia/block/receive

-updated-views

Response Status 500 - Internal Server Error

https://imaging-ga.nci.nih.gov/ncia/block/send-
receive-updates

Time Out

https://imaging-ga.nci.nih.gov/ncia/block/receive
-updated-views
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Reason

URL

Time Out

https://imaging-ga.nci.nih.gov/ncia/block/receive
-updated-views

Response Status 500 - Internal Server Error

https://imaging-qa.nci.nih.gov/ncia/block/send-
receive-updates

Response Status 404 - Not Found

https://imaging-qa.nci.nih.gov/ncia/HTML/js/lib.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/block/resource/LTI2MDMzM);
U2Ng==/dynamic-jnlp-1347646164857.jnip

Response Status 404 - Not Found

https://imaging-qa.nci.nih.gov/ncia/HTML/js/lib.js

Response Status 403 - Forbidden https://imaging-
ga.nci.nih.gov/ncia/xmlhttp/javascript-blocked
Response Status 404 - Not Found https://imaging-

ga.nci.nih.gov/ncia/block/resource/MjASMjA10T
g10A==/dynamic-jnlp-1347647123366.jnlp

Response Status 500 - Internal Server Error

https://imaging-ga.nci.nih.gov/ncia/uploadHtml

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/block/resource/LTESNzU2N
TY40ODM=/dynamic-jnlp-1347647149452. jnlp

Response Status 500 - Internal Server Error

https://imaging-ga.nci.nih.gov/ncia/uploadHtml

Response Status 500 - Internal Server Error

https://imaging-ga.nci.nih.gov/ncia/uploadHtml

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/block/resource/LTEzZNDA4M;
YOMA==/dynamic-jnlp-1347647213022.jnlp

Response Status 404 - Not Found

https://imaging-qa.nci.nih.gov/ncia/test

Response Status 404 - Not Found https://imaging-
ga.nci.nih.gov/ncia/block/HTML/leavingNClI.html
Response Status 404 - Not Found https://imaging-

ga.nci.nih.gov/ncia/block/resource/MTcyNTIxM;j
YzOQ==/dynamic-jnlp-1347647592592.jnlp

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/block/resource/ODU2MTYxO
DU=/dynamic-jnlp-1347647596239.jnlp

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/xmlhttp/1347048239008/'+A
+|

Response Status 500 - Internal Server Error

https://imaging-ga.nci.nih.gov/ncia/uploadHtml

Response Status 500 - Internal Server Error

https://imaging-ga.nci.nih.gov/ncia/uploadHtml

Response Status 403 - Forbidden https://imaging-
ga.nci.nih.gov/ncia/xmlhttp/javascript-blocked
Response Status 404 - Not Found https://imaging-

ga.nci.nih.gov/ncia/WWebHelp/js/script.js
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Reason

URL

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/WebHelp/js/overlib.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/WebHelp/js/overlib_hideform
Js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/\WWebHelp/js/imageViewer.js

Response Status 502 - Bad Gateway

https://imaging-qa.nci.nih.gov/ncia/block/send-
receive-updates

Time Out

https://imaging-qa.nci.nih.gov/ncia/block/receive
-updated-views

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/W ebHelp/wwhelp
/wwhimpl/common/private/title.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/common/private/title.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/private/options.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/html/private/locale.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/scripts/browser.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/scripts/strutils.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/scripts/switch.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/private/title.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/html/private/popupf.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/html/scripts/popup.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/scripts/filelist.js

10/1/2012 2:46:31 PM

180/297



Reason

URL

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/html/scripts/booklist.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/scripts/bookgrps.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/scripts/help.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/scripts/controls.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/scripts/related.js

Response Status 404 - Not Found

https://imaging-
ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/html/scripts/handler.js

JavaScripts

Script URL
window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views';

window.windowFocusRestore = false;

var container = '-
rsrc24AGRgLfqskBwukig:17:configuration-
script'.aseElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedisSListenerCleanup: false,session:
'-rsrc24AGRgLfqskBwuUkig',view:
17,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveupdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

ga.nci.nih.gov/ncia/accountSupport.jsf
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Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; . . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/accrualReport.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:23:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedisSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ',view:

23,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

$element(document.getElementById ) https://imaging-

‘E(l\)ll?INbody.]J d276")) . captureAndRedirectSubmi ga.nci.nih.gov/ncia/accrualReport.jsf
document.forms [ 'MAINbody:j_id276"] https://imaging-
['MAINbody:j_id276:j_id278Expanded'].value="t N ; ;
Fue'; var target = levent.target) ? ga.nci.nih.gov/ncia/accrualReport.jsf

event.target : event.srcElement;
document.forms['MAINbody:j_id276"']

[ 'MAINbody:j_id276:j_1d278C11ickedNodeName'].v
alue=target.nodeName; iceSubmit

(document. forms
["MAINbody:j_id276'],this,event); return
false;
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Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; Lo . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/accrualReport.jsf
var container = '-
rsrc24AGRqLfqskBwukig:12:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'-rsrc24AGRqLfqskBwukig',view:
12,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
W:-’;S‘(')"st_mndowFocusRestore = false; ga.nci.nih.gov/ncia/createCustomList.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:11:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ' ,view:

11, synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

$element(document.getElementById https://imaging-
FEJ?EZE%%B%?E?TSQ” esListForm’)).captureand ga.nci.nih.gov/ncia/createCustomList.jsf

10/1/2012 2:46:31 PM 183/297



Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
W;-’;S‘(')"VSV_MndOWFocusRestore = false; ga.nci.nih.gov/ncia/createCustomList.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:14:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ',view:

14,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
W:-’;S‘(')"st_mndOWFocusRestore = false; ga.nci.nih.gov/ncia/createCustomList.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:15:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ' ,view:

15,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

10/1/2012 2:46:31 PM 184/297



Script URL

document.forms -Ifi ing-
[ '"MAINbody:customSeriesListForm'] https://imaging

['MATNbody | customserieslistForm:privateseries  da.nci.nih.gov/ncia/createCustomList.jsf
View:j_id280Expanded'].value="true'; var

target = (event.target) ? event.target

event.srcElement; document.forms

[ '"MAINbody:customSeriesListForm']

[ 'MAINbody:customSeriesListForm:privateSeries
View:j_id280CTickedNodeName'].value=target.no

deName; 1iceSubmit(document.forms

[ '"MAINbody:customSeriesListForm'],this,event)

; return false;

document.getElementById https://imaging-
("MAINbody:customSeriesListForm:privateSeries Lo . L
View:privateseriespatatable_scroll').scrol1To  9a.nci.nih.gov/ncia/createCustomList.jsf

p=20;

document.forms -1fi ing-
[ '"MAINbody:customSeriesListForm'] hitps://imaging

['MAINbody:customSeriesListForm:seriesuidFrom ga.nci.nih.gov/ncia/createCustomList.jsf
Fileview:j_id311Expanded'].value="true'; var

target = (event.target) ? event.target

event.srcElement; document.forms

[ "MAINbody:customSeriesListForm']

[ "MAINbody:customSeriesListForm:seriesuidFrom
Fileview:j_id311cCTickedNodeName'].value=targe

t.nodeName; iceSubmit(document.forms

[ '"MAINbody:customSeriesListForm'],this,event)

; return false;

(gocumegtc.lgetE'lementById g https://imaging-
'"MAINbody:customSeriesListForm:seriesUidFrom Lo . L
FileView:seriesbataTable_scroll').scrollTop =  da@nci.nih.gov/ncia/createCustomList.jsf
Ice.dataTable.onLoad https://imaging-

("MAINbody:customSeriesListForm:privateSeries Lo . L
Vi ewapr‘i vateseriesbataTable');Ice.datatable.o  da.nci.nih.gov/ncia/createCustomList.jsf
nLoa

("MAINbody:customSeriesListForm:seriesUidFrom
Fileview:seriesbataTable');//-496101820
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Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
W;-’;S‘(')"st_v’ﬂ-ndOWFocusRestore = false; ga.nci.nih.gov/ncia/createCustomList.jsf
var container = '-
rsrc24AGRqLfqskBwUkig:6:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'-rsrc24AGRqLfqskBwukig',view: 6,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; Lo . . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:5: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'"Mm7EYDXHUM7 JEArJOmHSCXQ' ,view: 5,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

$g1ement(document.get§1ementById ) https://imaging-
ém%%?"dy rgoBackrorm’)) . captureAndredirectsu oo h i nih govincia/dataBasketDisplay.jsf
setTimeout (dobownloadPopup,1500) ;iceSubmit https://imaging-

(form, this,event);return false; ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
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Script

URL

javascript:setChanged(document.getElementById
("MAINbody:basketForm:basketChanged'), 'yes')

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

checkuncheckal1(this); https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
$element(document.getElementById https://imaging-

("MAINbody:basketForm')).captureAndRedirectSu
bmit(Q);

ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

var form=formof(this);form

[ '"MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:j_id330';return iceSubmit
(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

if(!countDataBasketSelection(this.form))
{return false;};var form=formof(this);form

[ '"MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:visualizeImages';return iceSubmit
(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

var form=formof(this);form

[ '"MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:j_id342"';return iceSubmit
(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

window.disposeviewsURI = '/ncia/block/dispose
-views';

window.windowFocusRestore = false;

var container =

'M7EYDXHUM7 JEArJOmHSCXQ:6: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedisListenerCleanup: false,session:
'Mm7EYDXHUM7 JEArJOmHSCXQ',view: 6,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi

meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-

receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedVviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

var form=formof(this);form

[ '"MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:j_id335"';return iceSubmit
(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

10/1/2012 2:46:31 PM
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Script

URL

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.18071420427164158323
6706509091416249589", "NCICBIIT-

QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:0:j_id349"';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('"1.3.6.1.4.1.9328.50.55.24239036722104243429
5873269014252576031"', "NCICBIIT-

QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="'MAINbody
:basketForm:dataBasketbDataTable:1:j_id349';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.13488564706219179238
6939413835254228473" , "NCICBIIT-

QA', '"http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:2:j_id349"';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.49131607982096382863
394552422563546168"', "NCICBIIT-

QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="'MAINbody
:basketForm:dataBasketDataTable:3:j_id349"';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.60792271186259787477
002877243293246975", '"NCICBIIT-

QA', 'http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:4:j_id349"';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.68640285729802242361
680526200162555070", "NCICBIIT-

QA', '"http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:5:j_id349"';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

10/1/2012 2:46:31 PM
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Script

URL

doviewSeriesPopup
('"1.3.6.1.4.1.9328.50.55.14127126742540799234
4795012138456255295", '"NCICBIIT-

QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="'MAINbody
:basketForm:dataBasketDataTable:6:j_id349"';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.30898017992405663959
4464868294823267672" , '"NCICBIIT-

QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="'MAINbody
:basketForm:dataBasketbDataTable:7:j_id349";re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.19752189167765880120
945709560329076781"', '"NCICBIIT-

QA', 'http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:8:j_id349"';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.18933317609171145121
8582407724986039840"' , "NCICBIIT-

QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="'MAINbody
:basketForm:dataBasketDataTable:9:j_id349"';re
turn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.55.20963081694079813940
8360181941342277734" , '"NCICBIIT-

QA', 'http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:10:j_id349";r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.4.36741", "NCICBIIT-
QA', 'http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:11:j_id349";r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
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Script

URL

doviewSeriesPopup
('"1.3.6.1.4.1.9328.50.4.36743", "NCICBIIT-
QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:12:j_id349";r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.4.13405", "NCICBIIT-
QA', 'http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:13:j_id349';r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.4.13984", "NCICBIIT-
QA', 'http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketbataTable:14:j_id349"';r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.4.14561", "NCICBIIT-
QA', '"http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:15:j_id349";r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('1.3.6.1.4.1.9328.50.4.14564", "NCICBIIT-
QA', '"http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form
["MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:16:j_id349";r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('"1.3.6.1.4.1.9328.50.4.14567"', "NCICBIIT-
QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:17:j_id349";r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

doviewSeriesPopup
('"1.3.6.1.4.1.9328.50.4.15089"', "NCICBIIT-
QA', "http://imaging-
ga.nci.nih.gov:80/wsrf/services/cagrid/NCIACO
reService'); return false;var form=formof
(this);form

[ 'MAINbody:basketForm:_idc1'].value="MAINbody
:basketForm:dataBasketDataTable:18:j_id349";r
eturn iceSubmit(form,this,event);

https://imaging-
ga.nci.nih.gov/ncia/dataBasketDisplay.jsf

10/1/2012 2:46:31 PM
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Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:9: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'"M7EYDXHUM7 JEArJOmHSCXQ' ,view: 9,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; Lo . . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:12:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ',view:

12,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:17:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ',view:

17,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . .
window.windowFocusRestore = false: ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:19:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ' ,view:

19, synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

10/1/2012 2:46:31 PM 192/297



Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/dataBasketDisplay.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:20:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ' ,view:

20, synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},

container);
window;disposeviewsURI = '/ncia/block/dispose https://imaging-
window.windowFocusRestore = false: ga.nci.nih.gov/ncia/editCollectionDesc.jsf

var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:21:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ' ,view:
21,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

$element(document.getElementById https://imaging-
,Ed“rﬁ’gé’#,?gﬂ{éﬁgmgj°”DGSCEd‘tF°”" )).capturea ga.nci.nih.gov/ncia/editCollectionDesc.jsf
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Script URL

E?aggggg;t9go11ect'onDescEd'tForm"n tRichT hitps://imaging-

i ! ! FIMPUERTENTX " qa.nci.nih.gov/ncia/editCollectionDesc.jsf
'Basic','en','silver','275','600',"'",true)

_uev _ ] ) . ) https://imaging-
,EI':;".*%’;‘??f'{;lgg;;ﬁgggon'jeswm EFOrm:inpUtRICATX o4 hei nih.gov/ncialeditCollectionDesc.jsf

window.disposeviewsURI = '/ncia/block/dispose https://imaging-

W;-’:,ggf\,_v’ﬁndowFocusRestore = false; ga.nci.nih.gov/ncia/editCollectionDesc.jsf
var container = '-
rsrc24AGRqLfgskBwUkig:11:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedisListenerCleanup: false,session:
'-rsrc24AGRgLfqskBwukig',view:
11,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',servererrorRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

ZQ§XINbod :collectionDescEditForm:inputRichT hitps://imaging-
Ty 7 8646534 ! FIMPUERTERTX " qa.nci.nih.gov/ncia/editCollectionDesc. jsf
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Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . e
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/editCustomList.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:10:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ',view:

10, synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . e
window.windowFocusRestore = false: ga.nci.nih.gov/ncia/editCustomList.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:13:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ' ,view:

13, synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . e
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/editCustomList.jsf
var container = '-
rsrc24AGRqLfqskBwUkig:5:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'-rsrc24AGRqLfqskBwukig',view: 5,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/home.jsf
-views';

window.windowFocusRestore = false;

var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:2: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'"Mm7EYDXHUM7 JEArJOmHSCXQ' ,view: 2,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

10/1/2012 2:46:31 PM 196/297



Script URL

alreadyTriedToForceresultrefresh = false; https://imaging-qa.nci.nih.gov/ncia/home.jsf

//the hack of all hacks. icefaces
session timeout shows on login page.
//stub theirs out. must revist
//per release of 1icefaces
//this needs to be in body to be after
icefaces init stuff that creates container
container.bridge.attachstatusManager
(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup =
statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on =
function() {
if(false==true) {
window. Tocation.reload();

else {
return
statusMgr.sessionExpired.onBackup();

return statusMmgr;

s

var form=formof(this);form -/ ing- i ni i i
['suBmenu:sideMenuForm:_idc1'].value="SuBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm: 10&1: nview:j_id61l";return
iceSubmit(form,this,event);

var form=formof(this);form /i ing- ini i i
['suBmenu:sideMenuForm:_idc1'].value="'SuBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm:queryView:viewSavedQueriesLink'
;return iceSubmit(form,this,event);

var form=formof(this);form -/ ing- ini i i
['suBmenu:sideMenuForm:_idcl'].value="'SuBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm:queryview:j_id85";return
iceSubmit(form,this,event);

var form=formof(this);form -/ ing- i ni i i
['suBmenu:sideMenuForm:_idc1'].value="SuUBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm:toolsview: customizedListview:cr
eateCustomSeriesListMenuItem';return
iceSubmit(form,this,event);

var form=formof(this);form -/ ing- i ni i i
['suBmenu:sideMenuForm:_idc1'].value="SuBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm:toolsview:customizedListVview:ed
itCustomSeriesListMenuItem';return iceSubmit
(form,this,event);

var form=formof(this);form -Ifi ing- i ni i i
['suBmenu:sideMenuForm:_idc1'].value="SuBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm:toolsview:searchListview:search
CustomSeriesListMenuItem';return iceSubmit
(form,this,event);

var form=formof(this);form -/ ing- i ni i i
['suBmenu:sideMenuForm:_idc1'].value="SuBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm:adminToolsview:qcToolview:j_idl
19';return iceSubmit(form,this,event);

var form=formof(this);form -/ ing- i ni i i
['suBmenu:sideMenuForm:_idc1'].value='SuBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm:adminToolsView:qcToolDeleteview
:j_1d124"';return icesubmit(form,this,event);

var form=formof(this);form Ifi ing- i ni i i
['suBmenu:sideMenuForm:_idcl'].value="SuBmenu hitps://imaging-qa.nci.nih.gov/ncia/home.jsf

:sideMenuForm:adminToolsview: feedbackview:sub
missionReportMenuItem';return iceSubmit
(form,this,event);
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var form=formof(this);form
['suBmenu:sideMenuForm:_idcl'].value="'SUBmenu
:sideMenuForm:adminToolsview:deletionImagevie
w: submissionReportMenuItem';return iceSubmit
(form,this,event);

https://imaging-qa.nci.

nih.gov/ncia/home.jsf

var form=formof(this);form
['suBmenu:sideMenuForm:_idc1'].value='SUBmenu
:sideMenuForm:adminToolsView:collectionDescri
ptionview:collectionDescriptionMenuItem';retu
rn iceSubmit(form,this,event);

https://imaging-qa.nci.

nih.gov/ncia/home.jsf

var form=formof(this);form
["'mainMenuForm:_idc1'].value="mainMenuForm:ho
meLinkSubview:j_i1d210"';return iceSubmit
(form,this,event);

https://imaging-ga.nci.

nih.gov/ncia’home.jsf

var form=formof(this);form
["'mainMenuForm:_idc1'].value="mainMenuForm:si
mpleSearchSubview:j_id215"';return iceSubmit
(form,this,event);

https://imaging-ga.nci.

nih.gov/ncia’home.jsf

var form=formof(this);form
["'mainMenuForm:_idc1'].value="mainMenuForm:da
tabasketSubview:j_id223";return iceSubmit
(form,this,event);

https://imaging-ga.nci.

nih.gov/ncia’home.jsf

var form=formof(this);form
['mainMenuForm:_idc1'].value="mainMenuForm: 1o
gout:j_id232";return iceSubmit
(form,this,event);

https://imaging-qa.nci.

nih.gov/ncia/home.jsf

$element(document.getElementById
("MAINbody:navigationForm')).captureAndredire
ctsubmit();

https://imaging-qa.nci.

nih.gov/ncia/home.jsf

var form=formof(this);form
['"MAINbody:navigationForm:_idcl'].value="MAIN
body:navigationForm:searchLinkIcon';return
iceSubmit(form,this,event);

https://imaging-qa.nci.

nih.gov/ncia/home.jsf

var form=formof(this);form
['"MAINbody:navigationForm:_idcl'].value="MAIN
body:navigationForm:searchLink';return
iceSubmit(form,this,event);

https://imaging-qa.nci.

nih.gov/ncia/home.jsf

var form=formof(this);form

[ '"MAINbody:navigationForm:_idcl'].value="MAIN
body:navigationForm:j_id268"';return iceSubmit
(form,this,event);

https://imaging-ga.nci.

nih.gov/ncia’home.jsf

var form=formof(this);form
['"MAINbody:navigationForm:_idcl'].value="MAIN
body:navigationForm:j_id270"';return iceSubmit
(form,this,event);

https://imaging-ga.nci.

nih.gov/ncia’home.jsf

var form=formof(this);form
['"MAINbody:navigationForm:_idcl'].value="MAIN
body:navigationForm:j_id272';return iceSubmit
(form,this,event);

https://imaging-ga.nci.

nih.gov/ncia’home.jsf
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window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/home.jsf
-views';

window.windowFocusRestore = false;

var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ: 8: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'"Mm7EYDXHUM7 JEArJOmHSCXQ' ,view: 8,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .o . . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/imageViewers.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:4: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'"M7EYDXHUM7 JEArJOmHSCXQ' ,view: 4,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . g . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/imageViewers.jsf
var container =
'xxyXEAkJQhTHIF064arqrQ:5:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedlSListenerCleanup: false,session:
'xxyXEAkJQhfHIF064arqrqQ',view: 5,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .o . . .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/imageViewers.jsf
var container =
'RWICZBMHZMefhv4L34N7Vg:4:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'Rw9CZBMHZMeThv4L34N7Vg' ,view: 4,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

10/1/2012 2:46:31 PM 200/297



Script URL

W\‘/:Jg‘?v‘/sv;‘?1SPoseV1eW5UR1 = '/ncia/block/dispose  https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf
window.windowFocusRestore = false;

var container =
'xxyXEAkJQhTHIF064arqrQ:3:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedlSListenerCleanup: false,session:
'xxyXEAkJQhfHIF064arqrqQ',view: 3,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

W\‘/:Jg‘?v‘/sv;‘?1SPoseV1eW5UR1 = '/ncia/block/dispose  https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf
window.windowFocusRestore = false;

var container = '-
rsrc24AGRqLfgqskBwUkig:15:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'-rsrc24AGRqLfqskBwukig',view:
15,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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W\‘/:Jg‘?v‘/s‘/;‘_ﬁSPOSGVWWSURI = '/ncia/block/dispose  https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf
window.windowFocusRestore = false;

var container =

'RWICZBMHZMefhv4L34N7Vg:2: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'Rw9CZBMHZMeThv4L34N7Vg' ,view: 2,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

try { document.execCommand /i ing- i ni i i
(' Backgroundimagecache:  false, true): } https://imaging-qa.nci.nih.gov/ncia/login.jsf

catch(e) {}

window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:1: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'"M7EYDXHUM7 JEArJOmHSCXQ' ,view: 1,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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alreadyTriedToForceResultRefresh = false;

//the hack of all hacks. icefaces
session timeout shows on login page.
//stub theirs out. must revist
//per release of 1icefaces
//this needs to be in body to be after
icefaces init stuff that creates container
container.bridge.attachstatusManager
(function setup(statusmgr) {
statusMgr.sessionExpired.onBackup =
statusMgr.sessionExpired.on;
statusMgr.sessionExpired.on =
function() {
if(true==true) {
window. Tocation.reload();

else {
return
statusMgr.sessionExpired.onBackup();

return statusMmgr;

s

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

$element(document.getElementById ]
('suBmenu:sideMenuForm')).captureAndRedirects
ubmit();

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

window.open('/ncia/imageviewers.jsf',

'new' ,'screenX=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=550, height=
500,scrollbars=yes,resizable=yes')

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

window.open('http://ncia.nci.nih.gov',

'new' ,'screenXx=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=760, height=
500,scrollbars=yes,resizable=yes')

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

changeMenustyle ]
(this, 'subMenuSecondaryTitleover'),showCursor

O

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

window.open('http://www.cancer.gov',

'new' ,'screenx=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=760, height=
500,scrollbars=yes, resizable=yes"')

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

window.open('http://ncicb.nci.nih.gov/"',

'new' ,'screenx=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=760,height=
500,scrollbars=yes, resizable=yes"')

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

$element(document.getElementById )
("mainMenuForm')) .captureAndRedirectsubmit();

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

changemMenustyle

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

(this, "mainMenuItemover'), showCursor()

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

var form=formof(this);form
['mainMenuForm:_idc1'].value="mainMenuForm:si
mpleSearchForGuestSubview:j_id219"';return
iceSubmit(form,this,event);

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

window.open('/ncia/HTML/help/index.html’,
'new' ,'screenx=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=750, height=
700,scrollbars=yes, resizable=yes')

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

$element(document.getElementById
("MAINbody:guestEnabled:navigationForml')).ca
ptureAndRedirectsubmit();

https://imaging-ga.nci.

nih.gov/ncia/login.jsf
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var form=formof(this);form

[ '"MAINbody:guestEnabled:navigationForml:_idc]
'].value="MAINbody:guestEnabled:navigationFor
ml:guestSearchLinkIcon';return iceSubmit
(form,this,event);

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

var form=formof(this);form

[ '"MAINbody:guestEnabled:navigationForml:_idc]
'].value="MAINbody:guestEnabled:navigationFor
ml:guestSearchLink';return iceSubmit
(form,this,event);

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

$element(document.getElementById
("MAINbody:sideBarviewAsGuest:loginFormGuestE
nabled')).captureAndredirectsubmit();

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

var form=formof(this);form

[ 'MAINbody:sideBarviewAsGuest:loginFormGuestE
nabled:_idc1'].value="MAINbody:sideBarviewAsG
uest:loginFormGuestEnabled:loginToggleLink';r
eturn iceSubmit(form,this,event);

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

document.Tlocation.href="#"'

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

changeMenustyle
(this, 'footerMenuItemover'),showCursor()

https://imaging-qa.nci.

nih.gov/ncia/login.jsf

window.open
("http://www.hhs.gov/Privacy.html',

"new' ,'screenx=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=760, height=
500,scrollbars=yes, resizable=yes"')

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

window.open('/ncia/legalRules.jsf',
'new' ,'screenX=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=760, height=
500,scrollbars=yes, resizable=yes')

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

window.open
(Ahttp://www3.cancer.gov/accessib111ty/nc1508
.htm',

'new' ,'screenx=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=760, height=
500,scrollbars=yes,resizable=yes')

https://imaging-ga.nci.

nih.gov/ncia/login.jsf

window.open
("http://ncicb.nci.nih.gov/NCICB/support’,
"new' ,'screenx=0,screeny=0,status=yes,toolba
r=no,menubar=no, location=no,width=760, height=
500,scrollbars=yes, resizable=yes"')

https://imaging-ga.nci.

nih.gov/ncia/login.jsf
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window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:3: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'"Mm7EYDXHUM7 JEArJOmHSCXQ' ,view: 3,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

icesubmit(form,this,event);return false; https://imaging-qa.nci.nih.gov/ncia/login.jsf
window.open('/ncia/accountSupport.jsf', /i ina- i ni i in.i
"new’ . ’screenx=0 . screeny=0.status=yes.toolba https://imaging-qa.nci.nih.gov/ncia/login.jsf

r=no,menubar=no, location=no,width=760, height=
550,scrollbars=yes, resizable=yes')

window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container = '-
rsrc24AGRqLfqskBwUkig:16:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'-rsrc24AGRqLfqskBwukig',view:
16,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container =
'RWICZBMHZMefhv4L34N7Vg:1:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'Rw9CZBMHZMeThv4L34N7Vg' ,view: 1,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container =
'RWICZBMHZMefhv4L34N7Vg:3:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'Rw9CZBMHZMeThv4L34N7Vg' ,view: 3,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:7: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'"M7EYDXHUM7 JEArJOmHSCXQ' ,view: 7,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container =
'xxyXEAkJQhTHIF064arqrQ:4:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedlSListenerCleanup: false,session:
'xxyXEAkJQhfHIFO064arqrqQ',view: 4,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

$element(document.getElementById /i ina- i ni i in.i
("MAINbody:sideBarview:loginForm')).captureAn hitps://imaging-qa.nci.nih.govincialogin.jsf

dredirectsubmit();
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window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container =
'xxyXEAkJQhTHIF064arqrQ:2:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedlSListenerCleanup: false,session:
'XxxyXEAkJQhfHIF064arqrqQ',view: 2,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURT = '/ncia/block/dispose  https://imaging-ga.nci.nih.gov/ncia/login.jsf
-views';

window.windowFocusRestore = false;

var container =
'Mhbs6bsyc17Dw_j9wkP2NA:2:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedlSListenerCleanup: false,session:
'"Mhbs6bsYcl17Dw_j9wkP2NA',view: 2,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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if(lconfirm('You are about to login as a -/ ing- i ni i in.i
registered user. Any data in the basket will https://imaging-qa.nci.nih.gov/ncia/login.jsf

be lost. Are you sure you wish to
continue?')) {return true;}var form=formof
(this);form
["mainMenuForm:_idc1'].value="mainMenuForm:ho
meLinkSubview:j_i1d208";return iceSubmit
(form,this,event);

window.disposeviewsURT = '/ncia/block/dispose  https://imaging-qa.nci.nih.gov/ncia/login.jsf

-views';
window.windowFocusRestore = false;
var container = '0z6CYownkKk-

nqsSp7h9tOEQ: 3:configuration-script'.asElement
() .parentNode;

container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'0z6CYownkK-nqSp7h9tOEQ' ,view: 3,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

10/1/2012 2:46:32 PM 209/297



Script URL

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . -
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/registerMain.jsf
var container = '-
rsrc24AGRqLfqskBwUkig:18:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'-rsrc24AGRqLfqskBwukig',view:
18,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

$element(document.getElementById ) https://imaging-
éum‘ﬂk()g?y'regmte”:orm )) . captureAndRedirect ga.nci.nih.gov/ncia/registerMain.jsf

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . . -
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/registerMain.jsf
var container =

'RW9CZBMHZMefhv4L34N7Vg:5: configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'Rw9CZBMHZMeThv4L34N7Vg' ,view: 5,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',servereErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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window.disposeviewsURI = '/ncia/block/dispose https://imaging-
W;-’;Sg\,s\,_v’ﬂ-ndowFocusRestore = false; ga.nci.nih.gov/ncia/searchCustomList.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:16:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizedisSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ',view:

16,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',serverError: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

$element(document.getElementById : https://imaging-
Srﬂﬁﬁﬁﬂgﬂﬁgﬁ%gﬁﬂﬁﬁ%‘;?"—” esListForm’)).capt ga.nci.nih.gov/ncia/searchCustomList.jsf
$element(document.getElementById ) https://imaging-
étﬁﬁﬁm?gg sharedListForm')) . captureAndRedire ga.nci.nih.gov/ncia/searchCustomList.jsf
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window.disposeviewsURI = '/ncia/block/dispose https://imaging-
W;-’;S‘(')"VSV_MndOWFocusRestore = false; ga.nci.nih.gov/ncia/searchCustomList.jsf
var container = '-
rsrc24AGRqLfqskBwUkig:8:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'-rsrc24AGRqLfqskBwukig',view: 8,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .o . L .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/submissionReports.jsf
var container =

'Mm7EYDXHUM7 JEArJOmHSCXQ:22:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'm7EYDXHUM7 JEArJOmHSCXQ' ,view:
22,synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorretryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping’', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);
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document.forms -Ifi ing-
[ 'MAINbody:submissionReportCriteriaForm'] https://imaging

[ "MAINbody: submissionReportCriteriaForm:_idc] ga.nci.nih.gov/ncia/submissionReports jsf
'T.value="MAINbody:submissionReportCriteriaFo
rm:frombate_cb';document.forms

[ "MAINbody: submissionReportCriteriaForm']

[ 'MAINbody:submissionReportCriteriaForm:_idMA
INbody:sugmissionReportCriteriaForm:fromDates
p'].value="toggle';iceSubmitPartial

( document.forms

[ "MAINbody: submissionReportCriteriaForm'],
this,event);Ice.Calendar.addCloseListener
("MAINbody: submissionReportCriteriaForm: fromD
ate', "MAINbody:submissionReportCriteriaForm',
'"MAINbody:submissionReportCriteriaForm:_idcl’'
, '"MAINbody: submissionReportCriteriaForm:_idMA
INbody:submissionReportCriteriaForm:frombDates
p');return false;

document.forms -Ifi ing-
[ 'MAINbody:submissionReportCriteriaForm'] https://imaging

[ "MAINbody: submissionReportCriteriaForm:_idc] ga.nci.nih.gov/ncia/submissionReports jsf
'T.value="MAINbody: submissionReportCriteriaFo
rm:toDate_cb' ;document. forms

[ "MAINbody: submissionReportCriteriaForm']

[ 'MAINbody:submissionReportCriteriaForm:_idMA
INbody:sugmissionReportcriteriaForm:toDatesp'
J.value="toggle';iceSubmitPartial

( document.forms

[ "MAINbody: submissionReportCriteriaForm'],
this,event);Ice.Calendar.addCloseListener
("MAINbody: submissionReportCriteriaForm:toDat
e', "MAINbody:submissionReportCriteriaForm','M
AINbody:submissionReportCriteriaForm:_idcl',"
MAINbody:submissionReportCriteriaForm:_idMAIN
body: submissionReportCriteriaForm:toDatesp');
return false;

$element(document.getElementById . https://imaging-
gtﬂﬁgﬁﬁggga?‘;2’2};3;3?&‘25’?“C”te”aF°'"’“ )).ca ga.nci.nih.gov/ncia/submissionReports.jsf
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window.disposeviewsURI = '/ncia/block/dispose https://imaging-
-views'; .. . .. .
window.windowFocusRestore = false; ga.nci.nih.gov/ncia/submissionReports.jsf
var container = '-
rsrc24AGRqLfqskBwukig:13:configuration-
script'.asElement() .parentNode;
container.bridge = new
Ice.Community.Application
({optimizediSListenerCleanup: false,session:
'-rsrc24AGRqLfqskBwukig',view:

13, synchronous:
false,connectionLostRedirectURI:
'/ncia/connectionLost.jsp',sessionExpiredRedi
rectURI:
'/ncia/sessionExpired.jsp',serverErrorrRetryTi
meouts: [1000,2000,4000], connection:
{blockur: false,context: '/ncia/',
sendReceiveUpdatesURI: '/ncia/block/send-
receive-updates',pingURI:

'/ncia/block/ping', receiveUpdatesURI:
'/ncia/block/receive-
updates',receiveUpdatedviewsURI:
'/ncia/block/receive-updated-

views', heartbeat: {interval: 50000, timeout:
30000, retries: 3},timeout: 1000000} ,messages:
{sessionExpired: 'User Session
Expired',connectionLost: 'Network Connection
Interrupted',servererror: 'Server Internal
Error',description: 'To reconnect click the
Reload button on the browser or click the
button below',buttonText: 'Reload'}},
container);

oo https://imaging-
//grab url to redirect ga.nci.nih.gov/ncia/HTML/leavingNCI.html

to
// Make sure there's
some data
if (location.search) {
// Extract the url
var url =
Tocation.search.substring(1)
//set the redirect
document.write(' to

+url + '"">' + url

go to: <br><br> <a href=
+ '</a></b></p>');
document.write
("<p>Click on the address above if the page
doesn't change within 10 seconds.</p> ");

) var redirect = new
Redirect(url); )
redirect.go(Q;

else {
document.write
(".</b></p><p><b>Your destination URL was not
found. Please copy and paste the destination
URL into this window.</b></p><p>");

//-=>
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// Displays the image in new window https://imaging-

function showInNewwindow(imagename) ga.nci.nih.gov/ncialjs/imageViewer.js

var windowId = imagename.substring
(imagename.lastIndexof('=') + 1);
popup = window.open (imagename,
windowId,

config="height=500,width=500, toolbar=no,
menubar=no, scrollbars=yes,
resizable=yes,location=no, directories=no,
status=no');

popup.focus();
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A Jfimading. T g o
N\ OverLTB 4.00 - You may not remove or https://imaging-ga.nci.nih.gov/ncialjs/overlib.js

change this notice.
//\ Copyright Erik Bosrup 1998-2004. ATl
rights reserved.

//\ Contributors are Tisted on the homeEa%e.
//\ This file might be old, always chec or
the latest version at:

;?§ http://www.bosrup.com/web/overlib/

//\ Please read the license agreement
(available through the Tink above)

//\ before using overLIB. Direct any
Ticensing questions to erik@bosrup.com.

//\ Do not sell this as your own work or
remove this copyright notice.

//\ For full details on copying or changing
this script please read the

//\ Tlicense agreement at the 1link above.
Please give credit on sites that

//\ use overLIB and submit changes of the
script so other people can use

//\ them as well.

/  S$Revision: 4417 $ $Date:
2008-04-18 16:43:12 -0400 (Fri, 18 Apr 2008)

$
A

/\mini

/1711117

// PRE-INIT

// Ignore these lines, configuration is
below.

/1717117

var olLoaded = O;var pmStart = 10000000; var
pmUpper = 10001000; var pmCount = pmStart+l;
var pms = new Array(); var olInfo = new Info
('4.00', 1;

var FREPLACE = 0; var FBEFORE = 1; var FAFTER
= 2; var FALTERNATE = 3;

var olHideForm=0; // parameter for hiding
SELECT and Activex elements in IE5.5+
registerCommands
('donothing,inarray,caparray, sticky,backgroun
d,noclose,caption, left, right,center,offsetx,o
ffsety, fgcolor,bgcolor,textcolor,capcolor,clo
secolor,width,border,cellpad,status,autostatu
s,autostatuscap,height,closetext, snapx,snapy,
fixx, fixy, relx,rely, fgbackground,bgbackground
,padx,pady, fullhtml,above,below, capicon, textf
ont,captionfont,closefont, textsize,captionsiz
e,closesize,timeout, function,delay,hauto,vaut
o,c1osec11ck,wraq,fo]]owmouse,mouseoff,c1oset
itle,cssoff,cssclass,fgclass,bgclass, textfont
class,captionfontclass,closefontclass');

11177777
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/fs//éCérLIB Hide Form Plugin hitps:/fimaging-

//\ This file requires ovgrLIB 4.00 or ga.nci.nih.gov/ncialjs/overlib_hideform.js
Tater.

//\

//\ Uses an iframe shim to mask system
controls for IE v5.5 or higher as suggested
in

//\ - o
http://dotnetjunkies.com/weblog/jking/posts/4
88.aspx

//\ overLIB 4.00 - You may not remove or
change this notice.

//\ Copyright Erik Bosrup 1998-2004. All
rights reserved.

//\ Contributors are listed on the homepage.
//\ See http://www.bosrup.com/web/overlib/
for details.

//  $Revision: 4417 $ $Date:
%008—04—18 16:43:12 -0400 (Fri, 18 Apr 2008)
/IN//TTT

if (typeof olinfo == 'undefined'

olinfo.simpleversion < 400) alert('overLIB
4.00 or later is required for the HideForm
Plugin.');

// Function which generates the popup with an

IFRAME shim

function generatePopUp(content) {
if(loT1ie4||olop||'ol1e55] | (typeof

o3_shadow != 'undefined' && o3_shadow) | |

(typeof 03_bubble != 'undefined' &&

o3_bubble)) return;

var wd,ht,txt, zIdx = O0;

wd parseInt(o3_width);

ht over.offsetHeight;

txt = bckDropsrc(wd,ht,zIdx++);

txt += '<div style="position: absolute;
top: O; 1§f5:'0; width: '+ wd+'px; z-index:

+ zIdx + ";">" + content + '</div>";
Tayerwrite(txt);

// Code for the IFRAME which is used in other
places
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function changeMenustyle(obj, new_style) { https://imaging-qa.nci.nih.gov/ncialjs/script.js

obj.className = new_style;

function showCursor() {
document.body.style.cursor = "hand";

function hidecursor() {
document.body.style.cursor = "default";

function confirmbelete() {
if (confirm("Are you sure you want to
delete?™)) {
Effect.Appear('notification',
{duration: 0.25, queue: 'end'});
return true;
} else {
return false;

}

function checkAlTInContainingTable
(containedcheckbox) {
var containerTable = findContainingTable
(containedcheckbox) ;
if(containerTable==null) {
return;
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function changeMenustyle(obj, new_style) { https://imaging-qa.nci.nih.gov/ncialjs/script.js
obj.className = new_style;

function showCursor() {
document.body.style.cursor = "hand";

function hidecursor() {
document.body.style.cursor = "default";

function confirmbelete() {
if (confirm("Are you sure you want to
delete?™)) {
Effect.Appear('notification',
{duration: 0.25, queue: 'end'});
return true;
} else {
return false;

}

function checkAllInContainingTable
(containedcheckbox) {
var containerTable = findContainingTable
(containedcheckbox) ;
if(containerTable==null) {
return;

if(document.all) -/ ing- i ni i
document .body . style.backgroundcolor="'#808080" https://imaging-ga.nci.nih.gov/ncia/xmlhttp/blank

<l__ https://imaging-
function wwHHelpFrame_LaunchHelp() ga.nci.nih.gov/ncia/HTML/help/index.html

var Parameters;
var Parts;

;? Process URL parameters
Parameters = "";
if (Tocation.href.indexof("?") != -1)

Parts = location.href.split("?");
Parameters = "?" + Parts[1];

setTimeout("location.replace
(\"wwhe1p/wwhimp1/common/htm1/switch.htm" +
Parameters + "\");" ;

3
/] -=>

WwHHe 1pFrame_LaunchHelp(Q); https://imaging-
ga.nci.nih.gov/ncia/HTML/help/index.html
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<!--
var WwHFrame = null;

;; Set reference to top Tevel help frame

if ((typeof(parent.wwHHelp) !=
"undefined") &&

(parent.wWwHHelp != null))
WwWHFrame = eval("parent");

else if ((typeof(parent.parent.wwHHelp) !

= "undefined") &&
(parent.parent.wWwHHelp != null))

WwHFrame = eval("parent.parent");

function wwHPageNavFrame_HandleKeyDown

(Paramevent)
return WwHFrame.wwHHelp.fHandleKeyDown
(ParamEvent);

function
(ParamEvent)

WwHPageNavFrame_HandleKeyPress

return WwHFrame.wwHHelp.fHandleKeyPress
(Paramevent);

function wwHPageNavFrame_HandTleKeyUp

(ParamEvent)

https://imaging-
ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/html/pagenav.htm

<!l--
;? Set reference to top Tevel help frame

var WwHFrame = eval("window.self");
window.name = "WwHFrame";

// Create browser info object

var WwHBrowser = new WwWHBrowser_Object

O;
// Create switch object

var WwHSwitch = new WwHSwitch_oObject();
/] -=>

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/switch.htm

wWwWHSwitch.fExec(true, location.href);

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/switch.htm
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i https://imaging-

// set reference to top level help frame ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/html/wwhelp.htm

var WwHFrame = eval("window.self");

window.name = "WWHFrame";

// Create browser info object

var WwHBrowser = new WwHBrowser_Object

O3
// Create switch object
Cér WwHSwitch = new WwHSwitch_object();
;? Create new help object

var WwHHelp = new WwHHelp_Object
(lTocation.href);

// Create controls object

var WwHControls = new WwHControls_Object
O;

// Create related topics object

var WwHRelatedTopics = new
WwHRelatedTopics_Object();

;; Create alinks object

var WWwHALinks = new WWHALinks_Object();
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// Copyright (c%12091ﬁ2003 Quadr31ay https://imaging-
corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

) ) common/private/locale.js
function wwHCommonMessages_Object()

;; Set default messages
WwHCommonMessages_Set_en(this);

this.fSetByLocale =
WwHCommonMessages_SetByLocale;

function WwwHCommonMessages_SetByLocale
(ParamLocale)

var LocaleFunction = null;

// Match Tocale

//
if ((ParamLocale.length > 1) &&
(eval("typeof (WwHCommonMessages_Set_" +
ParamLocale + ")") == "function"))

LocaleFunction = eval
("wwHCommonMessages_Set_" + ParamLocale);

}
else if ((ParamLocale.length > 1) &&
(eval ("typeof
(WwHCommonMessages_Set_" +
ParamLocale.substring(0, 2) + ")'") ==
"function"))

LocaleFunction = eval
("wwHCommonMessages_sSet_" +
ParamLocale.substring(0, 2));
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// Copyright (c%12091ﬁ2003 Quadr31ay https://imaging-

corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/private/options.js

function wwHCommonSettings_oObject()

this.mTitle = "NBIA Online Help";

this.mbCookies = true;
this.mCookiesDaysToExpire = 30;
this.mCookiesID =
"2EA8A4B5146298AB" ;
this.mAccessible = "false";
this.mbSyncContentsEnabled = true;
this.mbPrevEnabled = false;
this.mbNextEnabled = false;
this.mbRelatedTopicsEnabled = true;
this.mbEmailEnabled = false;
this.mbPrintEnabled = true;
this.mbBookmarkEnabled = false;
this.mbPDFEnabled = false;

this.mEmaiTlAddress = ;

this.mRelatedTopics = new ]
WwHCommonSettings_RelatedTopics_Object();

this.mALinks .= new
WwHCommonSettings_ALinks_Object();
this.mPopup = new

WwHCommonSettings_Popup_Object();

this.mbHighlightingEnabled
this.mHighlightingForegroundcolor
"#FFFFFF";

true;
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// Copyright (c) 2000-2005 Quadralay
Corporation. All rights reserved.

function WwHPopupFormat_Translate(ParamText)

return ParamText;

function WwwHPopupFormat_Format(Paramwidth,
ParamTextID,
ParamText)

{

var FormattedText
var BackgroundColor =

WWHFrame .WwHHeTp.mSettings.mPopup.mBackground

color;
var Bordercolor =

WWHFrame .WwHHeTp.mSettings.mPopup.mBordercolo

r;

var ImageDir
WWHFrame . WWHHelp. mHe1pURLPref1x +
wwhe1p/wwh1mp1/common/1mages

var Requacerleh = "<img src—\"" +
ImageDir + /spc1w2h gif\" width=\"1\"
height=\"2\">

var RequacerZwlh = "<img src=\"" +
ImageDir + "/spc2wlh.gif\" width=\"2\"
height=\"1\">";

var StyleAttribute;

// Set style attribute to insure small
image height

StyleAttribute = "
Tine-height: 1px;\""

sty1e \"font-size: 1px;

FormattedText += "<table width=\"4\"
border=\"0\" ce11spac1ng \"0\"

cellpadding=\"0\" bgcolor=\"" +
BackgroundColor + "\">";
FormattedText += " <tr>"

FormattedText +=
" height=\"2\" colspan=\"3\" bgcolor=\"" +
Bordercolor + "\">" + ReqSpacerlw2h +
"</td>";

FormattedText +=

</tr>";

<td" + StyleAttribute +

https://imaging-
ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/private/popupf.js

// Copyright (c) 2001-2003 Quadralay
Corporation. All rights reserved.

document.writeln("<title>NBIA Online
Help</title>");

https://imaging-
ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/
common/private/title.js
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// Copyright (c%1ZOQOH2003 Quadr§1ay https://imaging-

corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/scripts/bookgrps.js

Eunction WwHBookGroups_object()

this.mbshowBooks
this.mbExpandA11AtTop
this.mchildren

false;
false;
new Array(Q);

this.fAddGrouping =
WWHBookGroups_AddGrouping;

this.fAddDirectory =
WWHBookGroups_AddD1irectory;

function WwwHBookGroups_AddGrouping
(ParamTitle,
bParamexpand,
ParamIcon,
ParamopenIcon)

var bExpandBookGrouping;

var BookGrouping;

// Set mbExpand to true if top entries are
to be expanded

bExpandBookGrouping = false;
if ((typeof(bParamexpand) != "undefined™)
&&

(bParamexpand != null) &&
(bParamexpand == true))

bExpandBookGrouping = true;
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// Copyright (c%1ZOQOH2003 Quadr§1ay https://imaging-
corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

common/scripts/booklist.js
Eunction WwHBook_Object(Parambirectory)

// Set values from callbacks

this.mDirectory = null;
this.mTitle = null;
this.mContext = null;

this.mFiles new WwHFileList_Object();
// Fix up directory
if (ParamDirectory == ".")
this.mbirectory = "";
else

this.mbirectory = Parambirectory + "/";

this.fInit = WwHBook_Init;

3

function WwwHBook_Init(ParamTitle,
ParamContext,
ParamFilesFunction,
ParamALinksFunction)

// Copyright (c) 2000-2003 Quadralay https://imaging-

C7rp°rat1°n' ATl rights reserved. ga.nci.nih.gov/ncia/HTML/help/wwhelp/wwhimpl/

common/scripts/booklist.js
Eunction WwHBook_Object(Parambirectory)

// Set values from callbacks

this.mdirectory = null;
this.mTitle = null;
this.mContext = null;

this.mFiles new WwHFileList_Object();

// Fix up directory

{é (Parambirectory == ".")
this.mbirectory = "";

else

this.mbirectory = Parambirectory + "/";

this.fInit = WwHBook_Init;
}

function WwwHBook_Init(ParamTitle,
ParamContext,
ParamFilesFunction,
ParamALinksFunction)
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// Copyright (c%1ZOQOH2005 Quadr§1ay https://imaging-
corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/scripts/browser.js

function WwwHBrowserutilities_SearchReplace
(Paramstring,
ParamSearchstring,
ParamReplaceString)
var ResultString;
var Index;

ResultString = ParamString;

if ((Paramsearchstring.length > 0) &&
(ResultString.length > 0))

Index = 0;
while ((Index = ResultString.indexof
(ParamSearchstring, Index)) != -1)

ResultString = ResultString.substring
(0, Index) + ParamReplaceString +
ResultString.substring(Index +
ParamSearchString.length,
ResultString.length);

Index += ParamReplaceString.length;

3
}
return ResultString;
function o )
WwHBrowserutilities_EscapeURLForJavascriptAnc
?or(ParamURL)

var EscapedURL = ParamuRL;
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// Copyright (c%1ZOQOH2003 Quadr§1ay https://imaging-
corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

) ) common/scripts/controls.js
function WwwHControlEntry_Object
(ParamControlName,

bParamenabled,

bParamStatus,
ParamLabel,

ParamIconEnabled,
ParamIconDisabled,
ParamAnchorMethod,
ParamFrameName)

this.mControlName
this.mbEnabTled
this.mbStatus
this.mLabel
this.mIconEnabled
this.mIconDisabled
this.mAnchormethod
this.mFrameName

ParamControlName;
bParamenabled;
bParamStatus;
ParamLabel;
ParamIconEnabled;
ParamIconDisabled;
ParamAnchorMethod;
ParamFrameName;

this.fSetStatus =
WWHControlEntry_SetStatus;

this.fGetIconURL =
WWHControlEntry_GetIconURL;

this.fGetHTML = WWHControlEntry_GetHTML;

this.fGetLabel =
WwHControlEntry_GetLabel;

this.fupdateIcon =
¥WHContro1Entry_UpdateIcon;

function WwHControlEntry_SetStatus
(bParamstatus)
{
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// Copyright (c%1ZOQOH2003 Quadr§1ay https://imaging-
corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

) ) ) ) common/scripts/filelist.js
function WwwHFile_Object(ParamTitle,
ParamHREF)

ParamTitle;
ParamHREF;

this.mTitle
this.mHREF

gunction WwHFiTeList_Object()

this.mFileList = new Array();
this.mFileHash = new WwHFileHash_oObject();

this.fEntries =
WWHFiTleList_Entries;
this.fAddFile =
WWHFiTeList_AddFiTe;
this.fA =
WWHFiTeList_AddFiTe;
this.fHREFToIndex =
WWHF1ileList_HREFToIndex;
this.fHREFToTitle =
WWHFileList_HREFToTitle;
this.fFileIndexToHREF =
WWHF1ileList_FileIndexToHREF;
this.fFileIndexToTitle =
WWHFiTeList_FileIndexToTitle;

function WwHFileList_Entries()

return this.mFileList.length;

function WwHFileList_AddFile(ParamTitle,
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// Copyright (c%1ZOQOH2003 Quadr§1ay https://imaging-
corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

common/scripts/handler.js
function wwHHandler_object()

this.mbInitialized = false;

this.fInit
this.fFinalize
WwHHandler_Finalize;
this.fGetFrameReference =
WwWHHandler_GetFrameReference;
this.fGetFrameName =
WwWHHandler_GetFrameName;
this.fIsReady =
WwHHandTer_IsReady;
this.fupdate =
WwHHandler_Update;
this.fSyncToC =
WwHHandTler_SyncToC;
this.fFavoritesCurrent =
wWwWHHandler_FavoritesCurrent;
this.fProcessAccesskey =
WwHHandler_ProcessAccessKey;
this.fGetCurrentTab =
WwHHandler_GetCurrentTab;
this.fSetCurrentTab =
¥WHHand1er_SetCurrentTab;

WwHHandler_Init;

function WwHHandler_Init()

this.mbInitialized = true;
WWHFrame .WwHHeTp.fHandlerInitialized(Q;

function WwwHHandler_Finalize()

}
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// Copyright (c%12000h2005 Quadr31ay https://imaging-

Corporation. All rights reserve ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/scripts/help.js

function WwwHHelp_Object(ParamurL)

var URLParams;

this.mbInitialized = false;
this.mbAccessible = false;
this.mInitialTabName = null;
this.mNewTabName = null;
this.mInitStage = 0;
this.mSettings = new
WwHCommonSettings_object();

this.mMessages = new

WwHCommonMessages_Object();
this.mbocumentLoaded = null;
this.mLocationURL =

WWHF rame .WwHBrowser. fNorma11zeURL(ParamURL),
this.mBaseURL

WWHStri ngUt1 Tities GetBaseURL

(this.mLocationURL);
this.mHeTpURLPrefix =

WWHFrame .WwHBrowser . fRestoreEscapedSpaces

(this.mBaseURL);

this.mContextDir = null;
this.mTopicTag = null;
this.mDocumentURL =""
this.mPopup = null;
this.mPopupContext ="";
this.mPopupLink ="";
this.mBookGroups = new
WWHBookGroups_Object();
this.mBooks = new
WwHBookList_Object();
this.mFavoritesCookie = "wwH" +
this.mSettings.mCookiesID + "_Favs";
this.mbIgnoreNextkeyPress = false
this.mbATtKeyDown = false;
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// Copyright (c%12000h2005 Quadr31ay https://imaging-

Corporation. All rights reserve ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/
common/scripts/help.js

function WwwHHelp_Object(ParamurL)

var URLParams;

this.mbInitialized = false;
this.mbAccessible = false;
this.mInitialTabName = null;
this.mNewTabName = null;
this.mInitStage = 0;
this.mSettings = new
WwHCommonSettings_object();

this.mMessages = new

WwHCommonMessages_Object();
this.mbocumentLoaded = null;
this.mLocationURL =

WWHF rame .WwHBrowser. fNorma11zeURL(ParamURL),
this.mBaseURL

WWHStri ngUt1 Tities GetBaseURL

(this.mLocationURL);
this.mHeTpURLPrefix =

WWHFrame .WwHBrowser . fRestoreEscapedSpaces

(this.mBaseURL);

this.mContextDir = null;
this.mTopicTag = null;
this.mDocumentURL =""
this.mPopup = null;
this.mPopupContext ="";
this.mPopupLink ="";
this.mBookGroups = new
WWHBookGroups_Object();
this.mBooks = new
WwHBookList_Object();
this.mFavoritesCookie = "wwH" +
this.mSettings.mCookiesID + "_Favs";
this.mbIgnoreNextkeyPress = false
this.mbATtKeyDown = false;
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// Copyright (c%1ZOQOH2003 Quadr§1ay https://imaging-
corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

common/scripts/popup.js
function WwHPopup_Object(ParamThisPopupRef,
ParamwindowRef,

ParamPopupTranslateFunc,

ParamPopupFormatFunc,
ParamDivID,
ParamTextID,
ParamTimeout,
ParamoffsetX,
Paramoffsety,
Paramwidth)

this.mThisPopupRef
this.mwindowRef
this.mDivID
this.mTextID
this.mTimeout
ParamTimeout : O;

ParamThisPopupRef;
ParamwindowRef;
ParambDiviD;
ParamTextID;
(ParamTimeout > 0) ?

this.moffsetX = ParamoffsetX;
this.moffsety = Paramoffsety;
this.mwidth = Paramwidth;

;? Updated when popup triggered

this.mbvisible = false;
this.mPositionX = 0;
this.mPositiony = 0;
this.mText = ""
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// Copyright (c%12000h2003 Quadr31ay https://imaging-
Corporation. All rights reserve ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

common/scripts/related.js
function WwwHRelatedTopics_Object()

this.mRelatedTopicList

this.mPopup
WWHPopup_Object
("wWwHFrame .wwHReTatedTopics.mPopup",

new Array(Q);
new

WWHFrame.wwHHelp.fGetFrameReference
("wwHDocumentFrame"),

wWwHRelatedTopicsPopup_Translate,
WwHRelatedTopicsPopup_Format,

"wwHRelatedTopicsDIV",
"WwHReTlatedTopicsText", 10, 0, O,

gwagrame.WWHHe1p.mSettings.mRe]atedTopics.mwi
th);

this.fHasRelatedTopics =
WwHRelatedTopics_HasRelatedTopics;
this.fClear =
WwHRelatedTopics_Clear;
this.fAdd =
WwHRelatedTopics_Add;
this.fHTML =
WwHRelatedTopics_HTML;
this.fDisplayTopic =
wWwHRelatedTopics_| D1sp1ayTop1c
this. fshow
WwHRelatedTopics_Show;
this.fshowAtEvent =
WwHRelatedTopics_ ShowAtEvent
this.fHide =
WwHRelatedTopics_Hide;
this.fInTineHTML =
WwHRelatedTopics_InlineHTML;
this. fPopupHTML =
¥WHRe1atedTop1cs_PopupHTML;

gunction WwHReTatedTopics_HasRelatedTopics()

var bvarHasRelatedTopics = false;
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// Copyright (c%12000h2003 Quadr§1ay https://imaging-
Corporation. All rights reserve ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

) ) o common/scripts/strutils.js
function WwHStringutilities_GetBaseURL
(ParamurL)
{

var BaseURL;
var Parts;
// Remove URL parameters

BaseURL = ParamuURL
}f (BaseURL 1ndexof("7") 1= -1)

Parts = BaseURL.split("?");
BaseURL = Parts[0];
// Trim down to last referenced directory

BaseURL = ParamuRL. substr1ng(0
ParamuRL.lastIndexof("/"));

// Attempt to match known wwHelp
directories

rts = BaseURL.split
@ /wwhe1p/wwh1mp1/common/htm1")
}f (Parts[0] == BaseURL)

Parts = BaseURL.split
("{wwhe]p/wwhimp1/js/htm1");
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// Copyright (c%1ZOQOH2003 Quadr§1ay https://imaging-
corporation. ALl rights reserved. ga.nci.nih.gov/ncia/HT ML/help/wwhelp/wwhimpl/

common/scripts/switch.js

Eunction WWHSw1i tch_object ()

this.mParameters -

this.mImpTementation "javascript";

this.mSettings new
WwHCommonSettings_oObject();

this.mMessages = new
WwHCommonMessages_Object();

this.fExec
this.fParseURLParameters
WWHSw1itch_ParseURLParameters;
this.fProcessuRL =
WWHSw1itch_ProcessuURL;
this.fsSwitch =
WWHSw1itch_sSwitch;

WWHSw1itch_Exec;

// Load up messages
this.mMessages.fSetByLocale
(WWHFrame.wWwHBrowser .mLocale);
function WwwHSwitch_Exec(bParamNormalizeURL,

ParamuRL)
{

var TargetURL ParamuRL;
var FrameSetURL .

;; Determine cookie path

WwWHFrame.WwHBrowser . fSetCookiePath
(WWHStringutilities_GetBaseURL(ParamuRL));
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if (lwindow.Ice.Extras) { https://imaging-
var y.gggvgégg;gﬁg;gﬁ;fggggono Creturn ga.nci.nih.gov/ncia/xmihttp/ 1347048239008 /ice-
Try.these(function() {return new extras.js

XMLHttpRequest ()}, function() {return new
Activexobject("Msxm12.XMLHTTP")}, function()
{return new ActiveXObject
("Microsoft .XMLHTTP")%)

| | false},activerRequestCount:0};Ajax.Responder
s={responders:[],_each:function(iterator)
{this.responders._each
(iteratorg},register:function(responder){if(!
this.include(responder)){this.responders.push
(responder)}},unregister:function(responder)
{this.responders=this.responders.without
(responder)},dispatch:function

(callback, request,transport,json){this.each
(function(responder){if(0Object.isFunction
(res?onder[ca11back])){try{responder

[callback] .apply(responder,
[request,transport,json])}catch(e)
{}}3})}};0bject.extend
(Ajax.Responders,Enumerable) ;Ajax.Responders.
register({onCreate:function()
{Ajax.activeRequestCount++},onComplete: functi
on() {Ajax.activeRequestCount-

-}}) ;Ajax.Base=Class.create
({initialize:function(options){this.options=
{method: "post",asynchronous:true,contentType:
"application/x-www-form-
urlencoded",encoding:"UTF-

8" ,parameters:"",evalJSON:true,evallS:true};0
bject.extend(this.options,options]| |
{});this.options.method=this.options.method.t
oLowercase();if(object.isHash
(this.options.parameters))
{this.options.parameters=this.options.paramet
ers.toobject()}}});Ajax.Request=Class.create
(Ajax.Base,
{_complete:false,initialize:function
($super,url,options) {$super
(options);this.transport=Ajax.getTransport

() ;this.request(url)},request:function(url)
{this.url=url;this.method=this.options.method
;var params=Object.isString
(this.options.parameters)?
this.options.parameters:Object.toQueryString
(this.options.parameters);if(!
["get","post"].include(this.method)) {params+=
(params?"&":""
+"_method="+this.method;this.method="post"}if
(params&&this.method==="get"){this.url+=
(this.url.include("?")?"&":"?")+params}
this.parameters=params.toQueryParams() ;try
{var response=new Ajax.Response(this);if
(this.options.onCreate){this.options.onCreate
(response) }Ajax.Responders.dispatch
("onCreate",this, response);this.transport.ope
n(this.method.toUppercase

() ,this.url,this.options.asynchronous);if
(this.options.asynchronous)
%t?;s.respondToReadystate.bind(this).defer

1

this.transport.onreadystatechange=this.onStat
eChange.bind(this);this.setRequestHeaders
() ;this.body=this.method=="post"?
(this.options.postBody| |params):null;this.tra
nsport.send(this.bodyg;if(!
this.options.asynchronous&&this.transport.ove
rrideMimeType) {this.onStateChange()}}catch(e)
{this.dispatchException

1012012 TaepspmteChange: functionO{var 238/297
readyState=this.transport.readyState;if
(readystate>1&&! ((readyState==4)
&&this._complete)){this.respondToReadyState
(this.transport.readystate)}},setRequestHeade
rs:function() {var headers={"X-Requested-
with":"XMLHttpRequest","X-Prototype-
Version":Prototype.version,Accept:"text/javas
cript, text/html, application/xml, text/xml,
*/*"};if(this.method=="post") {headers
["Content-type"]=this.options.contentType+
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if (lwindow.Ice.Extras) { https://imaging-
var y.gggvgégg;gﬁg;gﬁ;fggggono Creturn ga.nci.nih.gov/ncia/xmihttp/ 1347048239008 /ice-
Try.these(function() {return new extras.js

XMLHttpRequest ()}, function() {return new
Activexobject("Msxm12.XMLHTTP")}, function()
{return new ActiveXObject
("Microsoft.XMLHTTP")g)

| | false},activerRequestCount:0};Ajax.Responder
s={responders:[],_each:function(iterator)
{this.responders._each
(iteratorg},register:function(responder){if(!
this.include(responder)){this.responders.push
(responder)}},unregister:function(responder)
{this.responders=this.responders.without
(responder)},dispatch:function

(callback, request,transport,json){this.each
(function(responder){if(0Object.isFunction
(res?onder[ca11back])){try{responder

[callback] .apply(responder,
[request,transport,json])}catch(e)
{}}3})}};0bject.extend
(Ajax.Responders,Enumerable) ;Ajax.Responders.
register({onCreate:function()
{Ajax.activeRequestCount++},onComplete: functi
on() {Ajax.activeRequestCount-

-}}) ;Ajax.Base=Class.create
({initialize:function(options){this.options=
{method: "post",asynchronous:true,contentType:
"application/x-www-form-
urlencoded",encoding:"UTF-

8" ,parameters:"",evalJSON:true,evallS:true};0
bject.extend(this.options,options]| |
{});this.options.method=this.options.method.t
oLowercase();if(object.isHash
(this.options.parameters))
{this.options.parameters=this.options.paramet
ers.toobject()}}});Ajax.Request=Class.create
(Ajax.Base,
{_complete:false,initialize:function
($super,url,options) {$super
(options);this.transport=Ajax.getTransport

() ;this.request(url)},request:function(url)
{this.url=url;this.method=this.options.method
;var params=Object.isString
(this.options.parameters)?
this.options.parameters:Object.toQueryString
(this.options.parameters);if(!
["get","post"].include(this.method)) {params+=
(params?"&":""
+"_method="+this.method;this.method="post"}if
(params&&this.method==="get"){this.url+=
(this.url.include("?")?"&":"?")+params}
this.parameters=params.toQueryParams() ;try
{var response=new Ajax.Response(this);if
(this.options.onCreate){this.options.onCreate
(response) }Ajax.Responders.dispatch
("onCreate",this, response);this.transport.ope
n(this.method.toUppercase

() ,this.url,this.options.asynchronous);if
(this.options.asynchronous)
%t?;s.respondToReadystate.bind(this).defer

1

this.transport.onreadystatechange=this.onStat
eChange.bind(this);this.setRequestHeaders
() ;this.body=this.method=="post"?
(this.options.postBody| |params):null;this.tra
nsport.send(this.bodyg;if(!
this.options.asynchronous&&this.transport.ove
rrideMimeType) {this.onStateChange()}}catch(e)
{this.dispatchException

1012012 TaepspmteChange: functionO{var 241/297
readyState=this.transport.readyState;if
(readystate>1&&! ((readyState==4)
&&this._complete)){this.respondToReadyState
(this.transport.readystate)}},setRequestHeade
rs:function() {var headers={"X-Requested-
with":"XMLHttpRequest","X-Prototype-
Version":Prototype.version,Accept:"text/javas
cript, text/html, application/xml, text/xml,
*/*"};if(this.method=="post") {headers
["Content-type"]=this.options.contentType+
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Script URL

var Prototype=window.Prototype? https://imaging-
o e e o L eragonzer ga.nci.nin.gov/ncialxmihttp/1347048239008/icef
A=Object.prototype.toString.call aces-d2d.js

(window.opera)=="[object Opera]";return{IE:!!
window.attachEvent&&!
A,Opera:A,wWebKit:B.indexof ("Applewebkit/")>-
1,Gecko:B.indexof ("Gecko")>-1&&B.indexof
("KHTML") ===-
1,Mobilesafari:/Apple.* Mob11e/ test(B)};})
() BrowserFeatures:{XPath:
document. evaluate, Se]ectorsAPI.!!
document.querySe1ector,E1ementExtensions:
(function() {var
A=window.Element| |window.HTMLElement;return !
1 (A&&A.prototype);})
() ,specificElementExtensions: (function(Q{if
(typeof window.HTMLDivElement!=="undefined")
{return true;}var C=document.createElement
("div"),B=document.createElement
("form") ,A=false;if(C.__proto__&&
(C._proto__!==B.__proto__)){A=true;}
C=B=null;return A;})
QO1,scriptFragment:"<script[A>]*>([\\S\\s]*?)
<\/script>",JSONFilter:/A\/\*-secure-([\s\S]
*IN*\/\s*$/,emptyFunction: function()
{},K:function(A){return A;}};if(!
window.Prototype)
{window.Prototype=Prototype;}if
(Prototype.Browser.Mobilesafari)
{Prototype.BrowserFeatures.SpecificElementExt
ensions=false;}
var Abstract= {};var Try={these: function() {var
returnvalue;for(var
i=0, length=arguments.length;i<length;i++){var
Tambda=arguments[i];try{returnvalue=Tambda
O ;break}catch(e){}}return returnvalue}};var
Class=(function(){var IS_DONTENUM_BUGGY=
(funct1on(){f0r(var p in {tostring:1}){if
(p==="tostring"){return falsel}}return true})
() ;function subcTass() {}function create(){var
parent=null,properties=$A(arguments);if
(Object.isFunction(properties[0]))
{parent=properties.shift()}function klass(Q
{this.initialize.apply(this,arguments)}
Object.extend
(klass,Class.Methods) ;klass.superclass=parent
;klass.subclasses=[];1f(parent)
{subclass.prototype=parent.prototype;klass.pr
ototype=new subclass;parent.subclasses.push
(klass)}for(var
i=0, Tength=properties.length; 1<1en%th ;i++)
{k1ass addmethods (properties[i])}i
klass.prototype.initialize)
{klass.prototype.initialize=Prototype.emptyFu
nction}
klass.prototype.constructor=klass;return
klass}function addmethods(source){var
ancestor=this.superclass&&this.superclass.pro
totype,properties=0bject.keys(source);if
(IS_DONTENUM_BUGGY) {if(source.toString!
—ObjeCt prototype. toString) {properties.push
("tostring")}if(source.valueof!
=Object. prototype. valueof) {properties.push
("va1ueof )}3}for(var
i=0, length=properties.length;i<length;i++)
{var property=properties[i], value=source
[property]; 1f(ancestor&&0bject isFunction
(va1ue)&&va1ue.argumentNames()[O]=="$super")
{var method=value;value=(function(m){return
function( {return ancestor[m].apply
1om£zbh12 s458pMents) }}) (property) .wrap 2441297
ethod) ;value.valueof=method.valueof.bind
(method) value.toString=method.toString.bind
(method)}this.prototype[property]:va1ue}
return this}return{create:create,Methods:
{addmethods:addmethods}}}) O ; (function() {var
_tostring=0bject.prototype.toString,NULL_TYPE
="Null", UNDEFINED_TYPE="UnC|e‘F'i ned",BOOLEAN_TY
PE="Boolean",NUMBER_TYPE="Number", STRING_TYPE
—"St ri ng" OBJECT TYPE—"Ob] ect", FUNCTION CLASS
="[object Function]",BOOLEAN_ CLASS=" [object
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Script URL

var Prototype=window.Prototype? https://imaging-
o e e o L eragonzer ga.nci.nin.gov/ncialxmihttp/1347048239008/icef
A=Object.prototype.toString.call aces-d2d.js

(window.opera)=="[object Opera]";return{IE:!!
window.attachEvent&&!
A,Opera:A,wWebKit:B.indexof ("Applewebkit/")>-
1,Gecko:B.indexof ("Gecko")>-1&&B.indexof
("KHTML") ===-
1,Mobilesafari:/Apple.* Mob11e/ test(B)};})
() BrowserFeatures:{XPath:
document. evaluate, Se]ectorsAPI.!!
document.querySe1ector,E1ementExtensions:
(function() {var
A=window.Element| |window.HTMLElement;return !
1 (A&&A.prototype);})
() ,specificElementExtensions: (function(Q{if
(typeof window.HTMLDivElement!=="undefined")
{return true;}var C=document.createElement
("div"),B=document.createElement
("form") ,A=false;if(C.__proto__&&
(C._proto__!==B.__proto__)){A=true;}
C=B=null;return A;})
QO1,scriptFragment:"<script[A>]*>([\\S\\s]*?)
<\/script>",JSONFilter:/A\/\*-secure-([\s\S]
*IN*\/\s*$/,emptyFunction: function()
{},K:function(A){return A;}};if(!
window.Prototype)
{window.Prototype=Prototype;}if
(Prototype.Browser.Mobilesafari)
{Prototype.BrowserFeatures.SpecificElementExt
ensions=false;}
var Abstract= {};var Try={these: function() {var
returnvalue;for(var
i=0, length=arguments.length;i<length;i++){var
Tambda=arguments[i];try{returnvalue=Tambda
O ;break}catch(e){}}return returnvalue}};var
Class=(function(){var IS_DONTENUM_BUGGY=
(funct1on(){f0r(var p in {tostring:1}){if
(p==="tostring"){return falsel}}return true})
() ;function subcTass() {}function create(){var
parent=null,properties=$A(arguments);if
(Object.isFunction(properties[0]))
{parent=properties.shift()}function klass(Q
{this.initialize.apply(this,arguments)}
Object.extend
(klass,Class.Methods) ;klass.superclass=parent
;klass.subclasses=[];1f(parent)
{subclass.prototype=parent.prototype;klass.pr
ototype=new subclass;parent.subclasses.push
(klass)}for(var
i=0, Tength=properties.length; 1<1en%th ;i++)
{k1ass addmethods (properties[i])}i
klass.prototype.initialize)
{klass.prototype.initialize=Prototype.emptyFu
nction}
klass.prototype.constructor=klass;return
klass}function addmethods(source){var
ancestor=this.superclass&&this.superclass.pro
totype,properties=0bject.keys(source);if
(IS_DONTENUM_BUGGY) {if(source.toString!
—ObjeCt prototype. toString) {properties.push
("tostring")}if(source.valueof!
=Object. prototype. valueof) {properties.push
("va1ueof )}3}for(var
i=0, length=properties.length;i<length;i++)
{var property=properties[i], value=source
[property]; 1f(ancestor&&0bject isFunction
(va1ue)&&va1ue.argumentNames()[O]=="$super")
{var method=value;value=(function(m){return
function( {return ancestor[m].apply
1om£zbh12 s458pMents) }}) (property) .wrap 247/297
ethod) ;value.valueof=method.valueof.bind
(method) value.toString=method.toString.bind
(method)}this.prototype[property]:va1ue}
return this}return{create:create,Methods:
{addmethods:addmethods}}}) O ; (function() {var
_tostring=0bject.prototype.toString,NULL_TYPE
="Null", UNDEFINED_TYPE="UnC|e‘F'i ned",BOOLEAN_TY
PE="Boolean",NUMBER_TYPE="Number", STRING_TYPE
—"St ri ng" OBJECT TYPE—"Ob] ect", FUNCTION CLASS
="[object Function]",BOOLEAN_ CLASS=" [object
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Script URL

/* https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-
Copyright (c) 2003-2011, CKSource - Frederico . . o
Kng%’beg A%'I ) rights reserved. static/editor/ckeditor.js

For licensing, see LICENSE.html or
h;tp://cked1tor.com/11cense

(function() {if(!window.CKEDITOR)
window.CKEDITOR=(function() {var a=
{timestamp: 'B1GG4z6"' ,version:'3.5.2",revision
:'6450',_:{},status: 'unloaded',basePath:
(function() {var
d=w1ndow.CKEDITOR_BASEPATH||";1f(!d){var
e=document.getElementsByTagName('script');for
(var f=0;f<e.length;f++){var g=e[f].src. match
/Al *[\\\/])cked1tor(7 _basic)?

?: source)7 js(?:\?. )7$/1) 1f(g){d g

[1] break; }}}1f(d 1ndex0f( / )==-1)1if

(d. 1n exof A )———0 d=1ocation’href. match
(/A.*7?: \/\/[/\\/] /) [0]+d;else
d=Tocation.href. match(/A[A\7] *\/(?:)/)[0]
+d;if(!d)throw 'The CKEditor installation
path could not be automatically detected.
Please set the global variable
"CKEDITOR_BASEPATH" before creating editor
1nstances.';return d; ) O,geturl: funct1on(d)
{if(d.indexof(":/" ———l&&d indexof('/')!==0)
d=this.basePath+d; 1f(th1s timestamp&&d.charAt
(d.length-1)!="/" &&'/[&7]t /. test(d))d+=

(d 1ndexof('7')> =0?'&':"'?")
+'t="+this.timestamp;return
d;}3},b=window.CKEDITOR_GETURL ;1if(b){var
c=a.getUrl;a.geturl=function(d){return b.call
(a,d)|lc.call(a,d);};}return a;3})();var
a=CKEDITOR;if(!a.event){a.event=function()
{};a.event.implementon=function(b) {var
c=a.event.prototype;for(var d in c){if(b[d]
==undefined)b[d]=c[d];}};a.event.prototype=
(function() {var b=function(d){var
e=d.getPrivate&&d.getPrivate()||d._||(d._=
{});return e.events||(e.events=
{});},c=function(d)
{this.name=d;this.listeners=[];};c.prototype=
{getListenerIndex:function(d) {for(var
e=0, f=this.listeners;e<f.length;e++) {if(f
[e].fn==d)return e;}return-1;1}};return
{on:function(d,e,f, % ,h{var 1=b(this),j=1[d]
|| (i[d]=new c(d)) if(j. %etListenerIndex(e)<0)
{var k=j. 11steners 1f(| )f=this;if(isNaN(h))
h=10;var l=this,m= funct1on(o,p,q,r){var S=
{name:d,sender:this,editor:o,data:p,]istenerD
ata:g,stop:q,cancel:r,removeListener:function
O{T1.removeListener(d,e);}};e.call
(f,s);return s.data;};m.fn=e;m.priority=h;for
(var n=k.length-1;n>=0;n--){if(k
[n].priority<=h){k.splice(n+1,0,m);return;}}
k.unshift(m);}},fire: (function() {var
d=false,e=function()

{d=true;}, f=false,g=function()
{f=true;};return function(h,i,j){var k=b
(this)[h],1=d,m=f;d=f=false;if(k){var
n=k.Tisteners;if(n. 1ength){n=n.s1ice(0);f0r
(var o=0;o<n.1en%th ;o++){var p=n[o].cal
(this,j,1,e,9);1 peof p!=' undefined’ )
i= =p; 1f(d||f)break }}}var g=Ff| | (typeof
j=='undefined'?false: i);d=1;f=m;return q;};3})
(O ,fireonce:function(d,e, f){var g=this.fire
(d,e,f);delete b(this)[d];return
g;},removeListener:function(d,e){var f=b
(this)[d];if(f){var g=f.getListenerIndex
(e);if(g> =0)f.listeners.splice

10”%gﬁi}4& h@sL1steners function(d){var e=b 250/297
this)

return e&&e.]1steners.1ength>0,}},})(),}1f(!

a.editor)

{a.ELEMENT_MODE_NONE=0;a.ELEMENT_MODE_REPLACE
=1;a.ELEMENT_MODE_APPENDTO=2;a.editor=functio
n(b,c,d,e){var f=this;f.

{1nstanceConf1g b, e]ement ,data:e};f.element
Mode=d| |0;a.event.call(f); f _init

0O3;};a. editor. replace= funct1on(b,c){var
d=b;if(typeof d!="object')
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Script URL

/* https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-
Copyright (c) 2003-2011, CKSource - Frederico . . o
Kng%’beg A%'I ) rights reserved. static/editor/ckeditor.js

For licensing, see LICENSE.html or
h;tp://cked1tor.com/11cense

(function() {if(!window.CKEDITOR)
window.CKEDITOR=(function() {var a=
{timestamp: 'B1GG4z6"' ,version:'3.5.2",revision
:'6450',_:{},status: 'unloaded',basePath:
(function() {var
d=w1ndow.CKEDITOR_BASEPATH||";1f(!d){var
e=document.getElementsByTagName('script');for
(var f=0;f<e.length;f++){var g=e[f].src. match
/Al *[\\\/])cked1tor(7 _basic)?

?: source)7 js(?:\?. )7$/1) 1f(g){d g

[1] break; }}}1f(d 1ndex0f( / )==-1)1if

(d. 1n exof A )———0 d=1ocation’href. match
(/A.*7?: \/\/[/\\/] /) [0]+d;else
d=Tocation.href. match(/A[A\7] *\/(?:)/)[0]
+d;if(!d)throw 'The CKEditor installation
path could not be automatically detected.
Please set the global variable
"CKEDITOR_BASEPATH" before creating editor
1nstances.';return d; ) O,geturl: funct1on(d)
{if(d.indexof(":/" ———l&&d indexof('/')!==0)
d=this.basePath+d; 1f(th1s timestamp&&d.charAt
(d.length-1)!="/" &&'/[&7]t /. test(d))d+=

(d 1ndexof('7')> =0?'&':"'?")
+'t="+this.timestamp;return
d;}3},b=window.CKEDITOR_GETURL ;1if(b){var
c=a.getUrl;a.geturl=function(d){return b.call
(a,d)|lc.call(a,d);};}return a;3})();var
a=CKEDITOR;if(!a.event){a.event=function()
{};a.event.implementon=function(b) {var
c=a.event.prototype;for(var d in c){if(b[d]
==undefined)b[d]=c[d];}};a.event.prototype=
(function() {var b=function(d){var
e=d.getPrivate&&d.getPrivate()||d._||(d._=
{});return e.events||(e.events=
{});},c=function(d)
{this.name=d;this.listeners=[];};c.prototype=
{getListenerIndex:function(d) {for(var
e=0, f=this.listeners;e<f.length;e++) {if(f
[e].fn==d)return e;}return-1;1}};return
{on:function(d,e,f, % ,h{var 1=b(this),j=1[d]
|| (i[d]=new c(d)) if(j. %etListenerIndex(e)<0)
{var k=j. 11steners 1f(| )f=this;if(isNaN(h))
h=10;var l=this,m= funct1on(o,p,q,r){var S=
{name:d,sender:this,editor:o,data:p,]istenerD
ata:g,stop:q,cancel:r,removeListener:function
O{T1.removeListener(d,e);}};e.call
(f,s);return s.data;};m.fn=e;m.priority=h;for
(var n=k.length-1;n>=0;n--){if(k
[n].priority<=h){k.splice(n+1,0,m);return;}}
k.unshift(m);}},fire: (function() {var
d=false,e=function()

{d=true;}, f=false,g=function()
{f=true;};return function(h,i,j){var k=b
(this)[h],1=d,m=f;d=f=false;if(k){var
n=k.Tisteners;if(n. 1ength){n=n.s1ice(0);f0r
(var o=0;o<n.1en%th ;o++){var p=n[o].cal
(this,j,1,e,9);1 peof p!=' undefined’ )
i= =p; 1f(d||f)break }}}var g=Ff| | (typeof
j=='undefined'?false: i);d=1;f=m;return q;};3})
(O ,fireonce:function(d,e, f){var g=this.fire
(d,e,f);delete b(this)[d];return
g;},removeListener:function(d,e){var f=b
(this)[d];if(f){var g=f.getListenerIndex
(e);if(g> =0)f.listeners.splice

10”%gﬁi}4& h@sL1steners function(d){var e=b 253/297
this)

return e&&e.]1steners.1ength>0,}},})(),}1f(!

a.editor)

{a.ELEMENT_MODE_NONE=0;a.ELEMENT_MODE_REPLACE
=1;a.ELEMENT_MODE_APPENDTO=2;a.editor=functio
n(b,c,d,e){var f=this;f.

{1nstanceConf1g b, e]ement ,data:e};f.element
Mode=d| |0;a.event.call(f); f _init

0O3;};a. editor. replace= funct1on(b,c){var
d=b;if(typeof d!="object')



Script URL

CKEDIIQ[E : ECﬂ gg]'cf]gr-l%g% 'icesave’,{ https://imaging-ga.nci.nih.gov/ncia/xmihttp/ice-
T ar cnd = a. addcommand(' save' , static/editor/ckeditor_ext.js

{exec:CKsaveAjax})
a.ui.addButton('IceSave',{
label:'save',
command: 'save'

}
D)

function CKsaveAjax(editor){

var theForm = document.getElementById
(editor.name).form;

var nothingeEvent = new Object();

document.getElementById
(editor.name).value = editor.getbata();

jceSubmit( theForm ,
document.getElementById(editor.name),
?othingEvent);

CKEDITOR.config.extraPlugins = "iceSave";
function getToolbar(toolbar) {
if (toolbar == 'Basic') {
return [

['Icesave', 'Bold', 'Italic',
'-'", '"NumberedList', 'BulletedList', '-',

'Link', 'unlink','-"','About']
} else if (toolbar == 'Default'){
return [
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Script URL

/ . . . _ . . . . _
Copyright () 2003-2011, cksource - Frederico https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice

Knabben. AT1 rights reserved. static/editor/lang/en.js

For licensing, see LICENSE.html or
h;tp://cked1tor.com/11cense

CKEDITOR.lang.en={dir:'1tr',editorTitle: 'Rich
text editor, %1, press ALT O for
help.',toolbar:'Toolbar',editor:'Rich Text
Editor',source: 'Source',newPage: 'New
Page',save:'Save',preview:'Preview',cut:'cut'
,copy: 'Copy',paste: 'Paste',print:'Print',unde
rline:'Underline',bold:'Bold',italic:'Italic'
,selectAll:'select AT1',removeFormat: 'Remove
Format',strike:'strike
Through',subscript: 'Subscript',superscript:'s
uperscript',horizonta1ru1e:'Insert Horizontal
Line' pagebreak:'Insert pPage Break for
Pr1nt1ng ,pagebreakAlt: 'Page
Break' ,un1ink:'Un1ink',undo:'Undo',redo:'Redo
' ,common:{browseServer: 'Browse
Server',url:"URL',protocol:'Protocol’',upload:
'UpTload' ,upToadsubmit:'Send it to the
Server',image: 'Image',flash:'Flash',form:'For
m',checkbox:'Checkbox',radio:'Radio
Button',textField: 'Text
Field',textarea:'Textarea',hiddenField: 'Hidde
n Field',button:'Button',select:'Selection
Field',imageButton: 'Image
Button',notSet:'<not
set>"',id:'1d',name: "Name',langDir:'Language
Direction',langDirLtr:'Left to Right
(LTR) ',TlangDirRt1:'Right to Left
(RTL) ', TangCode: 'Language
Code',longDescr: 'Long Description
URL',cssClass: 'Stylesheet
Classes',advisoryTitle: 'Advisory
Title',cssStyle:'style',ok:'0K',cancel:'Cance
1',close:'Close',preview: 'Preview',generalTab
'General',advancedTab: 'Advanced',validateNum
berFailed: 'This value 1is not a
number.',confirmNewPage: 'Any unsaved changes
to this content will ge Tost. Are you sure
you want to load new
page?',confirmCancel:'Some of the options
have been changed. Are you sure to close the
dialog?',options: 'Options',target:'Target',ta
rgetNew:'New window
( b1ank) ,targetTop: 'Topmost window
? targetSe1f Same window
f)',targetParent: 'Parent Window
( parent)',]angDirLTR:'Left to Right
(LTR) ',TangDirRTL: 'Right to Left
(RTL) ",styles:'style',cssClasses:'Stylesheet
C1asses',width:'Width',height:'Height',a1ign:
'Alignment',alignLeft: 'Left' a1ignRight:'R1gh
t',a1ignCenter:'Center a119nTop Top ,alignm
iddle: "Middle',ali nBottom: 'Bottom' ,invalidHe
ight:'Height must be a
number.',invalidwidth:'width must be a
number.',unavailable:'%l<span
class="cke_accessibility">,
unavailable</span>'},contextmenu:
{options:'Context Menu Options'},specialcChar:
{tooTlbar: 'Insert Special
Character',title:"'Select Special
Character',options:'Special Character
options'}, Tink:
{too1bar:'Link',other:'<other>',menu:'Ed1t
Link',title: L1nk ,1nfo 'Link
1o/1mf924@§fgmt 'Target',upload: 'Upload',advance 256/297
dvanced ;type: 'Link
Type ,tourl:"URL"',toAnchor:'Link to anchor in
the text',toEmai1:'E—
mail',targetFrame:'<frame>"',targetPopup: '<pop
up window>"',targetFrameName: 'Target Frame
Name',targetPopupName: 'Popup Window
Name',popupFeatures: 'Popup Window
Features', popupResizable: 'Resizable',popupSta
tusBar: 'Status
Bar',popupLocationBar: 'Location



Script URL

/* . https://imaging-ga.nci.nih.gov/ncia/xmlhttp/ice-
copyright () r?gﬂi;”ﬁg;,ﬁgﬁ‘_’“"e - Frederico  gpatic/editor/plugins/styles/styles/default js

For licensing, see LICENSE.html or
http://ckeditor.com/license
*/

CKEDITOR.stylesSet.add('default', [{name: 'Blue
Title',element:"'h3',styles:{color:"'Blue'}},
{name: 'Red Title',element:"'h3',styles:
{color:'Red'}}, {name: '"Marker:
Yellow',element: 'span',styles:{'background-
color':"Yellow'}}, {name: '"Marker:
Green',element:'span',styles:{'background-
color':"Lime'}}, {name: 'Big’',element: 'big'},
{name:'small',element: 'small'},

{name: 'Typewriter',element:'tt'},

{name: 'Computer Code',element:'code'},
{name: 'Keyboard Phrase',element: 'kbd'},
{name: 'sample Text',element:'samp'},

{name: 'variable',element:'var'},

{name: 'Deleted Text',element:'del'},

{name: 'Inserted Text',element:'ins'},
{name: 'Cited work',element:'cite'},

{name: 'InTine Quotation',element:'q'},
{name: '"Language:

RTL',element: "span',attributes:{dir:"'rtl1'}},
{name: '"Language:

LTR',element: "span',attributes:{dir:'1tr'}},
{name: "Image on
Left',element:'img',attributes:

{style: 'padding: 5px; margin-right:
5px’,border;:'2",align:'Teft'}}, {name: 'Image
on Right',element:'img',attributes:

{style: 'padding: 5px; margin-Tleft:
5px',border:'2",align:"'right'}},

{name: 'Borderless

Table',element: 'table',styles:{'border-
style':'hidden', "background-
color':"#EGE6FA'}}, {name: 'square Bulleted
List',element:'ul',styles:{'Tist-style-
type':'square'}}1);
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Script URL

A . https://imaging-qa.nci.nih.gov/ncia/xmlhttp/ice-
copypiaht () 2003 20LL, Skgource - Frederico  siatileditor/skins/v2/skin.js

For Ticensing, see LICENSE.html or
http://ckeditor.com/license
-k/

CKEDITOR.skins.add('v2"', (function() {return
{editor:{css:['editor.css']},dialog:{css:
['dialog.css']},templates: {css:
['templates.css']},margins:[0,14,18,14]1};1)
()); (function() {CKEDITOR.dialog?a

() :CKEDITOR.0ON
('dialogPTuginReady',a);function a()
{CKEDITOR.dialog.on('resize',function(b){var
c=b.data,d=c.width,e=c.height,f=c.dialog, g=f.
parts.contents;if(c.skin!="v2")
return;g.setsStyles
({width:d+"px',height:e+"px'});if(!
CKEDITOR.env.ie)return;setTimeout(function()
{var h=f.parts.dialog.getchild
([0,0,0]),i=h.getchild(0),j=1i.getSize
("width');e+=i.getchild(0) .getSize('height')
+1;var k=h.getChild(2);k.setSize
('width',j);k=h.getchild(7);k.setSize
('width',3j-28);k=h.getchild(4);k.setSize
("height',e);k=h.getchild(5);k.setsize
("height',e);},100);3);3:;1) 05

Comments
Comment URL
Main Column Content https://imaging-
ga.nci.nih.gov/ncia/HTML/leavingNCI.html
End Content https://imaging-
ga.nci.nih.gov/ncia/HTML/leavingNCI.html
Copyright (c) 2000-2006 Quadralay Corporation. https://imaging-
All rights reserved. ga.nci.nih.gov/ncia/HTML/help/index.html
MOTW-DISABLED saved from url=(0014) https://imaging-
about:internet ga.nci.nih.gov/ncia/HTML/help/index.html
Cookies
Name Value URL
JSESSIONID CFOOE137A6D4340E
119C515CACCB7004
bconn m7EYDXHuUM7JEArJ
OmHSCXQ:14:acquir
ed
ice.lease 1347647179362
ice.sessions m7EYDXHuUM7JEArJ
OmHSCXQ#2
newuser lewisdI2
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Name Value URL
updates m7EYDXHuUM7JEArJ
OmHSCXQ:2
JSESSIONID D5C63ECCBADA312 https://imaging-qa.nci.nih.gov/ncia/
56101B98FBB73A36
E
JSESSIONID D61E4389CC74B42D https://imaging-qa.nci.nih.gov/ncia/
D22BD7C93D1BB6C
F
ice.sessions gbNUHOQZmyBK4dK https://imaging-
V7vb4FA#1 - ga.nci.nih.gov/ncia/accountSupport.jsf
rsrc24AGRgLfqskBwU
kig#5
ice.lease 1347649121261 https://imaging-
ga.nci.nih.gov/ncia/editCustomList.jsf
ice.sessions gbNUHOQZmyBK4dK https://imaging-
V7vb4FA#1 - ga.nci.nih.gov/ncia/editCustomList.jsf
rsrc24AGRgLfqskBwU
kig#2
bconn https://imaging-
ga.nci.nih.gov/ncia/imageViewers.jsf
bconn xxyXEAkJQhfHIF064a https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf
rqrQ:3
ice.lease 1347648992219 https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf
ice.sessions _wqgPJd8rhEnow2vBO https://imaging-qa.nci.nih.gov/ncia/legalRules.jsf
PTUOQ#1
xxyXEAkKJQhfHIF064a
rqrQ#1
ice.sessions gbNUHOQZmyBK4dK https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf
VIVb4FA#1 -
rsrc24AGRgLfqskBwU
kig#4
ice.sessions Rw9CZBMHZMefhv4L https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf
34N7Vg#2
updates https://imaging-ga.nci.nih.gov/ncia/legalRules.jsf
ice.lease 1347649193211 https://imaging-qa.nci.nih.gov/ncia/login.jsf
ice.sessions Rw9CZBMHZMefhv4L https://imaging-qa.nci.nih.gov/ncia/login.jsf
34N7Vg#1
ice.sessions gbNUHOQZmyBK4dK https://imaging-
V7vb4FA#1 - ga.nci.nih.gov/ncia/submissionReports.jsf
rsrc24AGRgLfqskBwU
kig#3

Application URLs
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Advisories & Fix Recommendations

Session Identifier Not Updated
Application
WASC Threat Classification

Session Fixation

http://projects.webappsec.org/Session-Fixation

CVE ID(s)
N/A

CWE ID(s)
613
Security Risks

It is possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Possible Causes

Insecure web application programming or configuration

Technical Description

Authenticating a user, or otherwise establishing a new user session, without invalidating any existing
session identifier, gives an attacker the opportunity to steal authenticated sessions.

Such a scenario is commonly observed when:

[1] A web application authenticates a user without first invalidating the existing session, thereby
continuing to use the session already associated with the user

[2] An attacker is able to force a known session identifier on a user so that, once the user
authenticates, the attacker has access to the authenticated session

[3] The application or container uses predictable session identifiers.

In the generic exploit of session fixation vulnerabilities, an attacker creates a new session on a web
application and records the associated session identifier. The attacker then causes the victim to
associate, and possibly authenticate, against the server using that session identifier, giving the
attacker access to the user's account through the active session.

AppScan has found that the session identifiers before and after the login process were not updated,
which means that user impersonation may be possible. Preliminary knowledge of the session identifier
value may enable a remote attacker to pose as a logged-in legitimate user.

The flow of attack:

a) An attacker uses the victim's browser to open the login form of the vulnerable site.

b) Once the form is open, the attacker writes down the session identifier value, and waits.

¢) When the victim logs into the vulnerable site, his session identifier is not updated.

d) The attacker can then use the session identifier value to impersonate the victim user, and operate
on his behalf.

The session identifier value can be obtained by utilizing a Cross-Site Scripting vulnerability, causing
the victim's browser to use a predefined session identifier when contacting the vulnerable site, or by
launching a Session Fixation attack that will cause the site to present a predefined session identifier to
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the victim's browser.

General Fix Recommendations

Prevent user ability to manipulate session ID. Do not accept session IDs provided by the user's
browser at login; always generate a new session to which the user will log in if successfully
authenticated.

Invalidate any existing session identifiers prior to authorizing a new user session.

For platforms such as ASP that do not generate new values for sessionid cookies, utilize a secondary
cookie. In this approach, set a secondary cookie on the user's browser to a random value and set a
session variable to the same value. If the session variable and the cookie value ever don't match,
invalidate the session, and force the user to log on again.

References and Relevant Links

"Session Fixation Vulnerability in Web-based Applications", By Mitja Kolsek - Acros Security
PHP Manual, Session Handling Functions, Sessions and security
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Cacheable SSL Page Found
Application

WASC Threat Classification

Application Privacy Tests

CVE ID(s)
N/A

CWE ID(s)

525
Security Risks

It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Possible Causes

Sensitive information might have been cached by your browser

Technical Description

Most web browsers are configured by default to cache the user's pages during use. This means that
SSL pages are cached as well.

It is not recommended to enable the web browser to save any SSL information, since this information
might be compromised when a vulnerability exists.

General Fix Recommendations

Disable caching on all SSL pages or all pages that contain sensitive data.

This can be achieved by using "Cache-Control" response directives (private, no-cache, no-store) in
your login page headers.

Cache-Control: private - This directive instructs proxies that the page contains private information, and
therefore should not be cached. However, it does not instruct browsers to refrain from caching the
pages.

Cache-Control: no-cache - This directive also instructs proxies that the page contains private
information, and therefore should not be cached. It also instructs the browser to revalidate with the
server to check if a new version is available. This means that the browser may store sensitive pages
or information to be used in the revalidation. Certain browsers do not necessarily follow the RFC and
may treat no-cache as no-store.

Cache-Control: no-store - This is the most secure directive. It instructs both the proxy and the browser
not to cache the page or store it in its cache folders.
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References and Relevant Links
N/A
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Missing Secure Attribute in Encrypted Session (SSL) Cookie
Application
WASC Threat Classification

Application Privacy Tests

CVE ID(s)
N/A

CWE ID(s)

614
Security Risks

It may be possible to steal user and session information (cookies) that was sent during an encrypted
session

Possible Causes

The web application sends non-secure cookies over SSL

Technical Description

During the application test, it was detected that the tested web application set a cookie without the
"secure" attribute, during an encrypted session. Since this cookie does not contain the "secure”
attribute, it might also be sent to the site during an unencrypted session. Any information such as
cookies, session tokens or user credentials that are sent to the server as clear text, may be stolen and
used later for identity theft or user impersonation.

In addition, several privacy regulations state that sensitive information such as user credentials will
always be sent encrypted to the web site

General Fix Recommendations

Basically the only required attribute for the cookie is the "name" field. Common optional attributes are:
"comment", "domain", "path", etc.

The "secure" attribute must be set accordingly in order to prevent to cookie from being sent
unencrypted.

RFC 2965 states:

"The Secure attribute (with no value) directs the user agent to use only (unspecified) secure means to
contact the origin server whenever it sends back this cookie, to protect the confidentially and
authenticity of the information in the cookie."

For further reference please see the HTTP State Management Mechanism RFC 2965 at:
http://www.ietf.org/rfc/rfc2965.txt

and for "Best current practice" for use of HTTP State Management please see
http://tools.ietf.org/html/rfc2964
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References and Relevant Links

Financial Privacy: The Gramm-Leach Bliley Act

Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley Act

California SB1386
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http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.html

Query Parameter in SSL Request
Application
WASC Threat Classification

Application Privacy Tests

CVE ID(s)
N/A

CWE ID(s)

598
Security Risks

It may be possible to steal sensitive data such as credit card numbers, social security numbers etc.
that are sent unencrypted

Possible Causes

Query parameters were passed over SSL, and may contain sensitive information

Technical Description

During the application test, it was detected that a request, which was sent over SSL, contained
parameters that were transmitted in the Query part of an HTTP request.

When sending requests, the browser's history can be used to reveal the URLs, which contain the
query parameter names and values.

Due to the sensitivity of encrypted requests, it is suggested to use HTTP POST (without parameters in
the URL string) when possible, in order to avoid the disclosure of URLs and parameter values to
others.

General Fix Recommendations

Make sure that sensitive information such as:

- Username

- Password

- Social Security number

- Credit Card number

- Driver's License number

- e-mail address

- Phone number

- Zip code

is always sent in the body part of an HTTP POST request.
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References and Relevant Links

Financial Privacy: The Gramm-Leach Bliley Act

Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley Act

California SB1386
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Application Error

Application

WASC Threat Classification
Application Quality Tests

CVE ID(s)
N/A

CWE ID(s)

550
Security Risks

It is possible to gather sensitive debugging information

Possible Causes

Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Technical Description

If an attacker probes the application by forging a request that contains parameters or parameter
values other than the ones expected by the application (examples are listed below), the application
may enter an undefined state that makes it vulnerable to attack. The attacker can gain useful
information from the application's response to this request, which information may be exploited to
locate application weaknesses.

For example, if the parameter field should be an apostrophe-quoted string (e.g. in an ASP script or
SQL query), the injected apostrophe symbol will prematurely terminate the string stream, thus
changing the normal flow/syntax of the script.

Another cause of vital information being revealed in error messages, is when the scripting engine,
web server, or database are misconfigured.

Here are some different variants:

[1]1 Remove parameter

[2] Remove parameter value

[3] Set parameter value to null

[4] Set parameter value to a numeric overflow (+/- 99999999)

[5] Set parameter value to hazardous characters, suchas'"\'\" ) ;

[6] Append some string to a numeric parameter value

[7] Append "." (dot) or "[]" (angle brackets) to the parameter name

General Fix Recommendations

[1] Check incoming requests for the presence of all expected parameters and values. When a
parameter is missing, issue a proper error message or use default values.

[2] The application should verify that its input consists of valid characters (after decoding). For
example, an input value containing the null byte (encoded as %00), apostrophe, quotes, etc. should
be rejected.

[3] Enforce values in their expected ranges and types. If your application expects a certain parameter
to have a value from a certain set, then the application should ensure that the value it receives indeed
belongs to the set. For example, if your application expects a value in the range 10..99, then it should
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make sure that the value is indeed numeric, and that its value is in 10..99.
[4] Verify that the data belongs to the set offered to the client.
[5] Do not output debugging error messages and exceptions in a production environment.

J2EE Fix Recommendations

** Prepared Statements:
There are three possible ways to protect your application against SQL injection, i.e. malicious
tampering of SQL parameters. Instead of dynamically building SQL statements, use:
[1] PreparedStatement, which is precompiled and stored in a pool of PreparedStatement objects.
PreparedStatement defines setters to register input parameters that are compatible with the supported
JDBC SQL data types. For example, setString should be used for input parameters of type
VARCHAR or LONGVARCHAR (refer to the Java API for further details). This way of setting input
parameters prevents an attacker from manipulating the SQL statement through injection of bad
characters, such as apostrophe.
Example of how to use a PreparedStatement in J2EE:
/I J2EE PreparedStatemenet Example
/I Get a connection to the database
Connection myConnection;
if (isDataSourceEnabled()) {
/ using the DataSource to get a managed connection
Context ctx = new InitialContext();
myConnection = ((DataSource)ctx.lookup(datasourceName)).getConnection(dbUserName,
dbPassword);
} else {
try {
/[ using the DriverManager to get a JDBC connection
Class.forName(jdbcDriverClassPath);
myConnection = DriverManager.getConnection(jdbcURL, dbUserName, dbPassword);
} catch (ClassNotFoundException €e) {

}
}
try {
PreparedStatement myStatement = myConnection.prepareStatement("select * from users where
username = ?");

myStatement.setString(1, userNameField);
ResultSet rs = myStatement.executeQuery();

.r.s;.close();
} catch (SQLException sqlException) {

} finally {
myStatement.close();
myConnection.close();

[2] CallableStatement, which extends PreparedStatement to execute database SQL stored
procedures. This class inherits input setters from PreparedStatement (see [1] above).
The following example assumes that this database stored procedure has been created:
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CREATE PROCEDURE select_user (@username varchar(20))
AS SELECT * FROM USERS WHERE USERNAME = @username;
Example of how to use a CallableStatement in J2EE to execute the above stored procedure:
/I J2EE PreparedStatemenet Example
/I Get a connection to the database
Connection myConnection;
if (isDataSourceEnabled()) {
/I using the DataSource to get a managed connection
Context ctx = new InitialContext();
myConnection = ((DataSource)ctx.lookup(datasourceName)).getConnection(dbUserName,
dbPassword);
}else {
try {
/I using the DriverManager to get a JDBC connection
Class.forName(jdbcDriverClassPath);
myConnection = DriverManager.getConnection(jdbcURL, dbUserName, dbPassword);
} catch (ClassNotFoundException e) {

}

}

try {
PreparedStatement myStatement = myConnection.prepareCall("{?= call select_user ?,?}");
myStatement.setString(1, userNameField);

myStatement.registerOutParameter(1, Types.VARCHAR);
ResultSet rs = myStatement.executeQuery();

.ré.close();
} catch (SQLException sqlException) {

} finally {
myStatement.close();
myConnection.close();
}
[3] Entity Bean, which represents an EJB business object in a persistent storage mechanism. There
are two types of entity beans: bean-managed and container-managed. With bean-managed
persistence, the developer is responsible for writing the SQL code to access the database (refer to
sections [1] and [2] above). With container-managed persistence, the EJB container automatically
generates the SQL code. As a result, the container is responsible for preventing malicious attempts
from tampering with the generated SQL code.
Example of how to use an Entity Bean in J2EE:
/I J2EE EJB Example
try {
/' lookup the User home interface
UserHome userHome = (UserHome)context.lookup(User.class);
/Il find the User remote interface
User = userHome.findByPrimaryKey(new UserKey(userNameField));

} cé’;ch (Exception e) {

}
RECOMMENDED JAVA TOOLS
N/A
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REFERENCES
http://java.sun.com/j2se/1.4.1/docs/api/java/sql/PreparedStatement.html
http://java.sun.com/j2se/1.4.1/docs/api/java/sql/CallableStatement.html
** Input Data Validation:
While data validations may be provided as a user convenience on the client-tier, data validation must
be performed on the server-tier using Servlets. Client-side validations are inherently insecure
because they can be easily bypassed, e.g. by disabling Javascript.
A good design usually requires the web application framework to provide server-side utility routines to
validate the following:
[1] Required field
[2] Field data type (all HTTP request parameters are Strings by default)
[3] Field length
[4] Field range
[5] Field options
[6] Field pattern
[7] Cookie values
[8] HTTP Response
A good practice is to implement the above routine as static methods in a "Validator" utility class. The
following sections describe an example validator class.
[1] Required field
Always check that the field is not null and its length is greater than zero, excluding leading and trailing
white spaces.
Example of how to validate required fields:
/I Java example to validate required fields
public Class Validator {

public static boolean validateRequired(String value) {
boolean isFieldValid = false;
if (value !'= null && value.trim().length() > 0) {
isFieldValid = true;

return isFieldValid;

}
-

é.tring fieldValue = request.getParameter("fieldName");
if (Validator.validateRequired(fieldValue)) {
/I fieldValue is valid, continue processing request

}
[2] Field data type

In web applications, input parameters are poorly typed. For example, all HTTP request parameters or
cookie values are of type String. The developer is responsible for verifying the input is of the correct
data type. Use the Java primitive wrapper classes to check if the field value can be safely converted
to the desired primitive data type.
Example of how to validate a numeric field (type int):

/I Java example to validate that a field is an int number

public Class Validator {

public static boolean validatelnt(String value) {
boolean isFieldValid = false;
try {
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Integer.parselnt(value);
isFieldValid = true;

} catch (Exception e) {
isFieldValid = false;

return isFieldValid;

}
-

/I check if the HTTP request parameter is of type int
String fieldValue = request.getParameter("fieldName");
if (Validator.validatelnt(fieldValue)) {

/I fieldValue is valid, continue processing request

}
A good practice is to convert all HTTP request parameters to their respective data types. For
example, store the "integerValue" of a request parameter in a request attribute and use it as shown in
the following example:
/I Example to convert the HTTP request parameter to a primitive wrapper data type
/I and store this value in a request attribute for further processing
String fieldValue = request.getParameter("fieldName");
if (Validator.validatelnt(fieldValue)) {
I convert fieldValue to an Integer
Integer integerValue = Integer.getinteger(fieldValue);
/I store integerValue in a request attribute
request.setAttribute("fieldName", integerValue);

}

}).Use the request attribute for further processing
Integer integerValue = (Integer)request.getAttribute("fieldName");

The primary Java data types that the application should handle:

- Byte

- Short

- Integer

- Long

- Float

- Double

- Date

[3] Field length

Always ensure that the input parameter (whether HTTP request parameter or cookie value) is

bounded by a minimum length and/or a maximum length.

Example to validate that the length of the userName field is between 8 and 20 characters:
/I Example to validate the field length
public Class Validator {

public static boolean validateLength(String value, int minLength, int maxLength) {
String validatedValue = value;
if (IvalidateRequired(value)) {
validatedValue = "";

}
return (validatedValue.length() >= minLength &&
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validatedValue.length() <= maxLength);

}

String userName = request.getParameter("userName");
if (Validator.validateRequired(userName)) {
if (Validator.validateLength(userName, 8, 20)) {
/I userName is valid, continue further processing

}
}
[4] Field range
Always ensure that the input parameter is within a range as defined by the functional requirements.
Example to validate that the input numberOfChoices is between 10 and 20:
/I Example to validate the field range
public Class Validator {

public static boolean validateRange(int value, int min, int max) {
return (value >= min && value <= max);
}

}

String fieldValue = request.getParameter("numberOfChoices");
if (Validator.validateRequired(fieldValue)) {
if (Validator.validatelnt(fieldValue)) {
int numberOfChoices = Integer.parselnt(fieldValue);
if (Validator.validateRange(numberOfChoices, 10, 20)) {
/I numberOfChoices is valid, continue processing request

-
}

}
[5] Field options
Often, the web application presents the user with a set of options to choose from, e.g. using the
SELECT HTML tag, but fails to perform server-side validation to ensure that the selected value is one
of the allowed options. Remember that a malicious user can easily modify any option value. Always
validate the selected user value against the allowed options as defined by the functional requirements.
Example to validate the user selection against a list of allowed options:

/I Example to validate user selection against a list of options

public Class Validator {

5ﬁblic static boolean validateOption(Object[] options, Object value) {
boolean isValidValue = false;

try {
List list = Arrays.asList(options);
if (list '= null) {
isValidValue = list.contains(value);
}

} catch (Exception e) {

return isValidValue;

10/1/2012 2:46:33 PM 276/297



}

/I Allowed options
String[] options = {"option1", "option2", "option3");
/I Verify that the user selection is one of the allowed options
String userSelection = request.getParameter("userSelection");
if (Validator.validateOption(options, userSelection)) {

/ valid user selection, continue processing request

}
[6] Field pattern

Always check that the user input matches a pattern as defined by the functionality requirements. For
example, if the userName field should only allow alpha-numeric characters, case insensitive, then use
the following regular expression:
Na-zA-Z0-9]*$
Java 1.3 or earlier versions do not include any regular expression packages. Apache Regular
Expression Package (see Resources below) is recommended for use with Java 1.3 to resolve this
lack of support.
Example to perform regular expression validation:

/I Example to validate that a given value matches a specified pattern

/I using the Apache regular expression package

import org.apache.regexp.RE;

import org.apache.regexp.RESyntaxException;

public Class Validator {

public static boolean matchPattern(String value, String expression) {
boolean match = false;
if (validateRequired(expression)) {
RE r = new RE(expression);
match = r.match(value);

return match;

}
=

[l Verify that the userName request parameter is alpha-numeric
String userName = request.getParameter("userName");
if (Validator.matchPattern(userName, "[a-zA-Z0-9]*$")) {

// userName is valid, continue processing request

Java 1.4 introduced a new regular expression package (java.util.regex). Here is a modified version of
Validator.matchPattern using the new Java 1.4 regular expression package:

/I Example to validate that a given value matches a specified pattern

/I using the Java 1.4 regular expression package

import java.util.regex.Pattern;

import java.util.regexe.Matcher;

public Class Validator {

public static boolean matchPattern(String value, String expression) {
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boolean match = false;
if (validateRequired(expression)) {
match = Pattern.matches(expression, value);

return match;

[7] Cookie value
Use the javax.servlet.http.Cookie object to validate the cookie value. The same validation rules
(described above) apply to cookie values depending on the application requirements, e.g. validate a
required value, validate length, etc.
Example to validate a required cookie value:
/I Example to validate a required cookie value
/I First retrieve all available cookies submitted in the HTTP request
Cookie[] cookies = request.getCookies();
if (cookies != null) {
/ find the "user" cookie
for (int i=0; i<cookies.length; ++i) {
if (cookies[i].getName().equals("user")) {
/l validate the cookie value
if (Validator.validateRequired(cookies[i].getValue()) {
// valid cookie value, continue processing request

}
}
}

}
[8] HTTP Response
[8-1] Filter user input
To guard the application against cross-site scripting, sanitize HTML by converting sensitive characters
to their corresponding character entities. These are the HTML sensitive characters:
<>""%;)(&+
Example to filter a specified string by converting sensitive characters to their corresponding character
entities:
/I Example to filter sensitive data to prevent cross-site scripting
public Class Validator {

public static String filter(String value) {
if (value == null) {
return null;
}

StringBuffer result = new StringBuffer(value.length());
for (int i=0; i<value.length(); ++i) {
switch (value.charAt(i)) {
case '<"
result.append("&lt;");
break;
case ">"
result.append("&gt;");
break;
case ™"
result.append("&quot;");
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break;

case '\":
result.append("&#39;");
break;

case '%":
result.append("&#37;");
break;

case ')
result.append("&#59;");
break;

case '(":
result.append("&#40;");
break;

case')"
result.append("&#41;");
break;

case '&"
result.append("&amp;");
break;

case '+"
result.append("&#43;");
break;

default:
result.append(value.charAt(i));
break;

}

return result;

}

}

/I Filter the HTTP response using Validator filter

PrintWriter out = response.getWriter();

/I set output response

out.write(Validator.filter(response));

out.close();
The Java Servlet API 2.3 introduced Filters, which supports the interception and transformation of
HTTP requests or responses.
Example of using a Servlet Filter to sanitize the response using Validator filter:

/I Example to filter all sensitive characters in the HTTP response using a Java Filter.

/I This example is for illustration purposes since it will filter all content in the response, including
HTML tags!

public class SensitiveCharsFilter implements Filter {

public void doFilter(ServletRequest request,
ServletResponse response,
FilterChain chain)
throws IOException, ServletException {

PrintWriter out = response.getWriter();

ResponseWrapper wrapper = new ResponseW rapper((HttpServietResponse)response);
chain.doFilter(request, wrapper);
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CharArrayWriter caw = new CharArrayWriter();
caw.write(Validator filter(wrapper.toString()));

response.setContentType("text/html");
response.setContentLength(caw.toString().length());
out.write(caw.toString());

out.close();

}

b“ublic class CharResponseWrapper extends HttpServletResponseWrapper {
private CharArrayWriter output;

public String toString() {
return output.toString();
}

public CharResponseWrapper(HttpServietResponse response){
super(response);
output = new CharArrayWriter();

}

public PrintWriter getWriter(){
return new PrintWriter(output);
}

}
}

}
[8-2] Secure the cookie
When storing sensitive data in a cookie, make sure to set the secure flag of the cookie in the HTTP
response, using Cookie.setSecure(boolean flag) to instruct the browser to send the cookie using a
secure protocol, such as HTTPS or SSL.
Example to secure the "user" cookie:

/I Example to secure a cookie, i.e. instruct the browser to

/I send the cookie using a secure protocol

Cookie cookie = new Cookie("user", "sensitive");

cookie.setSecure(true);

response.addCookie(cookie);
RECOMMENDED JAVA TOOLS
The two main Java frameworks for server-side validation are:
[1] Jakarta Commons Validator (integrated with Struts 1.1)
The Jakarta Commons Validator is a powerful framework that implements all the above data validation
requirements. These rules are configured in an XML file that defines input validation rules for form
fields. Struts supports output filtering of dangerous characters in the [8] HTTP Response by default
on all data written using the Struts 'bean:write' tag. This filtering may be disabled by setting the
'filter=false' flag.
Struts defines the following basic input validators, but custom validators may also be defined:
required: succeeds if the field contains any characters other than white space.
mask: succeeds if the value matches the regular expression given by the mask attribute.
range: succeeds if the value is within the values given by the min and max attributes ((value >= min) &
(value <= max)).
maxLength: succeeds if the field is length is less than or equal to the max attribute.
minLength: succeeds if the field is length is greater than or equal to the min attribute.
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byte, short, integer, long, float, double: succeeds if the value can be converted to the corresponding
primitive.
date: succeeds if the value represents a valid date. A date pattern may be provided.
creditCard: succeeds if the value could be a valid credit card number.
e-mail: succeeds if the value could be a valid e-mail address.
Example to validate the userName field of a loginForm using Struts Validator:

<form-validation>

<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">
</validator>
<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">
</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<l-- message resource key to display if validation fails -->
<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var-name>mask</var-name>
<var-value>*[a-zA-Z0-9]*$</var-value>
</var>
<[field>

;./form>

</formset>

</form-validation>
[2] JavaServer Faces Technology
JavaServer Faces Technology is a set of Java APIs (JSR 127) to represent Ul components, manage
their state, handle events and input validation.
The JavaServer Faces APl implements the following basic validators, but custom validators may be
defined:
validate_doublerange: registers a DoubleRangeValidator on a component
validate_length: registers a LengthValidator on a component
validate_longrange: registers a LongRangeValidator on a component
validate_required: registers a RequiredValidator on a component
validate_stringrange: registers a StringRangeValidator on a component
validator: registers a custom Validator on a component
The JavaServer Faces API defines the following Ulinput and UlOutput Renderers (Tags):
input_date: accepts a java.util.Date formatted with a java.text.Date instance
output_date: displays a java.util. Date formatted with a java.text.Date instance
input_datetime: accepts a java.util.Date formatted with a java.text.DateTime instance
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output_datetime: displays a java.util. Date formatted with a java.text.DateTime instance
input_number: displays a numeric data type (java.lang.Number or primitive), formatted with a
java.text.NumberFormat
output_number: displays a numeric data type (java.lang.Number or primitive), formatted with a
java.text.NumberFormat
input_text: accepts a text string of one line.
output_text: displays a text string of one line.
input_time: accepts a java.util.Date, formatted with a java.text.DateFormat time instance
output_time: displays a java.util.Date, formatted with a java.text.DateFormat time instance
input_hidden: allows a page author to include a hidden variable in a page
input_secret: accepts one line of text with no spaces and displays it as a set of asterisks as it is typed
input_textarea: accepts multiple lines of text
output_errors: displays error messages for an entire page or error messages associated with a
specified client identifier
output_label: displays a nested component as a label for a specified input field
output_message: displays a localized message
Example to validate the userName field of a loginForm using JavaServer Faces:

<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h" %>

<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f" %>

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f.use_faces>
<h:form formName="loginForm" >
<h:input_text id="userName" size="20" modelReference="UserBean.userName">
<f.validate_required/>
<f:validate_length minimum="8" maximum="20"/>
</h:input_text>
<l-- display errors if present -->
<h:output_errors id="loginErrors" clientld="userName"/>
<h:command_button id="submit" label="Submit" commandName="submit" /><p>
</h:form>
</f.use_faces>
REFERENCES
Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/
Java API 1.4 -
http://java.sun.com/j2se/1.4/docs/api/
Java Servlet APl 2.3 -
http://java.sun.com/products/servlet/2.3/javadoc/
Java Regular Expression Package -
http://jakarta.apache.org/regexp/
Jakarta Validator -
http://jakarta.apache.org/commons/validator/
JavaServer Faces Technology -
http://java.sun.com/j2ee/javaserverfaces/
** Error Handling:
Many J2EE web application architectures follow the Model View Controller (MVC) pattern. In this
pattern a Servlet acts as a Controller. A Servlet delegates the application processing to a JavaBean
such as an EJB Session Bean (the Model). The Servlet then forwards the request to a JSP (View) to
render the processing results. Servlets should check all input, output, return codes, error codes and
known exceptions to ensure that the expected processing actually occurred.
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While data validation protects applications against malicious data tampering, a sound error handling
strategy is necessary to prevent the application from inadvertently disclosing internal error messages
such as exception stack traces. A good error handling strategy addresses the following items:
[1] Defining Errors
[2] Reporting Errors
[3] Rendering Errors
[4] Error Mapping
[1] Defining Errors
Hard-coded error messages in the application layer (e.g. Servlets) should be avoided. Instead, the
application should use error keys that map to known application failures. A good practice is to define
error keys that map to validation rules for HTML form fields or other bean properties. For example, if
the "user_name" field is required, is alphanumeric, and must be unique in the database, then the
following error keys should be defined:
(a) ERROR_USERNAME_REQUIRED: this error key is used to display a message notifying the user
that the "user_name" field is required;
(b) ERROR_USERNAME_ALPHANUMERIC: this error key is used to display a message notifying the
user that the "user_name" field should be alphanumeric;
(c) ERROR_USERNAME_DUPLICATE: this error key is used to display a message notifying the user
that the "user_name" value is a duplicate in the database;
(d) ERROR_USERNAME_INVALID: this error key is used to display a generic message notifying the
user that the "user_name" value is invalid;
A good practice is to define the following framework Java classes which are used to store and report
application errors:
- ErrorKeys: defines all error keys
/I Example: ErrorKeys defining the following error keys:
/I - ERROR_USERNAME_REQUIRED
/I - ERROR_USERNAME_ALPHANUMERIC
/I - ERROR_USERNAME_DUPLICATE
/I - ERROR_USERNAME_INVALID
"
public Class ErrorKeys {
public static final String ERROR_USERNAME_REQUIRED = "error.username.required";
public static final String ERROR_USERNAME_ALPHANUMERIC =
"error.username.alphanumeric”;
public static final String ERROR_USERNAME_DUPLICATE = "error.username.duplicate";
public static final String ERROR_USERNAME_INVALID = "error.username.invalid";

}

- Error: encapsulates an individual error
/I Example: Error encapsulates an error key.
/I Error is serializable to support code executing in multiple JVMs.
public Class Error implements Serializable {

/I Constructor given a specified error key
public Error(String key) {

this(key, null);
}

/I Constructor given a specified error key and array of placeholder objects
public Error(String key, Object[] values) {

this.key = key;

this.values = values;

}
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/I Returns the error key
public String getKey() {
return this.key;

}

/I Returns the placeholder values
public Object[] getValues() {
return this.values;

}

private String key = null;
private Object|[] values = null;
}
- Errors: encapsulates a Collection of errors
/I Example: Errors encapsulates the Error objects being reported to the presentation layer.
/Il Errors are stored in a HashMap where the key is the bean property name and value is an
/I ArrayList of Error objects.
public Class Errors implements Serializable {

/I Adds an Error object to the Collection of errors for the specified bean property.
public void addError(String property, Error error) {
ArrayList propertyErrors = (ArrayList)errors.get(property);
if (propertyErrors == null) {
propertyErrors = new ArrayList();
errors.put(property, propertyErrors);

propertyErrors.put(error);

}

/I Returns true if there are any errors
public boolean hasErrors() {

return (errors.size > 0);
}

/I Returns the Errors for the specified property

public ArrayList getErrors(String property) {
return (ArrayList)errors.get(property);

}

private HashMap errors = new HashMap();
}
Using the above framework classes, here is an example to process validation errors of the
"user_name" field:
/I Example to process validation errors of the "user_name" field.
Errors errors = new Errors();
String userName = request.getParameter("user_name");
/I (a) Required validation rule
if ('Validator.validateRequired(userName)) {
errors.addError("user_name", new Error(ErrorKeys. ERROR_USERNAME_REQUIRED));
} /I (b) Alpha-numeric validation rule
else if (1Validator.matchPattern(userName, "*[a-zA-Z0-9]*$")) {
errors.addError("user_name", new Error(ErrorKeys. ERROR_USERNAME_ALPHANUMERIC));
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}

else
{
/I (c) Duplicate check validation rule
I/ We assume that there is an existing UserValidationEJB session bean that implements
/I a checklIfDuplicate() method to verify if the user already exists in the database.
try {

if (UserValidationEJB.checklfDuplicate(userName)) {
errors.addError("user_name", new Error(ErrorKeys.ERROR_USERNAME_DUPLICATE));

} catch (RemoteException e) {
/l'log the error
logger.error("Could not validate user for specified userName: " + userName);
errors.addError("user_name", new Error(ErrorKeys. ERROR_USERNAME_DUPLICATE);

}
}

/I set the errors object in a request attribute called "errors"
request.setAttribute("errors", errors);

[2] Reporting Errors
There are two ways to report web-tier application errors:
(a) Servlet Error Mechanism
(b) JSP Error Mechanism
[2-a] Servlet Error Mechanism
A Servlet may report errors by:
- forwarding to the input JSP (having already stored the errors in a request attribute), OR
- calling response.sendError with an HTTP error code argument, OR
- throwing an exception
It is good practice to process all known application errors (as described in section [1]), store them in a
request attribute, and forward to the input JSP. The input JSP should display the error messages and
prompt the user to re-enter the data. The following example illustrates how to forward to an input JSP
(userlnput.jsp):

/I Example to forward to the userlnput.jsp following user validation errors

RequestDispatcher rd = getServletContext().getRequestDispatcher("/user/userinput.jsp");

if (rd != null) {

rd.forward(request, response);

If the Servlet cannot forward to a known JSP page, the second option is to report an error using the
response.sendError method with HttpServietResponse.SC_INTERNAL_SERVER_ERROR (status
code 500) as argument. Refer to the javadoc of javax.servlet.http.HttpServietResponse for more
details on the various HTTP status codes.
Example to return a HTTP error:
/l Example to return a HTTP error code
RequestDispatcher rd = getServletContext().getRequestDispatcher("/user/userinput.jsp");
if (rd == null) {
/I messages is a resource bundle with all message keys and values
response.sendError(HttpServietResponse.SC_INTERNAL_SERVER_ERROR,
messages.getMessage(ErrorKeys. ERROR_USERNAME_INVALID));
}

As a last resort, Servlets can throw an exception, which must be a subclass of one of the following
classes:
- RuntimeException
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- ServletException
- IOException
[2-b] JSP Error Mechanism
JSP pages provide a mechanism to handle runtime exceptions by defining an errorPage directive as
shown in the following example:
<%@ page errorPage="/errors/userValidation.jsp" %>
Uncaught JSP exceptions are forwarded to the specified errorPage, and the original exception is set
in a request parameter called javax.servlet.jsp.jspException. The error page must include a
isErrorPage directive as shown below:
<%@ page isErrorPage="true" %>

The isErrorPage directive causes the "exception" variable to be initialized to the exception object
being thrown.
[3] Rendering Errors
The J2SE Internationalization APIs provide utility classes for externalizing application resources and
formatting messages including:
(a) Resource Bundles
(b) Message Formatting
[3-a] Resource Bundles
Resource bundles support internationalization by separating localized data from the source code that
uses it. Each resource bundle stores a map of key/value pairs for a specific locale.
It is common to use or extend java.util.PropertyResourceBundle, which stores the content in an
external properties file as shown in the following example:

R R

# ErrorMessages.properties

R R R

# required user name error message

error.username.required=User name field is required

# invalid user name format
error.username.alphanumeric=User name must be alphanumeric

# duplicate user name error message
error.username.duplicate=User name {0} already exists, please choose another one

Multiple resources can be defined to support different locales (hence the name resource bundle). For
example, ErrorMessages_fr.properties can be defined to support the French member of the bundle
family. If the resource member of the requested locale does not exist, the default member is used. In
the above example, the default resource is ErrorMessages.properties. Depending on the user's
locale, the application (JSP or Servlet) retrieves content from the appropriate resource.
[3-b] Message Formatting
The J2SE standard class java.util. MessageFormat provides a generic way to create messages with
replacement placeholders. A MessageFormat object contains a pattern string with embedded format
specifiers as shown below:

/I Example to show how to format a message using placeholder parameters

String pattern = "User name {0} already exists, please choose another one";

String userName = request.getParameter("user_name");

Object[] args = new Object[1];

args[0] = userName;

String message = MessageFormat.format(pattern, args);
Here is a more comprehensive example to render error messages using ResourceBundle and
MessageFormat:

/I Example to render an error message from a localized ErrorMessages resource (properties file)
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/I Utility class to retrieve locale-specific error messages
public Class ErrorMessageResource {

/I Returns the error message for the specified error key in the environment locale
public String getErrorMessage(String errorKey) {
return getErrorMessage(errorKey, defaultLocale);

}

/I Returns the error message for the specified error key in the specified locale
public String getErrorMessage(String errorKey, Locale locale) {
return getErrorMessage(errorKey, null, locale);

}

/I Returns a formatted error message for the specified error key in the specified locale
public String getErrorMessage(String errorKey, Object[] args, Locale locale) {
/I Get localized ErrorMessageResource
ResourceBundle errorMessageResource = ResourceBundle.getBundle("ErrorMessages”,
locale);
/I Get localized error message
String errorMessage = errorMessageResource.getString(errorKey);
if (args !'= null) {
/I Format the message using the specified placeholders args
return MessageFormat.format(errorMessage, args);
}else {
return errorMessage;

}
}

/I default environment locale
private Locale defaultLocale = Locale.getDefaultLocale();
}

/I Get the user's locale
Locale userLocale = request.getLocale();
/I Check if there were any validation errors
Errors errors = (Errors)request.getAttribute("errors");
if (errors != null && errors.hasErrors()) {
/l iterate through errors and output error messages corresponding to the "user_name" property
ArrayList userNameErrors = errors.getErrors("user_name");
Listlterator iterator = userNameErrors.iterator();
while (iterator.hasNext()) {
/I Get the next error object
Error error = (Error)iterator.next();
String errorMessage = ErrorMessageResource.getErrorMessage(error.getKey(), userLocale);
output.write(errorMessage + "\r\n");
}
}
It is recommended to define a custom JSP tag, e.g. displayErrors, to iterate through and render error
messages as shown in the above example.
[4] Error Mapping
Normally, the Servlet Container will return a default error page corresponding to either the response
status code or the exception. A mapping between the status code or the exception and a web
resource may be specified using custom error pages. It is a good practice to develop static error
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pages that do not disclose internal error states (by default, most Servlet containers will report internal
error messages). This mapping is configured in the Web Deployment Descriptor (web.xml) as
specified in the following example:
<!-- Mapping of HTTP error codes and application exceptions to error pages -->
<error-page>
<exception-type>UserValidationException</exception-type>
<location>/errors/validationError.html</error-page>
</error-page>
<error-page>
<error-code>500</exception-type>
<location>/errors/internalError.html</error-page>
</error-page>
<error-page>

</error-page>

RECOMMENDED JAVA TOOLS
The two main Java frameworks for server-side validation are:
[1] Jakarta Commons Validator (integrated with Struts 1.1)
The Jakarta Commons Validator is a Java framework that defines the error handling mechanism as
described above. Validation rules are configured in an XML file that defines input validation rules for
form fields and the corresponding validation error keys. Struts provides internationalization support to
build localized applications using resource bundles and message formatting.
Example to validate the userName field of a loginForm using Struts Validator:

<form-validation>

<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">
</validator>
<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">
</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<l-- message resource key to display if validation fails -->
<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var-name>mask</var-name>
<var-value>"[a-zA-Z0-9]*$</var-value>
</var>
</field>

</form>
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</formset>
</form-validation>
The Struts JSP tag library defines the "errors" tag that conditionally displays a set of accumulated
error messages as shown in the following example:
<%@ page language="java" %>
<%@ taglib uri="/WEB-INF/struts-html.tld" prefix="html" %>
<%@ taglib uri="/WEB-INF/struts-bean.tld" prefix="bean" %>
<html:html>
<head>
<body>
<html:form action="/logon.do">
<table border="0" width="100%">
<tr>
<th align="right">
<html:errors property="username"/>
<bean:message key="prompt.username"/>
</th>
<td align="left">
<html:text property="username" size="16"/>
</td>
<ftr>
<tr>
<td align="right">
<html:submit><bean:message key="button.submit"/></html:submit>
</td>
<td align="right">
<html:reset><bean:message key="button.reset"/></html:reset>
</td>
</ftr>
</table>
</html:form>
</body>
</html:html>
[2] JavaServer Faces Technology
JavaServer Faces Technology is a set of Java APIs (JSR 127) to represent Ul components, manage
their state, handle events, validate input, and support internationalization.
The JavaServer Faces API defines the "output_errors" UIOutput Renderer, which displays error
messages for an entire page or error messages associated with a specified client identifier.
Example to validate the userName field of a loginForm using JavaServer Faces:
<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h" %>
<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f" %>

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f.use_faces>
<h:form formName="loginForm" >
<h:input_text id="userName" size="20" modelReference="UserBean.userName">
<f.validate_required/>
<f:validate_length minimum="8" maximum="20"/>
</h:input_text>
<l-- display errors if present -->
<h:output_errors id="loginErrors" clientld="userName"/>

10/1/2012 2:46:33 PM 289/297



<h:command_button id="submit" label="Submit" commandName="submit" /><p>
</h:form>

</f.use_faces>
REFERENCES
Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/
Java APl 1.4 -
http://java.sun.com/j2se/1.4/docs/api/
Java Servlet APl 2.3 -
http://java.sun.com/products/servlet/2.3/javadoc/
Java Regular Expression Package -
http://jakarta.apache.org/regexp/
Jakarta Validator -
http://jakarta.apache.org/commons/validator/
JavaServer Faces Technology -
http://java.sun.com/j2ee/javaserverfaces/

.Net Fix Recommendations

In order to disable debugging in ASP.NET, edit your web.config file to contain the following:
<compilation

debug="false"
/>
For more information, see "HOW TO: Disable Debugging for ASP.NET Applications" in:
http://support.microsoft.com/default.aspx?scid=kb;en-us;815157
You can add input validation to Web Forms pages by using validation controls. Validation controls
provide an easy-to-use mechanism for all common types of standard validation (for example, testing
for valid dates or values within a range), plus ways to provide custom-written validation. In addition,
validation controls allow you to completely customize how error information is displayed to the user.
Validation controls can be used with any controls that are processed in a Web Forms page's class file,
including both HTML and Web server controls.
To make sure that all the required parameters exist in a request, use the "RequiredFieldValidator"
validation control. This control ensures that the user does not skip an entry in the web form.
To make sure user input contains only valid values, you can use one of the following validation
controls:
[1] "RangeValidator": checks that a user's entry (value) is between specified lower and upper
boundaries. You can check ranges within pairs of numbers, alphabetic characters, and dates.
[2] "RegularExpressionValidator": checks that the entry matches a pattern defined by a regular
expression. This type of validation allows you to check for predictable sequences of characters, such
as those in social security numbers, e-mail addresses, telephone numbers, postal codes, and so on.
Important note: validation controls do not block user input or change the flow of page processing; they
only set an error state, and produce error messages. It is the programmer's responsibility to test the
state of the controls in the code before performing further application-specific actions.
There are two ways to check for user input validity:
1. Test for a general error state:
In your code, test the page's IsValid property. This property rolls up the values of the IsValid
properties of all the validation controls on the page (using a logical AND). If one of the validation
controls is set to invalid, the page's property will return false.
2. Test for the error state of individual controls:
Loop through the page's Validators collection, which contains references to all the validation controls.
You can then examine the IsValid property of each validation control.
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Here are two possible ways to protect your web application against SQL injection attacks:
[1] Use a stored procedure rather than a dynamically built SQL query string. The manner in which
parameters are passed to SQL Server stored procedures prevents the use of apostrophes and
hyphens.
Example of how to use stored procedures in ASP.NET:

' Visual Basic example

Dim DS As DataSet

Dim MyConnection As SglConnection

Dim MyCommand As SqlDataAdapter

Dim SelectCommand As String = "select * from users where username = @username"

MyCommand.SelectCommand.Parameters.Add(New SqlParameter("@username”,
SqlDbType.NVarChar, 20))
MyCommand.SelectCommand.Parameters("@username").Value = UserNameField.Value

/I C# example

String selectCmd = "select * from Authors where state = @username”;
SglConnection myConnection = new SqlConnection("server=...");
SqlDataAdapter myCommand = new SqlDataAdapter(selectCmd, myConnection);

myCommand.SelectCommand.Parameters.Add(new SqlParameter("@username",
SqlDbType.NVarChar, 20));

myCommand.SelectCommand.Parameters["@username"].Value = UserNameField.Value;
[2] You can add input validation to Web Forms pages by using validation controls. Validation controls
provide an easy-to-use mechanism for all common types of standard validation (for example, testing
for valid dates or values within a range), plus ways to provide custom-written validation. In addition,
validation controls allow you to completely customize how error information is displayed to the user.
Validation controls can be used with any controls that are processed in a Web Forms page's class file,
including both HTML and Web server controls.

PHP Fix Recommendations

** Input Data Validation:

While data validations may be provided as a user convenience on the client-tier, data validation must

always be performed on the server-tier. Client-side validations are inherently insecure because they

can be easily bypassed, e.g. by disabling Javascript.

A good design usually requires the web application framework to provide server-side utility routines to

validate the following:

[1] Required field

[2] Field data type (all HTTP request parameters are Strings by default)

[3] Field length

[4] Field range

[5] Field options

[6] Field pattern

[7] Cookie values

[8] HTTP Response

A good practice is to implement a function or functions that validates each application parameter. The

following sections describe some example checking.

[1] Required field

Always check that the field is not null and its length is greater than zero, excluding leading and trailing
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white spaces.

Example of how to validate required fields:
/I PHP example to validate required fields
function validateRequired($input) {

$pass = false;

if (strlen(trim($input))>0){

$pass = true;
}

return $pass;

}

if (validateRequired($fieldName)) {
/I fieldName is valid, continue processing request

}
[2] Field data type
In web applications, input parameters are poorly typed. For example, all HTTP request parameters or
cookie values are of type String. The developer is responsible for verifying the input is of the correct
data type.
[3] Field length
Always ensure that the input parameter (whether HTTP request parameter or cookie value) is
bounded by a minimum length and/or a maximum length.
[4] Field range
Always ensure that the input parameter is within a range as defined by the functional requirements.
[5] Field options
Often, the web application presents the user with a set of options to choose from, e.g. using the
SELECT HTML tag, but fails to perform server-side validation to ensure that the selected value is one
of the allowed options. Remember that a malicious user can easily modify any option value. Always
validate the selected user value against the allowed options as defined by the functional requirements.
[6] Field pattern
Always check that user input matches a pattern as defined by the functionality requirements. For
example, if the userName field should only allow alpha-numeric characters, case insensitive, then use
the following regular expression:
Na-zA-Z0-9]+$
[7] Cookie value
The same validation rules (described above) apply to cookie values depending on the application
requirements, e.g. validate a required value, validate length, etc.
[8] HTTP Response
[8-1] Filter user input
To guard the application against cross-site scripting, the developer should sanitize HTML by
converting sensitive characters to their corresponding character entities. These are the HTML
sensitive characters:
<>""%;)(&+
PHP includes some automatic sanitization utility functions, such as htmlentities():

$input = htmlentities($input, ENT_QUOTES, 'UTF-8');
In addition, in order to avoid UTF-7 variants of Cross-site Scripting, you should explicitly define the
Content-Type header of the response, for example:

<?php

header('Content-Type: text/html; charset=UTF-8'");
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?>
[8-2] Secure the cookie
When storing sensitive data in a cookie and transporting it over SSL, make sure that you first set the
secure flag of the cookie in the HTTP response. This will instruct the browser to only use that cookie
over SSL connections.
You can use the following code example, for securing the cookie:

<$php

$value = "some_value";
$time = time()+3600;

$path = "/application/";
$domain = ".example.com";
$secure = 1;

setcookie("CookieName", $value, $time, $path, $domain, $secure, TRUE);
?>

In addition, we recommend that you use the HttpOnly flag. When the HitpOnly flag is set to TRUE the
cookie will be made accessible only through the HTTP protocol. This means that the cookie won't be
accessible by scripting languages, such as JavaScript. This setting can effectively help to reduce
identity theft through XSS attacks (although it is not supported by all browsers).

The HttpOnly flag was Added in PHP 5.2.0.

REFERENCES

[1] Mitigating Cross-site Scripting With HTTP-only Cookies:
http://msdn2.microsoft.com/en-us/library/ms533046.aspx

[2] PHP Security Consortium:

http://phpsec.org/

[3] PHP & Web Application Security Blog (Chris Shiflett):

http://shiflett.org/

References and Relevant Links

An example for using apostrophe to hack a site can be found in "How | hacked PacketStorm (by Rain
Forest Puppy), RFP's site"

"Web Application Disassembly with ODBC Error Messages" (By David Litchfield)

CERT Advisory (CA-1997-25): Sanitizing user-supplied data in CGI scripts
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Client-Side (JavaScript) Cookie References
Application
WASC Threat Classification

Information Leakage

http://projects.webappsec.org/Information-Leakage

CVE ID(s)
N/A

CWE ID(s)
602
Security Risks

The worst case scenario for this attack depends on the context and role of the cookies that are
created at the client side

Possible Causes

Cookies are created at the client side

Technical Description

A cookie is a piece of information usually created by the Web server and stored in the Web browser.
The cookie contains information used by web applications mainly (but not only) to identify users and
maintain their state.

AppScan detected that the JavaScript code at the client side is used to manipulate (either create or
modify) the site's cookies.

It is possible for an attacker to view this code, understand its logic, and use it to compose his own
cookies, or modify existing ones, based on this knowledge.

The damage an attacker may cause depends on how the application uses its cookies, or what
information it stores in them.

Among other things, cookie manipulation may lead to session hijacking or privilege escalation.
Other vulnerabilities caused by cookie poisoning contain SQL injection and Cross-Site scripting.

General Fix Recommendations

[1] Avoid placing business/security logic at the client side.
[2] Find and remove insecure client-side Javascript code which may pose a security threat to the site.

References and Relevant Links

WASC Threat Classification: Information Leakage
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Email Address Pattern Found
Application
WASC Threat Classification

Information Leakage

http://projects.webappsec.org/Information-Leakage

CVE ID(s)
N/A

CWE ID(s)
359
Security Risks

It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Possible Causes

Insecure web application programming or configuration

Technical Description

Spambots crawl internet sites, set out to find e-mail addresses in order to build mailing lists for
sending unsolicited e-mail (spam).

AppScan detected a response containing one or more e-mail addresses, which may be exploited to
send spam mail

Furthermore, the e-mail addresses found may be private and thus should not be accessible to the
general public.

General Fix Recommendations

Remove any e-mail addresses from the website so that they won't be exploited by malicious users.

References and Relevant Links

Definition of Spambot (Wikipedia)
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Potential File Upload

Application

WASC Threat Classification
Abuse of Functionality
http://projects.webappsec.org/Abuse-of-Functionality

CVE ID(s)
N/A

CWE ID(s)

434
Security Risks

It is possible to run remote commands on the web server. This usually means complete compromise
of the server and its contents
It is possible to upload, modify or delete web pages, scripts and files on the web server

Possible Causes

Insecure web application programming or configuration

Technical Description

AppScan detected a potential file upload on the site.
This capability is intended to allow users to copy files from their local file system to the web server,
providing a comfortable method for adding information to the site.
However, if proper measures are not taken to make sure that this functionality cannot be abused, an
attacker may take advantage of this unsafe file upload process. It is possible to deface the site by
overwriting existing files, or even execute arbitrary code by uploading script files or binaries and
tricking the server into executing them.
Sample Exploit:
Consider the following form:
[Original HTML Form]

<FORM METHOD=POST ACTION="/cgi-bin/upload.cgi">

;iNPUT TYPE=FILE NAME="filename" VALUE="image.jpg">
</FORM>
[Manipulated HTML Form]
<FORM METHOD=POST ACTION="/cgi-bin/upload.cgi">
;iNPUT TYPE=FILE NAME="filename" VALUE="evilScript.cgi">
</FORM>
After the upload process is completed, the hacker can browse to "evilScript.cgi”, and the script will be

executed by the web server.

General Fix Recommendations
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Restrict user capabilities and permissions during the file upload process:

[1] Make sure that the upload script has sole control over the uploaded file name and location.

[2] Do not upload script files, such as asp, aspx, php, jsp and so on. Allow only static content to be
uploaded.

[3] Allow the upload of expected file types only. For example, if you expect plain text files, allow
only .txt extensions.

[4] Validate the content of the uploaded files. If you expect a plain text file, make sure it does not
contain binary characters or dynamic script sections.

References and Relevant Links
N/A
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