Case1: 
1. Installed a fresh CSM UPT 5.0 using MySQL database

2. Go to http://165.112.132.238:29080/upt50
3. Login as SuperAdmin/changeme/csmupt, change password to Welcome1 for the first time logiin

4. Login as SuperAdmin/Welcome1/csmupt

5. Search Existing Users

6. Create a new user chen1/Welcome1

7. Perform update passwords in user profile

8. After about 5 times entered invalid passwords on testing purpose, leave password fields empty, click Back button, got CSRF Attack, see screenshot below:
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The time stayed on SuperAdmin mode was about 30 min.

Case 2:

Open IE browser

1. Login as SuperAdmin

2. Perform SuperAdmin operations such as creating users, changing passwords, searching users and updating user profile, and so on.

3. The performing time lasted about 1 hour in the same IE browser, idle browser for about 20 min, then click APPLICATION button on the menu bar, got CSRF:

[image: image2.png]e request forgery (CSRF) attack thwarted - Windows Intemet Explorer,

165.112.132.238

Fle Edt View Favortes Took Help

i Fevorites | 5[] Suggested Stes + £ Free Hotmal ] Get more Add-ons +

Potential cross-ste request forgery (CSRF) attackth... | |

r~ Login ID
CJS  Common Security Module
4 M » UserPro g Tool Appiation
g

Role

CSRF Attack

INVALID PAGE ACCESS

Your request in not valid. Potential cross-site request forgery (CSRF) attack thwarted!!
Please try again later or check your request to ensure its acouracy.

If you think your request is valid, please clase the brawser window and open a new browser session to login into the
application again

Dane.

ing e,

@ et 7 Fiom -





Case 3:

1. Delete Browsing History in IE

2.  Reopened IE browser since got CSRF in case 2, performed create users, and stayed on IE but didn’t do operations for about 40 min, then click USER button on menu bar, got CSRF again.
