A.      OSDI Initiative – Any background information that can be shared regarding the scope of this initiative?
Background can be found here: https://wiki.nci.nih.gov/x/VASmAQ 
B.      OSDI Pilot – Which development projects are part of this pilot?
There are 7 projects as part of the pilot, they are: caArray, caIntegrator, C3PR, PSC, caB2B, caGWAS, and caLIMS.  The whole list of projects is here: https://wiki.nci.nih.gov/x/aguxBQ 
C.      GitHub Repositories:
a.      Who is responsible for administering/maintaining the CBIIT Repos?
The developers of the active tools will be responsible for pulling code to the master branch.  Anyone in the community can branch or make pull requests, but only the current development team can execute a pull to the master branch.
b.      Are commit access restricted to CBIIT developers only?
See answer for C.a.
c.      Are there any guidelines for storing source code and other artifacts on these public repos?
For active projects the master branch will be maintained by our developers.  They will review any pull requests and determine if the code should be made part of the master branch.
Beyond that there are good rules of thumb we will follow.  Code repositories will be for code only.  If there is any substantial documentation, it will be in its own repository.  There will be no real data stored in the GitHub repository, but test/sample data may be available.  If that is significant, it will be in its own repository as well.  There are other guidelines presented on the wiki page: https://wiki.nci.nih.gov/x/ogCxBQ 
d.      Will any of these repos be private repos?
No.  The only projects we are moving are ones that may have some public interest.
e.      What security controls will be put in place, if any?
We are migrating the existing svn repositories.  As such we will not add any new sensitive information to the Github repositories.  We do understand that the Github repositories are more likely to be searched than the svn repositories, so to reduce the likelihood of sensitive information being in the source or properties files, we will remove/redact any properties or other file with DB passwords or other sensitive information.  We will, as part of the verification process do our best to ensure that no passwords are left.  This is not perfect, but will provide a greater level of securing our sensitive information than current.
D.      CI Functions:
a.      Legacy CI servers to be retired – Pending completion for many CBIIT projects. We request support and co-operation from DEV Teams to complete the retirement process.
There is no requirement for CI servers and the GitHub Migration.  The only requirement is that the current development teams can continue to develop their software using GitHub repositories in place of svn repositories.
b.      What is the proposal for handling CI functions after the move to GitHub?
The CI functions are entirely independent of the GitHub Migration.	Comment by user: I would say that CI should work the way it does to day if needed.  GITHUB is just were we pull the code. Or the internal mirror. 
E.      Local Builds and Deploys:
a.      Will there be software releases at NCI after the move to GitHub for these projects?
[bookmark: _GoBack]For active projects there will be software releases from the master branch in the GitHub repositories.  The current development team will have rights to that branch.
b.      Local builds and deploys are customized for CBIIT and leverages NCI specific server and DB information through property files etc. We expect this approach to be in place by implementing Git mirrors at NCI. However, we need to test this process with a sample project to iron out the technical details.
We will have no sensitive information in properties files in the Git Repositories.  Each team is to remove this information prior to the migration and we will verify it at the end of the migration.
F.      Git mirrors:
a.      We will need to explore this further.
The NCI mirror of the NCIP git channel will mirror the master branch of each repository.
b.      Should any repositories be cloned locally, not just mirrored ?
The NCI mirror will give the development, QA and other environment access internally to all the critical code in the GitHub channel.
G.            Currently ant hill pro pulls from svn it will need to pull from Git Repository. What needs to change
a.      Need to understand the security implications
We need to have the ‘git’ application loaded on the anthillpro machine.  Anthill pro will need to pull its source from the git repository (either the mirror or the main) instead of the svn repository.  The SOPs need to change to reflect this change.  Other than that there should be no impact.
b.      Network segmentation guidelines may prohibit external access outside of NIH, especially on the lower tiers.
This requirement will be solved using a git mirror.
H.      Need to install Git on our platforms.  
a.      Git is not part of our approved CBIIT Tech stack and not part of our standard linux server configurations/images.
We will enter a change request to allow this application to be installed where needed.
b.      Git or SVN client will be installed on our AHP3 Build servers for checkouts.
Git will need to be called instead of SVN.
c.      Need to discuss the individual install on every server?
It should only need to be installed on the Anthill Pro Machine or any machine that currently pulls code from the svn repository.
I.      Need to remove Write from migrated SVN repositories
To avoid confusion about where to check in code, as soon as the migration is done, we need to freeze the SVN repository to read-only access.
a.      We can do this with federal sponsor approval for these requests (which often come directly from developers with no federal pre-confirmation)?
All freeze requests will be initiated from a federal employee.
J.      Timelines:
a.      We need time to explore mirroring, AnthillPro integration, updates to our SOPs, etc.?
Mirroring needs to be done prior to the end of this effort (June) or prior to the move of the anthillpro machine to the new building (Because of the answer to G.b.)
b.      Which project should we work with as the pilot?
caArray and caIntegrator are the two key projects that are part of our pilot and have strong internal build and deploy requirements.  caB2B and caGWAS are inactive and do not need to build.  C3PR and PSC are deployed externally.  caLIMS has an active community outside of the NCI.
K.      Security Aspects:
a.      Previously, we have noticed security issues with content checked in to SVN. Git/GitHub may allow for easier discovery of vulnerabilities. Who is assuming responsibility for resolving insecure repository content?
During the migration phase the migration team will be responsible for removing any sensitive information.  Once the project completes the migration, the current developers will be responsible to ensure there is no sensitive information added.
Note:
Beyond the password and private key issues, the other thing to consider is that folks put more than just code in their repositories. Even though we encourage them just to use the repos just for code and build scripts, they also add meeting notes, server names, IP addresses, network diagrams, phone numbers, email addresses, and a lot of other things that may put us at risk. Are there compensating controls in place to avoid this?
We plan to have a verification of all code executed before the migration is complete.  If you have specific filters that would help us determine if there is any sensitive information, we would appreciate you sharing that with us.  Thank you.



