
  
  

Web Application Report

This report includes important security information about your web application.

Security Report

This report was created by IBM Security AppScan Standard 8.6.0.1, Rules: 1529
Scan started: 3/4/2013 1:06:45 PM     
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 Introduction
This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

High severity issues: 3
Medium severity issues: 9
Low severity issues: 17
Informational severity issues: 8
Total security issues included in the report: 37
Total security issues discovered in the scan: 37

General Information 

Scan file name: ncias­q793­v.nci.nih.gov_48080_cacisweb_20130304

Scan started: 3/4/2013 1:06:45 PM

Test policy: Default

Host ncias­q793­v.nci.nih.gov

Operating system: Unknown

Web server: Apache

Application server: JavaAppServer

Login Settings 

Login method: Recorded login

Concurrent logins: Enabled

JavaScript execution: Enabled

In-session detection: Enabled

In-session pattern: welcome

Tracked or session ID cookies: __utma
__utmz
JSESSIONID

Tracked or session ID parameters:

Login sequence: http://ncias-q793-v.nci.nih.gov:48080/cacisweb/sessionInvalid.action
http://ncias-q793-v.nci.nih.gov:48080/cacisweb/struts/utils.js
http://ncias-q793-v.nci.nih.gov:48080/cacisweb/j_spring_security_check
http://ncias-q793-v.nci.nih.gov:48080/cacisweb/index.action
http://ncias-q793-v.nci.nih.gov:48080/cacisweb/navTop.jsp
http://ncias-q793-v.nci.nih.gov:48080/cacisweb/navLeft.jsp
http://ncias-q793-v.nci.nih.gov:48080/cacisweb/welcome.jsp
http://ncias-q793-v.nci.nih.gov:48080/cacisweb/script/list.js
http://ncias-q793-v.nci.nih.gov:48080/cacisweb/script/resize.js
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 Executive Summary

Issue Types   12  

Issue Type Number of Issues

H Blind SQL Injection 1

H Unencrypted Login Request 2

M Cross­Site Request Forgery 8

M Inadequate Account Lockout 1

L Alternate Version of File Detected 4

L Autocomplete HTML Attribute Not Disabled for Password Field 4

L Email Address Pattern Found in Parameter Value 5

L Temporary File Download 4

I Email Address in Hidden Parameter 2

I Email Address Pattern Found 2

I Internal IP Disclosure Pattern Found 1

I Potential File Upload 3

Vulnerable URLs   14  

URL Number of Issues

Root 0

H http://ncias­q793­v.nci.nih.gov:48080/cacisweb/secureFTPRecipientAdd.action 3

H http://ncias­q793­v.nci.nih.gov:48080/cacisweb/j_spring_security_check 4

M http://ncias­q793­v.nci.nih.gov:48080/cacisweb/j_spring_security_logout 3

M http://ncias­q793­v.nci.nih.gov:48080/cacisweb/logout.action 4

M http://ncias­q793­v.nci.nih.gov:48080/cacisweb/secureEmailRecipientAdd.action 4

M http://ncias­q793­v.nci.nih.gov:48080/cacisweb/secureEmailRecipientList.action 5

M http://ncias­q793­v.nci.nih.gov:48080/cacisweb/secureFTPRecipientList.action 2

M http://ncias­q793­v.nci.nih.gov:48080/cacisweb/secureXDSNAVRecipientList.action 4

L http://ncias­q793­v.nci.nih.gov:48080/cacisweb/index.action 2

L http://ncias­q793­v.nci.nih.gov:48080/cacisweb/sessionInvalid.action 3

L http://ncias­q793­v.nci.nih.gov:48080/cacisweb/login.action 1

L http://ncias­q793­v.nci.nih.gov:48080/cacisweb/loginFailed.action 1

I http://ncias­q793­v.nci.nih.gov:48080/cacisweb/secureXDSNAVRecipientAdd.action 1

Fix Recommendations   10  
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Remediation Task Number of Issues

H Always use SSL and POST (body) parameters when sending sensitive information. 2

H Review possible solutions for hazardous character injection 1

M Decline malicious requests 8

M Enforce account lockout after several failed login attempts 1

L Correctly set the "autocomplete" attribute to "off" 4

L Remove e­mail addresses from the website 7

L Remove internal IP addresses from your website 1

L Remove old versions of files from the virtual directory 8

L Remove the recipient e­mail address hidden parameter 2

L Restrict user capabilities and permissions during the file upload process 3

Security Risks 10  

Risk Number of Issues

H It is possible to view, modify or delete database entries and tables 1

H It may be possible to steal user login information such as usernames and passwords 
that are sent unencrypted

2

M It is possible to steal or manipulate customer session and cookies, which might be used 
to impersonate a legitimate user, allowing the hacker to view or alter user records, and to 
perform transactions as that user

8

M It might be possible to escalate user privileges and gain administrative permissions over 
the web application

1

L It is possible to gather sensitive information about the web application such as 
usernames, passwords, machine name and/or sensitive file locations

12

L It may be possible to bypass the web application's authentication mechanism 4

L It is possible to download temporary script files, which can expose the application logic 
and other sensitive information such as usernames and passwords

4

I It is possible to send e­mails through your web application, using spoofed e­mail 
addresses

2

I It is possible to run remote commands on the web server. This usually means complete 
compromise of the server and its contents

3

I It is possible to upload, modify or delete web pages, scripts and files on the web server 3

Causes   6  

Cause Number of Issues

H Sanitation of hazardous characters was not performed correctly on user input 1

H Sensitive input fields such as usernames, password and credit card numbers are 
passed unencrypted

2

M Insufficient authentication method was used by the application 8

M Insecure web application programming or configuration 16

L Temporary files were left in production environment 8

I Parameter values were 'hardcoded' in the HTML as a read­only parameter 2
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TOCWASC Threat Classification 

Threat Number of Issues

Abuse of Functionality 5

Application Privacy Tests 6

Brute Force 1

Cross­site Request Forgery 8

Information Leakage 12

Predictable Resource Location 4

SQL Injection 1
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http://projects.webappsec.org/Abuse-of-Functionality
file:///C:/ProgramData/IBM/AppScan%20Standard/temp/3256/N/A
http://projects.webappsec.org/Brute-Force
http://projects.webappsec.org/Cross-Site-Request-Forgery
http://projects.webappsec.org/Information-Leakage
http://projects.webappsec.org/Predictable-Resource-Location
http://projects.webappsec.org/SQL-Injection

