
  
  

Web Application Report

This report includes important security information about your web application.

Security Report

This report was created by IBM Security AppScan Standard 8.7.0.0, Rules: 1577
Scan started: 5/3/2013 9:31:40 AM     
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 Introduction
This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

Low severity issues: 34
Informational severity issues: 11
Total security issues included in the report: 45
Total security issues discovered in the scan: 45

General Information 

Scan file name: ncias­q793­v.nci.nih.gov_49443_cacisweb_20130503

Scan started: 5/3/2013 9:31:40 AM

Test policy: Default

Host ncias­q793­v.nci.nih.gov

Operating system: Unknown

Web server: Apache

Application server: Any

Login Settings 

Login method: Recorded login

Concurrent logins: Enabled

JavaScript execution: Enabled

In-session detection: Enabled

In-session pattern: <a href="j_spring_security_logout" target="_parent">Logout&nbsp;</a>

Tracked or session ID cookies: newuser
JSESSIONID

Tracked or session ID parameters: [JSESSIONID]

Login sequence: https://ncias-q793-v.nci.nih.gov:49443/cacisweb/index.action
https://ncias-q793-
v.nci.nih.gov:49443/cacisweb/login.action;jsessionid=9AA6629AD721F6AD0
2C9099472D2539E
https://ncias-q793-v.nci.nih.gov:49443/cacisweb/struts/utils.js
https://ncias-q793-
v.nci.nih.gov:49443/cacisweb/j_spring_security_check
https://ncias-q793-v.nci.nih.gov:49443/cacisweb/index.action
https://ncias-q793-v.nci.nih.gov:49443/cacisweb/navTop.jsp
https://ncias-q793-v.nci.nih.gov:49443/cacisweb/welcome.jsp
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 Executive Summary

Issue Types   12  

Issue Type Number of Issues

L Alternate Version of File Detected 3

L Autocomplete HTML Attribute Not Disabled for Password Field 6

L Cacheable SSL Page Found 13

L Email Address Pattern Found in Parameter Value 6

L Missing Secure Attribute in Encrypted Session (SSL) Cookie 1

L Query Parameter in SSL Request 2

L Temporary File Download 3

I Email Address in Hidden Parameter 3

I Email Address Pattern Found 3

I Internal IP Disclosure Pattern Found 1

I Potential File Upload 3

I SSL Certificate Domain Name Mismatch 1

Vulnerable URLs   19  

URL Number of Issues

Root 0

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/j_spring_security_check 2

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/j_spring_security_logout 2

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/logout.action 5

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/login.action 2

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/login.action;jsessionid=9B5624B67903B
FE1ECEF4DD21D94BA4C

2

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/login.action;jsessionid=D7F126DFEC3C
57684475FF997A67168E

2

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/loginFailed.action 2

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/sessionInvalid.action 2

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/cdwUserPermission.action 1

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/index.action 2

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/navTop.jsp 1

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/secureEmailRecipientList.action 6

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/secureFTPRecipientList.action 4

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/secureXDSNAVRecipientList.action 4

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/welcome.jsp 1

L https://ncias­q793­v.nci.nih.gov:49443/cacisweb/secureEmailRecipientAdd.action 5

I https://ncias­q793­v.nci.nih.gov:49443/cacisweb/secureFTPRecipientAdd.action 1
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I https://ncias­q793­v.nci.nih.gov:49443/cacisweb/secureXDSNAVRecipientAdd.action 1

Fix Recommendations   10  

Remediation Task Number of Issues

L Add the 'Secure' attribute to all sensitive cookies 1

L Always use SSL and POST (body) parameters when sending sensitive information. 2

L Correctly set the "autocomplete" attribute to "off" 6

L Prevent caching of SSL pages by adding "Cache­Control: no­store" and "Pragma: no­
cache" headers to their responses.

13

L Remove e­mail addresses from the website 9

L Remove internal IP addresses from your website 1

L Remove old versions of files from the virtual directory 6

L Remove the recipient e­mail address hidden parameter 3

L Restrict user capabilities and permissions during the file upload process 3

L Update your SSL certificate, and make sure that all attributes are valid 1

Security Risks 10  

Risk Number of Issues

L It is possible to gather sensitive information about the web application such as 
usernames, passwords, machine name and/or sensitive file locations

26

L It may be possible to bypass the web application's authentication mechanism 6

L It may be possible to steal user and session information (cookies) that was sent during 
an encrypted session

1

L It may be possible to steal sensitive data such as credit card numbers, social security 
numbers etc. that are sent unencrypted

2

L It is possible to download temporary script files, which can expose the application logic 
and other sensitive information such as usernames and passwords

3

I It is possible to send e­mails through your web application, using spoofed e­mail 
addresses

3

I It is possible to run remote commands on the web server. This usually means complete 
compromise of the server and its contents

3

I It is possible to upload, modify or delete web pages, scripts and files on the web server 3

I It is possible to prevent the web application from serving other users (denial of service) 1

I It is possible to persuade a naive user to supply sensitive information such as 
username, password, credit card number, social security number etc.

1

Causes   7  

Cause Number of Issues

L Temporary files were left in production environment 6

L Insecure web application programming or configuration 19
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L Sensitive information might have been cached by your browser 13

L The web application sends non­secure cookies over SSL 1

L Query parameters were passed over SSL, and may contain sensitive information 2

I Parameter values were 'hardcoded' in the HTML as a read­only parameter 3

I The web server or application server are configured in an insecure way 1

WASC Threat Classification 

Threat Number of Issues

Abuse of Functionality 6

Application Privacy Tests 22

Application Quality Tests 1

Information Leakage 13

Predictable Resource Location 3
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