	Step
	Responsible Team
	Action
	Timeline
	Notes

	1
	Security Team
	Run Nessus scan and identify critical and high vulnerabilities for patching communicate list to Server Windows and Linux teams
	Monday prior to Maintenance
	Not feasible when Patch Tuesday falls in the same week as Maintenance.

	2
	Server Team
	Microsoft releases patches (WINXP, 7, SRV)
	Second Tuesday of Every Month
	Already well-documented.

	3
	Security Team
	Pull Nessus validation configurations for new MS patches – Performs baseline assessment (Scope of Impact)
	Second Tuesday of Every Month
	Already part of the process.

	4
	Security Team
	Provide communication to impacted NCI users with scope of upcoming patches (specific system counts) and timeline of application of patches 
	Second Tuesday of Every Month
	Current documented process includes the Early-Bird updates that already occur Wednesday AM following Patch Tuesday. This process works for the weeks when Patch Tuesday falls in the same week as Maintenance.

	
	
	 Thursday Early Bird
	
	

	
	
	 Friday DEV/QA 
	
	

	
	
	 Saturday (Maint) STG/PRD
	
	

	5
	Backup Team
	Perform System State Backup (are backups performed at other times – is this necessary?)
	Second Tuesday of Every Month 
	If still required, there are still several systems that require manual intervention to schedule and collect the backups and they are performed prior to Patch Tuesday, due to Early-Bird server updates occuring on Wednesday AM.

	6
	Security Team
	Reviews, approves, and commits patches for Early Bird, DEV and QA tiers
	Second Wednesday of Every month
	Already well-documented for both servers and end-user systems.

	7
	Server Team
	Thursday 6AM early bird servers are patched and rebooted – conduct analysis on effectiveness of patches
	Second Thursday of Every Month (6AM)
	I would suggest keeping the well-documented current Wednesday AM process in place.

	8
	Server Team
	Remaining lower tiered servers (DEV and QA) get patched and rebooted – if no issues with Early Bird Push
	Second Friday of Every Month (6AM)
	Friday is a good day for this.

	9
	Security Team
	Run Nessus scan to identify lowered tier hosts that still need to be patched (missed or failed)
	Second Friday of Every Month (COB)
	Must be end of the day.

	10
	Server Team
	Prod and remaining servers (problem and do not reboot list servers) get patched
	Monthly Maintenance Window
	DO NOT REBOOT list servers DO NOT get patched until the team requesting the DNR has completed their work, or DO NOT get patched because they were patched as part of the EB patches and must remain up during Maintenance.

	11
	Security Team
	Patch Cleanup - Run Nessus scan to identify lowered tier or upper tier hosts that still need to be patched (missed or failed) – Provide to Server team
	Monthly Maintenance Window (No later than 7PM)
	This will need to occur multiple times throughout the evening, until updates are completed, or "trouble" systems are identified and punted to later in the week.

	12
	Server Team
	Patching and Remediation of remaining systems
	Monthly Maintenance Window (After 7PM Nessus Scan)
	Until updates are completd or "trouble" systems are identified and punted to later in the week.


