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	Change Summary: Change default SSL certificate provider from Verisign to Digicert




	Reviewing Project:

	Reviewer:

	Date:


	Recommendation (You may enter: Approval (no impact), Conditional Approval (complete the impact analysis section below), Reject (complete the reasons for rejection section below), Request for Extension (fill out a target date)):

	





Description of the Change Request
(Please provide a description of the elements involved in this change, what the function/impact of the change is, and some background information about the software/hardware in question and why the change is being requested.)
	[bookmark: _GoBack]Change the primary SSL certificate provider to Digicert ($157 per cert) from Verisign ($520 per cert). This change will allow a significant savings and allow us to use wildcard certificates. 
Currently there are approximately 150 production level applications using individual ssl certificates. Also application lower tiers utilize self-signed certificates. 

Proposed options: 
Opt 1 is to use individual certs for all production sites and wildcard for lower tier (stage and development) sites. Pluses are: Easier certificate management. All the production certs will not expire at one time as with wildcard certs, this will reduce administrative labor hours and timeline bottlenecks in deployment, as well as reduce possibility of a compromised wildcard certificate being used to masquerade the top level NCI domain names. Minus is: will cost approx. $24000 more than using wildcard certificate on production levels. 
Option 1 will save a approximately $50,000 over staying with Verisign and also eliminates the need for self-signed certificates. 

Opt 2 is to use wildcard certs for all application levels. There are a handful of applications will not work with wildcards certs and these will continue to need individual certs (UC, Oracle, ERA). Plus:Additional savings over option 1 Minus: - Increased management efforts. Wildcard certs expire at the same time resulting in a greater level of effort for certificate administrators. Also there is an increased opportunity of a wildcard certificate compromise leading to possible masquerading across the nci.nih.gov or cancer.gov domain. 
Option 2 will save approximately $74000 and eliminate the need for self-signed certificates. 

Option 1 is preferable since it reduces the individuals with admin access to the certificate issuance application and does not concentrate labor hours to a specific time frame. Reduces risk and administrative labor costs. 




Impact Analysis
	Impact:



	Estimated labor categories and hours required: 
 


	Cost Estimates:

	Estimated schedule with dependencies: 



	Risks and risk mitigation strategies (attach additional documents if necessary):





Implementation Plan:
	



Reasons for Rejection (attach additional documents if necessary):
	



· If multiple projects are impacted, fill one out for each project.
· Please use Jira “comments” to post questions or request clarifications.
