Proposal to modify network segments supporting CBIIT's "Customer Managed Hosting" Service
Customer Managed Hosting Service
· CBIIT provides servers to customers for application hosting
· Both CBIIT and customer have full administrative rights to these servers

· CBIIT has responsibility for managing the underlying security and patching of the operating system, any storage provisioning, network and facilities (power, cooling, etc.).
· Customer has responsibility for the deployment of their application to any tiers requested.

Customer Managed Hosting – Network Segmentation (current)

· CBIIT currently has two network segments associated with this service; PROD-internal (behind the NIH firewall) and PROD-external (opened at the NIH firewall).
· CBIIT initially built this service believing that only one instance of an application would exist

· The application would be for use exclusively by NCI staff and placed in the network segment PROD-internal or be used by the public or external collaborators and placed in the network segment PROD-external
· CBIIT has been receiving requests for this service where the customer required two or more tiers to support their application development and testing

· Currently any non-Production servers requested are placed in the PROD-internal (behind the NIH firewall) network segment

· This current model does not provide the desired separation of non-Production tiers from Production tiers.
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Customer Managed Hosting – Network Segmentation (proposed)

· To address this issue, CBIIT proposes to create one additional network segment for the “Customer Managed Hosting” service; resulting in three network segments for this service; PROD-internal, PROD-external, and non-PROD.
· All non-Production servers from the “Customer Managed Hosting” service would be placed in the non-PROD segment.
· The newly proposed change will provide the desired separation of non-Production tiers from Production tiers.
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