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Executive Summary
Issue Types Discovered

Issue Type Number of Issues
Compressed Directory Found 4

Hidden Directory Detected 9

Web Application Source Code Disclosure Pattern Found 4

Client-Side (JavaScript) Cookie References 1

Email Address Pattern Found 18

HTML Comments Sensitive Information Disclosure 1

Internal IP Disclosure Pattern Found 1

Link to unclassified site 4

Possible Server Path Disclosure Pattern Found 2
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Affected URLs/Files
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URL/File Number of Issues
http://ctrp-qa.ncifcrf.gov/app/ 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/ 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/bootstrap/dist/js/bootstrap.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/lodash/dist/lodash.compat.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/pdfmake/build/pdfmake.js 2

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/underscore/underscore.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/images/ 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/styles/ 1

http://ctrp-qa.ncifcrf.gov/ctrp/users.ar 1

http://ctrp-qa.ncifcrf.gov/ctrp/users.ear 1

http://ctrp-qa.ncifcrf.gov/ctrp/users.war 1

http://ctrp-qa.ncifcrf.gov/ctrp/users.wim 1

http://ctrp-qa.ncifcrf.gov/icons/ 1

http://ctrp-qa.ncifcrf.gov/icons/small/ 1

http://ctrp-qa.ncifcrf.gov/images/ 1

http://ctrp-qa.ncifcrf.gov/javascript/ 1

http://ctrp-qa.ncifcrf.gov/styles/ 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/ 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/pa/layout/ctrp.app.pa.layout.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/po/organization/phoneValidator.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular/angular.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-formly/dist/formly.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-formly-templates-
bootstrap/dist/angular-formly-templates-bootstrap.js

1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-json-tree/build/angular-json-
tree.js

1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-local-storage/dist/angular-local-
storage.js

2

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-material-icons/angular-material-
icons.min.js

1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-sanitize/angular-sanitize.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-strap/dist/angular-strap.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-strap/dist/angular-strap.tpl.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-dnd.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-dnd.min.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-ui-router/release/angular-ui-
router.js

1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angularUtils-pagination/dirPagination.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/api-check/dist/api-check.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ng-file-upload/ng-file-upload.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ng-idle/angular-idle.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/phoneformat/dist/phone-format.js 1

http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ui-router/release/angular-ui-router.js 1

http://example.com/:id.json 1

http://example.com/resource.json 1

http://example.com/resource/:resource_id.:format 1© Copyright IBM Corp. 2000, 2016. All Rights Reserved. - 8 -



http://server/ 1
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Fix Recommendations

Fix Recommendations Number of Affected Issues
Issue a "404 - Not Found" response status code for a forbidden resource, or remove it
completely

9

Remove or restrict access to the compressed directory file 4

Remove source code files from your web-server and apply any relevant patches 4

Download the relevant security patch for your web server or web application. 2

Examine the link to determine whether it is indeed supposed to be included in the web
application

4

Remove business and security logic from the client side 1

Remove e-mail addresses from the website 18

Remove internal IP addresses from your website 1

Remove sensitive information from HTML comments 1

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. - 10 -



Security Risks

Risk Number of Issues
It is possible to retrieve information about the site's file system structure, which may help the
attacker to map the web site

9

It is possible to retrieve the source code of server-side scripts, which may expose the
application logic and other sensitive information such as usernames and passwords

8

It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

20

It is possible to retrieve the absolute path of the web server installation, which might help an
attacker to develop further attacks and to gain information about the file system structure of
the web application

2

N/A 4

The worst case scenario for this attack depends on the context and role of the cookies that
are created at the client side

1
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WASC Threat Classification

WASC Threat Classification Number of Issues
Information Disclosure: Information Leakage 40

Malicious Content Tests 4
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Issues Sorted by Severity
There are 44 issues of 9 different types across 42 URLs

[Low] http://ctrp-qa.ncifcrf.gov/app/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 96966370
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/app/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/app/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /app/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:48:46 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 290
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /app/ on this server.</p>
<hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address> </body></html>
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 96966338
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/ctrp/ui/app/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /ctrp/ui/app/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:48:43 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 298
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /ctrp/ui/app/ on this
server.</p> <hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address>
</body></html>
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/bootstrap/dist/js/bootstrap.js - 1
issue(s)

Issue 1 of 1

[Low] Web Application Source Code Disclosure Pattern Found
Issue: 96966341
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/bootstrap/dist/js/bootstrap.js
Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive

information such as usernames and passwords
Fix: Remove source code files from your web-server and apply any relevant patches

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/bootstrap/dist/js/bootstrap.js'
- Removed the query string

Reasoning:
The response contains source code of script files, which may expose sensitive information about
the site and the application logic.

Request/Response:
GET /ctrp/ui/bower_components/bootstrap/dist/js/bootstrap.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:02 GMT
ETag: "107da-533368a1d9b80"
Accept-Ranges: bytes
Content-Length: 67546
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
function () { $.fn.alert = old return this } // ALERT DATA-API // ============== 
$(document).on('click.bs.alert.data-api', dismiss, Alert.prototype.close) }(jQuery); /*
======================================================================== * Bootstrap: button.js
v3.3.4 * htt p://getboots trap.com/javascript/#buttons *
======================================================================== * Copyright 2011-2015
Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *
======================================================================== */
...
...
ow).on('load', function () { $('[data-ride="carousel"]').each(function () { var $carousel = 
$(this) Plugin.call($carousel, $carousel.data()) }) }) }(jQuery); /*
======================================================================== * Bootstrap: collapse.js
v3.3.4 * http:/ /getbootstra p.com/javascript/#collapse *
======================================================================== * Copyright 2011-2015
Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *
======================================================================== */ +
...
...
$this.is(':visible') && $this.trigger('focus') }) }) Plugin.call($target, option, this) })
}(jQuery); /* ======================================================================== *
Bootstrap: tooltip.js v3.3.4 * http://getbootstrap.com/javascript/#tooltip * Inspired by t he
original jQuery.tipsy by Jason Frame *
======================================================================== * Copyright 2011-2015
Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *
======================================================================== */
...
...
fn.tooltip.Constructor = Tooltip // TOOLTIP NO CONFLICT // =================== 
$.fn.tooltip.noConflict = function () { $.fn.tooltip = old return this } }(jQuery); /*
======================================================================== * Bootstrap: popover.js
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v3.3.4 * http: //getbootstr ap.com/javascript/#popovers *
======================================================================== * Copyright 2011-2015
Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *
======================================================================== */
...
...
function () { $.fn.alert = old return this } // ALERT DATA-API // ============== 
$(document).on('click.bs.alert.data-api', dismiss, Alert.prototype.close) }(jQuery); /*
======================================================================== * Bootstrap: button.js
v3.3.4 * htt p://getboots trap.com/javascript/#buttons *
======================================================================== * Copyright 2011-2015
Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *
======================================================================== */
...
...
ow).on('load', function () { $('[data-ride="carousel"]').each(function () { var $carousel = 
$(this) Plugin.call($carousel, $carousel.data()) }) }) }(jQuery); /*
======================================================================== * Bootstrap: collapse.js
v3.3.4 * http:/ /getbootstra p.com/javascript/#collapse *
======================================================================== * Copyright 2011-2015
Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *
======================================================================== */ +
...
...
$this.is(':visible') && $this.trigger('focus') }) }) Plugin.call($target, option, this) })
}(jQuery); /* ======================================================================== *
Bootstrap: tooltip.js v3.3.4 * http://getbootstrap.com/javascript/#tooltip * Inspired by t he
original jQuery.tipsy by Jason Frame *
======================================================================== * Copyright 2011-2015
Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *
======================================================================== */
...
...
fn.tooltip.Constructor = Tooltip // TOOLTIP NO CONFLICT // =================== 
$.fn.tooltip.noConflict = function () { $.fn.tooltip = old return this } }(jQuery); /*
======================================================================== * Bootstrap: popover.js
v3.3.4 * http: //getbootstr ap.com/javascript/#popovers *
======================================================================== * Copyright 2011-2015
Twitter, Inc. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) *
======================================================================== */
...
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/lodash/dist/lodash.compat.js - 1
issue(s)

Issue 1 of 1

[Low] Web Application Source Code Disclosure Pattern Found
Issue: 96966362
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/lodash/dist/lodash.compat.js
Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive

information such as usernames and passwords
Fix: Remove source code files from your web-server and apply any relevant patches

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/lodash/dist/lodash.compat.js'
- Removed the query string

Reasoning:
The response contains source code of script files, which may expose sensitive information about
the site and the application logic.

Request/Response:
GET /ctrp/ui/bower_components/lodash/dist/lodash.compat.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:53 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:05 GMT
ETag: "3b9a3-533368a4b6240"
Accept-Ranges: bytes
Content-Length: 244131
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
in compiled template source */ var reEmptyStringLeading = /\b__p \+= '';/g, reEmptyStringMiddle =
/\b(__p \+=) '' \+/g, reEmptyStringTrailing = /(__e\(.*?\)|\b__t\)) \+\n'';/g; /** * Used to match
ES6 template delimiters * http://people.mozilla.org/~jorendorff/es6-draft.html# se c-literals-
string-literals */ var reEsTemplate = /\$\{([^\\}]*(?:\\.[^\\}]*)*)\}/g; /** Used to match regexp
flags from their coerced string values */ var reFlags = /\w*$/; /** Used to detected named
functions */ var reFuncName = /^\s*function[ \n\r\t]+\w/; /** Used to match "inter
...
...
try { support.nodeClass = !(toString.call(document) == objectClass && !({ 'toString': 0 } + ''));
} catch(e) { support.nodeClass = true; } }(1)); /** * By default, the template delimiters used by
Lo-Dash are similar to those in * embedded Ruby (ER B) . Change the following template settings to
use alternative * delimiters. * * @static * @memberOf _ * @type Object */ lodash.templateSetti ng
s = { /** * Used to detect `data` property values to be HTML-escaped. * * @memberOf
_.templateSettings * @type RegExp */ 'escape': /<%-([\s\S]+?)%>/g, /** * Used to detect code to be
evaluated. * * @memberOf _.templateSettin
...
...
m {RegExp} [options.evaluate] The "evaluate" delimiter. * @param {Object} [options.imports] An
object to import into the template as local variables. * @param {RegExp} [options.interpolate] The
"interpolate" delimiter. * @param {string} [sourceURL] The sourceURL of the template's comp il ed
source. * @param {string} [variable] The data object variable name. * @returns {Function|string}
Returns a compiled function when no `data` object * is given, else it returns the interpolated
text. * @example * * // using the "interpolate" delimiter to create a compiled template * var
compiled = _.template('h el lo <%= name %>'); * compiled({ 'name' : 'fred' }); * // => 'hello
fred' * * // using the "escape" delimiter to escape HTML in data property values *
_.template('<b><%- value %></b>', { 'value': '<script>' }); * // => '<b>&lt;script&gt;</b>' * * //
using the "evaluate" delimiter to generate HTML * var list = '<% _.forEach(people, function(name)
{ %><li><%- name %></li><% }); %>'; * _.template(list, { 'peopl e' : ['fred', 'barney'] }); * //
=> '<li>fred</li><li>barney</li>' * * // using the ES6 delimiter as an alternative to the default
"interpolate" delimiter * _.template('hello ${ name }', { 'name': 'pebbles' }); * // => 'hello
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pebbles' * * // using the internal `print` function in "evaluate" delimiters * _.template('<%
print("hello " + name); %>!', { 'name': 'b ar ney' }); * // => 'hello barney!' * * // u si ng a
custom template delimiters * _.templateSettings = { * 'interpolate': /{{([\s\S]+?)}}/g * }; * *
_.template('hello {{ name }}!', { 'name': 'mustache' }); * // => 'hello mustache!' * * // using
the `imports` option to import jQuery * var list = '<% jq.each(people, function(name) { %><li><%-
name %></li><% }); %>'; * _.template(list, { 'people': ['fred', 'barney'] }, { 'imports': { 'jq':
jQuery } }); * // => '<li>fred</li><li>barney</li>' * * // using the `sourceURL` option to specify
a custom sourceURL for the template * var compiled = _. template('hello <%= name %>', null, {
'sourceURL': '/basic/greeting.jst' }); * compiled(data); * // => find the source of "greeting.jst"
under the Sources tab or Resources panel of the web inspector * * // using the `variable` option
to ensure a with-statement isn't used in the c
...
...
in compiled template source */ var reEmptyStringLeading = /\b__p \+= '';/g, reEmptyStringMiddle =
/\b(__p \+=) '' \+/g, reEmptyStringTrailing = /(__e\(.*?\)|\b__t\)) \+\n'';/g; /** * Used to match
ES6 template delimiters * http://people.mozilla.org/~jorendorff/es6-draft.html# se c-literals-
string-literals */ var reEsTemplate = /\$\{([^\\}]*(?:\\.[^\\}]*)*)\}/g; /** Used to match regexp
flags from their coerced string values */ var reFlags = /\w*$/; /** Used to detected named
functions */ var reFuncName = /^\s*function[ \n\r\t]+\w/; /** Used to match "inter
...
...
try { support.nodeClass = !(toString.call(document) == objectClass && !({ 'toString': 0 } + ''));
} catch(e) { support.nodeClass = true; } }(1)); /** * By default, the template delimiters used by
Lo-Dash are similar to those in * embedded Ruby (ER B) . Change the following template settings to
use alternative * delimiters. * * @static * @memberOf _ * @type Object */ lodash.templateSetti ng
s = { /** * Used to detect `data` property values to be HTML-escaped. * * @memberOf
_.templateSettings * @type RegExp */ 'escape': /<%-([\s\S]+?)%>/g, /** * Used to detect code to be
evaluated. * * @memberOf _.templateSettin
...
...
m {RegExp} [options.evaluate] The "evaluate" delimiter. * @param {Object} [options.imports] An
object to import into the template as local variables. * @param {RegExp} [options.interpolate] The
"interpolate" delimiter. * @param {string} [sourceURL] The sourceURL of the template's comp il ed
source. * @param {string} [variable] The data object variable name. * @returns {Function|string}
Returns a compiled function when no `data` object * is given, else it returns the interpolated
text. * @example * * // using the "interpolate" delimiter to create a compiled template * var
compiled = _.template('h el lo <%= name %>'); * compiled({ 'name' : 'fred' }); * // => 'hello
fred' * * // using the "escape" delimiter to escape HTML in data property values *
_.template('<b><%- value %></b>', { 'value': '<script>' }); * // => '<b>&lt;script&gt;</b>' * * //
using the "evaluate" delimiter to generate HTML * var list = '<% _.forEach(people, function(name)
{ %><li><%- name %></li><% }); %>'; * _.template(list, { 'peopl e' : ['fred', 'barney'] }); * //
=> '<li>fred</li><li>barney</li>' * * // using the ES6 delimiter as an alternative to the default
"interpolate" delimiter * _.template('hello ${ name }', { 'name': 'pebbles' }); * // => 'hello
pebbles' * * // using the internal `print` function in "evaluate" delimiters * _.template('<%
print("hello " + name); %>!', { 'name': 'b ar ney' }); * // => 'hello barney!' * * // u si ng a
custom template delimiters * _.templateSettings = { * 'interpolate': /{{([\s\S]+?)}}/g * }; * *
_.template('hello {{ name }}!', { 'name': 'mustache' }); * // => 'hello mustache!' * * // using
the `imports` option to import jQuery * var list = '<% jq.each(people, function(name) { %><li><%-
name %></li><% }); %>'; * _.template(list, { 'people': ['fred', 'barney'] }, { 'imports': { 'jq':
jQuery } }); * // => '<li>fred</li><li>barney</li>' * * // using the `sourceURL` option to specify
a custom sourceURL for the template * var compiled = _. template('hello <%= name %>', null, {
'sourceURL': '/basic/greeting.jst' }); * compiled(data); * // => find the source of "greeting.jst"
under the Sources tab or Resources panel of the web inspector * * // using the `variable` option
to ensure a with-statement isn't used in the c
...
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/pdfmake/build/pdfmake.js - 2 issue(s)

Issue 1 of 2

[Low] Web Application Source Code Disclosure Pattern Found
Issue: 96966363
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/pdfmake/build/pdfmake.js
Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive

information such as usernames and passwords
Fix: Remove source code files from your web-server and apply any relevant patches

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/pdfmake/build/pdfmake.js'
- Removed the query string

Reasoning:
The response contains source code of script files, which may expose sensitive information about
the site and the application logic.

Request/Response:
GET /ctrp/ui/bower_components/pdfmake/build/pdfmake.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:56 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:04 GMT
ETag: "1513e2-533368a3c2000"
Accept-Ranges: bytes
Content-Length: 1381346
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
int16Tag = '[object Uint16Array]', uint32Tag = '[object Uint32Array]'; /** Used to match empty
string literals in compiled template source. */ var reEmptyStringLeading = /\b__p \+= '';/g,
reEmptyStringMiddle = /\b(__p \+=) '' \+/g, reEmptyStringTrailing = /(__e\(.*?\)|\b_ _t \))
\+\n'';/g; /** Used to match H TM L entities and HTML characters. */ va r reEscapedHtml =
/&(?:amp|lt|gt|quot|#39|#96);/g, reUnescapedHtml = /[&<>"'`]/g, reHasEscapedHtml =
RegExp(reEscapedHtml.source), reHasUnescapedHtml = RegExp(reUnescapedHtml.source); /** Used to
match template delimiters. */ var reEscape = /<%-([\s\S]+?)%>/g, reEval
...
...
ate" delimiter. * @param {Object} [options.imports] An object to import into the template as free
variables. * @param {RegExp} [options.interpolate] The "interpolate" delimiter. * @param {string}
[options.sourceURL] The sourceURL of the template's compiled source. * @param {s tr ing}
[options.variable] The data object variable name. * @param- {Object} [otherOptions] Enables the
legacy `options` param signature. * @returns {Function} Returns the compiled template fun ct ion.
* @example * * // using the "interpolate" delimiter to create a compiled template * var compiled =
_.template('hello <%= user %>!'); * compiled({ 'user': 'fred' }); * // => 'hello fre d! ' * * //
using the HTML "esca pe " delimiter to e scape data property values * var compiled =
_.template('<b><%- value %></b>'); * compiled({ 'value': '<script>' }); * // =>
'<b>&lt;script&gt;</b>' * * // using the "evaluate" delimiter to exe cu te JavaScript and generate
HTML * var compiled = _.template('<% _.forEach(users, function(user) { %><li><%- user %></li><%
}); %>'); * compiled({ 'users': ['fred', 'barney'] }); * // => '<li>fred</li><li>barney</li>' * *
// using the internal `print` function in "evalua
...
...
%>!'); * compiled({ 'user': 'barney' }); * // => 'hello barney!' * * // using the ES delimiter as
an alternative to the default "interpolate" delimiter * var compiled = _.template('hello ${ user
}!'); * compiled({ 'user': 'pebbles' }); * // => 'hello pebble s! ' * * // using custom template
delimiters * _.templateSettings.int er polate = /{{([\s\S]+?)}}/g; * var compiled =
_.template('hello {{ user }}!'); * compiled({ 'u se r': 'mustache' }); * // => 'hello m ustache!' 
io n(user) { %><li><%- user %></li><% }); %>'; * var compiled = _.template(text, { 'imports': {
'jq': jQuery } }); * compiled({ 'users': ['fred', 'barney'] }); * // =>
'<li>fred</li><li>barney</li>' * * // using the `sourceURL` option to specify a custom sourceURL
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for the template * var compiled = _.te mp late('hello <%= user %>!', { 'sourceURL':
'/basic/greeting.jst' }); * compiled(data); * // => find the source of "greeting.jst" under the
Sources tab or Resources panel of the web inspector * * // using the `variable` option to ensure a
with-statement isn't used in the compil
...
...
int16Tag = '[object Uint16Array]', uint32Tag = '[object Uint32Array]'; /** Used to match empty
string literals in compiled template source. */ var reEmptyStringLeading = /\b__p \+= '';/g,
reEmptyStringMiddle = /\b(__p \+=) '' \+/g, reEmptyStringTrailing = /(__e\(.*?\)|\b_ _t \))
\+\n'';/g; /** Used to match H TM L entities and HTML characters. */ va r reEscapedHtml =
/&(?:amp|lt|gt|quot|#39|#96);/g, reUnescapedHtml = /[&<>"'`]/g, reHasEscapedHtml =
RegExp(reEscapedHtml.source), reHasUnescapedHtml = RegExp(reUnescapedHtml.source); /** Used to
match template delimiters. */ var reEscape = /<%-([\s\S]+?)%>/g, reEval
...
...
ate" delimiter. * @param {Object} [options.imports] An object to import into the template as free
variables. * @param {RegExp} [options.interpolate] The "interpolate" delimiter. * @param {string}
[options.sourceURL] The sourceURL of the template's compiled source. * @param {s tr ing}
[options.variable] The data object variable name. * @param- {Object} [otherOptions] Enables the
legacy `options` param signature. * @returns {Function} Returns the compiled template fun ct ion.
* @example * * // using the "interpolate" delimiter to create a compiled template * var compiled =
_.template('hello <%= user %>!'); * compiled({ 'user': 'fred' }); * // => 'hello fre d! ' * * //
using the HTML "esca pe " delimiter to e scape data property values * var compiled =
_.template('<b><%- value %></b>'); * compiled({ 'value': '<script>' }); * // =>
'<b>&lt;script&gt;</b>' * * // using the "evaluate" delimiter to exe cu te JavaScript and generate
HTML * var compiled = _.template('<% _.forEach(users, function(user) { %><li><%- user %></li><%
}); %>'); * compiled({ 'users': ['fred', 'barney'] }); * // => '<li>fred</li><li>barney</li>' * *
// using the internal `print` function in "evalua
...
...
%>!'); * compiled({ 'user': 'barney' }); * // => 'hello barney!' * * // using the ES delimiter as
an alternative to the default "interpolate" delimiter * var compiled = _.template('hello ${ user
}!'); * compiled({ 'user': 'pebbles' }); * // => 'hello pebble s! ' * * // using custom template
delimiters * _.templateSettings.int er polate = /{{([\s\S]+?)}}/g; * var compiled =
_.template('hello {{ user }}!'); * compiled({ 'u se r': 'mustache' }); * // => 'hello m ustache!' 
io n(user) { %><li><%- user %></li><% }); %>'; * var compiled = _.template(text, { 'imports': {
'jq': jQuery } }); * compiled({ 'users': ['fred', 'barney'] }); * // =>
'<li>fred</li><li>barney</li>' * * // using the `sourceURL` option to specify a custom sourceURL
for the template * var compiled = _.te mp late('hello <%= user %>!', { 'sourceURL':
'/basic/greeting.jst' }); * compiled(data); * // => find the source of "greeting.jst" under the
Sources tab or Resources panel of the web inspector * * // using the `variable` option to ensure a
with-statement isn't used in the compil
...
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Issue 2 of 2

[Information] Email Address Pattern Found
Issue: 96966369
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/pdfmake/build/pdfmake.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/pdfmake/build/pdfmake.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/pdfmake/build/pdfmake.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:56 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:04 GMT
ETag: "1513e2-533368a3c2000"
Accept-Ranges: bytes
Content-Length: 1381346
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
nt.prototype.getBuffer = function(cb, options) { if (!cb) throw 'getBuffer is an async method and
needs a callback argument'; this._createDoc(options, function(buffer){ cb(buffer); }); };
module.exports = { createPdf: function(docDefinition) { return new Document(docDefinition, w indow
.pdfM ake.f on ts, window.pdfMake.vfs); } }; /* WEBPACK VAR INJECTION */}.call(exports,
__webpack_require__(2).Buffer)) /***/ }, /* 2 */ /***/ function(module, exports,
__webpack_require__) { /* WEBPACK VAR INJECTION */(function(Buffer, global) {/*! * The buffer
module from node.js, for the browser. *
...
...
vector.points[i].y += y; } break; } } function fontStringify(key, val) { if (key === 'font') {
return 'font'; } return val; } function isFunction(functionToCheck) { var getType = {}; return
functionToCheck && getType.toString.call(functionToCheck) === '[object Function] '; } module
.exports = { pack: pack, fontStringify: fontStringify, offsetVector: offsetVector, isFunction:
isFunction }; /***/ }, /* 18 */ /***/ function(module, exports) { /* jslint node: true */ 'use
strict'; /*jshint -W004 */ /* qr.js -- QR code generator in Javascript (revision 2011-01-19)
...
...
nt.prototype.getBuffer = function(cb, options) { if (!cb) throw 'getBuffer is an async method and
needs a callback argument'; this._createDoc(options, function(buffer){ cb(buffer); }); };
module.exports = { createPdf: function(docDefinition) { return new Document(docDefinition, w indow
.pdfM ake.f on ts, window.pdfMake.vfs); } }; /* WEBPACK VAR INJECTION */}.call(exports,
__webpack_require__(2).Buffer)) /***/ }, /* 2 */ /***/ function(module, exports,
__webpack_require__) { /* WEBPACK VAR INJECTION */(function(Buffer, global) {/*! * The buffer
module from node.js, for the browser. *
...
...
vector.points[i].y += y; } break; } } function fontStringify(key, val) { if (key === 'font') {
return 'font'; } return val; } function isFunction(functionToCheck) { var getType = {}; return
functionToCheck && getType.toString.call(functionToCheck) === '[object Function] '; } module
.exports = { pack: pack, fontStringify: fontStringify, offsetVector: offsetVector, isFunction:
isFunction }; /***/ }, /* 18 */ /***/ function(module, exports) { /* jslint node: true */ 'use
strict'; /*jshint -W004 */ /* qr.js -- QR code generator in Javascript (revision 2011-01-19)
...
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/underscore/underscore.js - 1 issue(s)

Issue 1 of 1

[Low] Web Application Source Code Disclosure Pattern Found
Issue: 96966359
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/underscore/underscore.js
Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive

information such as usernames and passwords
Fix: Remove source code files from your web-server and apply any relevant patches

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/underscore/underscore.js'
- Removed the query string

Reasoning:
The response contains source code of script files, which may expose sensitive information about
the site and the application logic.

Request/Response:
GET /ctrp/ui/bower_components/underscore/underscore.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:05 GMT
ETag: "ceb7-533368a4b6240"
Accept-Ranges: bytes
Content-Length: 52919
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
= function(object, property, fallback) { var value = object == null ? void 0 : object[property];
if (value === void 0) { value = fallback; } return _.isFunction(value) ? value.call(object) :
value; }; // Generate a unique integer id (unique within the entire client sessio n) . // Useful
for temporary DOM ids . var idCounter = 0; _.uniqueId = fu nction(prefix) { var id = ++idCounter +
''; return prefix ? prefix + id : id; }; // By default, Underscore uses ERB-style template
delimiters, change the // following template settings to use alternative delimiters.
_.templateSettings = { evaluate : /<%([\s\S]+?)%>/g, int
...
...
= function(object, property, fallback) { var value = object == null ? void 0 : object[property];
if (value === void 0) { value = fallback; } return _.isFunction(value) ? value.call(object) :
value; }; // Generate a unique integer id (unique within the entire client sessio n) . // Useful
for temporary DOM ids . var idCounter = 0; _.uniqueId = fu nction(prefix) { var id = ++idCounter +
''; return prefix ? prefix + id : id; }; // By default, Underscore uses ERB-style template
delimiters, change the // following template settings to use alternative delimiters.
_.templateSettings = { evaluate : /<%([\s\S]+?)%>/g, int
...
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/images/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 96966343
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/images/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/ctrp/ui/images/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /ctrp/ui/images/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:49:22 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 301
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /ctrp/ui/images/ on this
server.</p> <hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address>
</body></html>
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/styles/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 96966356
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/styles/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/ctrp/ui/styles/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /ctrp/ui/styles/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:50:07 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 301
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /ctrp/ui/styles/ on this
server.</p> <hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address>
</body></html>
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/users.ar - 1 issue(s)

Issue 1 of 1

[Low] Compressed Directory Found
Issue: 96966345
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/users.ar
Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive

information such as usernames and passwords
Fix: Remove or restrict access to the compressed directory file

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/ctrp/users.ar'
- Removed the query string

Reasoning:
Reasoning is not available for this issue.

Request/Response:
GET /ctrp/users.ar HTTP/1.1
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Cache-Control: no-cache
Pragma: no-cache
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Connection: keep-alive

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 16:48:41 GMT
Server: nginx/1.10.0 + Phusion Passenger 5.0.28
Content-Type: text/html; charset=utf-8
Status: 200 OK
Cache-Control: max-age=0, private, must-revalidate
Vary: Origin,Accept-Encoding
X-XSS-Protection: 1; mode=block
X-Request-Id: f203800c-e101-4c5a-91d3-a53ae5360931
ETag: W/"ea3595e3ddcde2947f9c9f98b79d33c5"
X-Frame-Options: sameorigin
X-Runtime: 0.298059
X-Content-Type-Options: nosniff
X-Rack-CORS: preflight-hit; no-origin
X-Powered-By: Phusion Passenger 5.0.28
Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Set-Cookie: _ctrp_session=43db448a69b123f0a71885aaf4c3d3e4; path=/; HttpOnly
x-ua-compatible: IE=edge

<!DOCTYPE html> <html> <head> <title>CTRP Rails View</title> <link rel="stylesheet" media="all"
href="/ctrp/assets/application.self-
383ad790ad56b9fc7ef387e6df5e4319d60a37efca5d9fa91ba39dca6563f9db.css?body=1" data-turbolinks-
track="true" /> <script src="/ctrp/assets/jquery.self-
d03a5518f45df77341bdbe6201ba3bfa547ebba8ed64f0ea56bfa5f96ea7c074.js?body=1" data-turbolinks-
track="true"></script> <script src="/ctrp/assets/jquery_ujs.self-
ca5248a2fad13d6bd58ea121318d642f195f0b2dd818b30615f785ff365e8d1f.js?body=1" data-turbolinks-
track="true"></script> <script src="/ctrp/assets/turbolinks.self-3
...

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. - 28 -



[Low] http://ctrp-qa.ncifcrf.gov/ctrp/users.ear - 1 issue(s)

Issue 1 of 1

[Low] Compressed Directory Found
Issue: 96966352
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/users.ear
Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive

information such as usernames and passwords
Fix: Remove or restrict access to the compressed directory file

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/ctrp/users.ear'
- Removed the query string

Reasoning:
Reasoning is not available for this issue.

Request/Response:
GET /ctrp/users.ear HTTP/1.1
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Cache-Control: no-cache
Pragma: no-cache
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Connection: keep-alive

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 16:48:40 GMT
Server: nginx/1.10.0 + Phusion Passenger 5.0.28
Content-Type: text/html; charset=utf-8
Status: 200 OK
Cache-Control: max-age=0, private, must-revalidate
Vary: Origin,Accept-Encoding
X-XSS-Protection: 1; mode=block
X-Request-Id: 7a97e61b-62c4-4893-93a3-5cbc6d121e80
ETag: W/"aedce86e5e708b17bb3973fb3221f79d"
X-Frame-Options: sameorigin
X-Runtime: 0.303058
X-Content-Type-Options: nosniff
X-Rack-CORS: preflight-hit; no-origin
X-Powered-By: Phusion Passenger 5.0.28
Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Set-Cookie: _ctrp_session=be92def0a8ae55ef0d401979c89876f1; path=/; HttpOnly
x-ua-compatible: IE=edge

<!DOCTYPE html> <html> <head> <title>CTRP Rails View</title> <link rel="stylesheet" media="all"
href="/ctrp/assets/application.self-
383ad790ad56b9fc7ef387e6df5e4319d60a37efca5d9fa91ba39dca6563f9db.css?body=1" data-turbolinks-
track="true" /> <script src="/ctrp/assets/jquery.self-
d03a5518f45df77341bdbe6201ba3bfa547ebba8ed64f0ea56bfa5f96ea7c074.js?body=1" data-turbolinks-
track="true"></script> <script src="/ctrp/assets/jquery_ujs.self-
ca5248a2fad13d6bd58ea121318d642f195f0b2dd818b30615f785ff365e8d1f.js?body=1" data-turbolinks-
track="true"></script> <script src="/ctrp/assets/turbolinks.self-3
...
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/users.war - 1 issue(s)

Issue 1 of 1

[Low] Compressed Directory Found
Issue: 96966372
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/users.war
Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive

information such as usernames and passwords
Fix: Remove or restrict access to the compressed directory file

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/ctrp/users.war'
- Removed the query string

Reasoning:
Reasoning is not available for this issue.

Request/Response:
GET /ctrp/users.war HTTP/1.1
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Cache-Control: no-cache
Pragma: no-cache
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Connection: keep-alive

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 16:48:40 GMT
Server: nginx/1.10.0 + Phusion Passenger 5.0.28
Content-Type: text/html; charset=utf-8
Status: 200 OK
Cache-Control: max-age=0, private, must-revalidate
Vary: Origin,Accept-Encoding
X-XSS-Protection: 1; mode=block
X-Request-Id: 898c16b3-e955-408d-abcd-c596a93bcf7a
ETag: W/"02c8b9e5ce5a1572eb6bd6d3fd6c0fbb"
X-Frame-Options: sameorigin
X-Runtime: 0.298582
X-Content-Type-Options: nosniff
X-Rack-CORS: preflight-hit; no-origin
X-Powered-By: Phusion Passenger 5.0.28
Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Set-Cookie: _ctrp_session=a60cd111f48729f9fe2daa14e3419ec5; path=/; HttpOnly
x-ua-compatible: IE=edge

<!DOCTYPE html> <html> <head> <title>CTRP Rails View</title> <link rel="stylesheet" media="all"
href="/ctrp/assets/application.self-
383ad790ad56b9fc7ef387e6df5e4319d60a37efca5d9fa91ba39dca6563f9db.css?body=1" data-turbolinks-
track="true" /> <script src="/ctrp/assets/jquery.self-
d03a5518f45df77341bdbe6201ba3bfa547ebba8ed64f0ea56bfa5f96ea7c074.js?body=1" data-turbolinks-
track="true"></script> <script src="/ctrp/assets/jquery_ujs.self-
ca5248a2fad13d6bd58ea121318d642f195f0b2dd818b30615f785ff365e8d1f.js?body=1" data-turbolinks-
track="true"></script> <script src="/ctrp/assets/turbolinks.self-3
...
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/users.wim - 1 issue(s)

Issue 1 of 1

[Low] Compressed Directory Found
Issue: 96966367
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/ctrp/users.wim
Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive

information such as usernames and passwords
Fix: Remove or restrict access to the compressed directory file

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/ctrp/users.wim'
- Removed the query string

Reasoning:
Reasoning is not available for this issue.

Request/Response:
GET /ctrp/users.wim HTTP/1.1
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Cache-Control: no-cache
Pragma: no-cache
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Connection: keep-alive

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 16:48:39 GMT
Server: nginx/1.10.0 + Phusion Passenger 5.0.28
Content-Type: text/html; charset=utf-8
Status: 200 OK
Cache-Control: max-age=0, private, must-revalidate
Vary: Origin,Accept-Encoding
X-XSS-Protection: 1; mode=block
X-Request-Id: 6a5d0852-c91b-4e69-b3fa-4871bdf568d2
ETag: W/"15ef444ddfd72d55983aef5108ea727a"
X-Frame-Options: sameorigin
X-Runtime: 0.312174
X-Content-Type-Options: nosniff
X-Rack-CORS: preflight-hit; no-origin
X-Powered-By: Phusion Passenger 5.0.28
Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Set-Cookie: _ctrp_session=4f3df7ea6c1925909d294543afca9b89; path=/; HttpOnly
x-ua-compatible: IE=edge

<!DOCTYPE html> <html> <head> <title>CTRP Rails View</title> <link rel="stylesheet" media="all"
href="/ctrp/assets/application.self-
383ad790ad56b9fc7ef387e6df5e4319d60a37efca5d9fa91ba39dca6563f9db.css?body=1" data-turbolinks-
track="true" /> <script src="/ctrp/assets/jquery.self-
d03a5518f45df77341bdbe6201ba3bfa547ebba8ed64f0ea56bfa5f96ea7c074.js?body=1" data-turbolinks-
track="true"></script> <script src="/ctrp/assets/jquery_ujs.self-
ca5248a2fad13d6bd58ea121318d642f195f0b2dd818b30615f785ff365e8d1f.js?body=1" data-turbolinks-
track="true"></script> <script src="/ctrp/assets/turbolinks.self-3
...
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[Low] http://ctrp-qa.ncifcrf.gov/icons/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 90807734
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/icons/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/icons/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /icons/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:52:07 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 292
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /icons/ on this
server.</p> <hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address>
</body></html>
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[Low] http://ctrp-qa.ncifcrf.gov/icons/small/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 90807735
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/icons/small/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/icons/small/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /icons/small/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:52:07 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 298
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /icons/small/ on this
server.</p> <hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address>
</body></html>
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[Low] http://ctrp-qa.ncifcrf.gov/images/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 96966348
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/images/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/images/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /images/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:49:26 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 293
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /images/ on this
server.</p> <hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address>
</body></html>
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[Low] http://ctrp-qa.ncifcrf.gov/javascript/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 90807731
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/javascript/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/javascript/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /javascript/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:49:32 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 297
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /javascript/ on this
server.</p> <hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address>
</body></html>
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[Low] http://ctrp-qa.ncifcrf.gov/styles/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected
Issue: 96966358
Severity: Low
URL: http://ctrp-qa.ncifcrf.gov/styles/
Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
- Removed the query string
- Set path to '/styles/'
- Removed the query string

Reasoning:
The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:
GET /styles/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 403 Forbidden
Date: Fri, 03 Jun 2016 15:50:10 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 293
Content-Type: text/html; charset=iso-8859-1
X-Frame-Options: sameorigin

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"> <html><head> <title>403 Forbidden</title>
</head><body> <h1>Forbidden</h1> <p>You don't have permission to access /styles/ on this
server.</p> <hr> <address>Apache/2.4.7 (Ubuntu) Server at ctrp-qa.ncifcrf.gov Port 80</address>
</body></html>
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/ - 1 issue(s)

Issue 1 of 1

[Information] HTML Comments Sensitive Information Disclosure
Issue: 90807733
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove sensitive information from HTML comments

Variant 1 of 4

Reasoning:
This content may expose sensitive information.

Request/Response:
GET /ctrp/ui/ HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:52 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 16:11:29 GMT
ETag: "4e8e-533343a100e40"
Accept-Ranges: bytes
Content-Length: 20110
Vary: Accept-Encoding
Content-Type: text/html
X-Frame-Options: sameorigin
x-ua-compatible: IE=edge, chrome=1

...
ng-include src="'app/layout/header.html'"></div> <div class="container top-offset-lg"> <div
class="row"> <div class="col-md-12" ui-view></div> </div> </div> <div ng-include
src="'app/layout/footer.html'"></div> <!-- build:js js /lib.js --> <!-- bower:js --> <script
src="bower_components/jquery/dist/jquery.js"></script> <script
src="bower_components/angular/angular.js"></script> <script src="bower_components/angular-
animate/angular-animate.js"></script> <script src="bower_components/angular-a
...
...
ng-include src="'app/layout/header.html'"></div> <div class="container top-offset-lg"> <div
class="row"> <div class="col-md-12" ui-view></div> </div> </div> <div ng-include
src="'app/layout/footer.html'"></div> <!-- build:js js /lib.js --> <!-- bower:js --> <script
src="bower_components/jquery/dist/jquery.js"></script> <script
src="bower_components/angular/angular.js"></script> <script src="bower_components/angular-
animate/angular-animate.js"></script> <script src="bower_components/angular-a
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/pa/layout/ctrp.app.pa.layout.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966371
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/pa/layout/ctrp.app.pa.layout.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/app/pa/layout/ctrp.app.pa.layout.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/app/pa/layout/ctrp.app.pa.layout.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:58 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 17 Mar 2016 00:01:21 GMT
ETag: "473-52e335497d640"
Accept-Ranges: bytes
Content-Length: 1139
Vary: Accept-Encoding
Content-Type: application/javascript
Content-Language: pa
X-Frame-Options: sameorigin

...
/** * <b>Layout routing for the PA component</b> * An extension of the ctrp.module.routes module
*/ (function() { 'use strict'; angular.module('ctrp.module.routes') .config(paAppRoutesConfig); 
paAppRoutesConfig.$inject = ['$stateProvider', '$urlRouterProvider']; function pa AppRoutesConfi
g($stateProvider, $urlRouterProvider) { $stateProvider.state('main.pa', { abstract: true, url:
'/pa', views: { '': { templateUrl: 'app/pa/layout/paModuleViewFrame.html' }, 'paMenu@main.pa': {
templateUrl: 'app/pa/layout/paModuleMenuPanel.html' },
...
...
/** * <b>Layout routing for the PA component</b> * An extension of the ctrp.module.routes module
*/ (function() { 'use strict'; angular.module('ctrp.module.routes') .config(paAppRoutesConfig); 
paAppRoutesConfig.$inject = ['$stateProvider', '$urlRouterProvider']; function pa AppRoutesConfi
g($stateProvider, $urlRouterProvider) { $stateProvider.state('main.pa', { abstract: true, url:
'/pa', views: { '': { templateUrl: 'app/pa/layout/paModuleViewFrame.html' }, 'paMenu@main.pa': {
templateUrl: 'app/pa/layout/paModuleMenuPanel.html' },
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/po/organization/phoneValidator.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966349
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/po/organization/phoneValidator.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/app/po/organization/phoneValidator.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/app/po/organization/phoneValidator.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:57 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 17 Mar 2016 00:01:21 GMT
ETag: "60294-52e335497 d640"
Accept-Ranges : bytes
Content-Length: 393876
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

/* Compiled Tuesday November 19, 2013 at 12:18pm America/New_York Version: libphonenumber r622
------------------------------------------------------------------------ Copyright (C) Alan Beebe
(alan.beebe@gmail.com). Licensed under the Apache License, Version 2.0 (the "License"); you may
not use this file except in compliance with the License. You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0 Unless required by applicable law or agreed to in
writing, software distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
WARRANTIES
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular/angular.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966361
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular/angular.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular/angular.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular/angular.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:52 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:56:58 GMT
ETag: "10c5f0-5333689e09280"
Accept-Ranges: bytes
Content-Length: 1099248
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
&baz=xoxo * var protocol = $location.protocol(); * // => "http" * ``` * * @return {string}
protocol of current url */ protocol: locationGetter('$$protocol'), /** * @ngdoc method * @name 
$location#host * * @description * This method is getter only. * * Retu rn host of current u rl. *
* Note: compared to the non-angular version `location.host` which returns `hostname:port`, this
returns the `hostname` portion only. * * * ```js * // given url
http://example.com/#/some/path?foo=bar&baz=xoxo * var host = $location.host(); * // =>
"example.com" * *
...
...
sing the `g` flag on the RegExp, as it will cause each successive search to * start at the index
of the last search's match, thus not taking the whole input value into * account. * @param
{string=} ngChange Angular expression to be executed when input changes due to user * inter action
with th e input element. * * @example <example name="email-input-directive" module="emailExample">
<file name="index.html"> <script> angular.module('emailExample', [])
.controller('ExampleController', ['$scope', function($scope) { $scope.em
...
...
tt>myForm.input.$error = {{myForm.input.$error}}</tt><br/> <tt>myForm.$valid = 
{{myForm.$valid}}</tt><br/> <tt>myForm.$error.required = {{!!myForm.$error.required}}</tt><br/>
<tt>myForm.$error.email = {{!!myForm.$error.email}}</tt><br/> </form> </file> <file
name="protractor.js" type="protractor"> var text = element(by.binding('email.text')); var valid = 
element(by.binding('myForm.input.$valid')); var input = element(by.model('email.text'));
it('should initialize to model', function() { ex
...
...
select_{{$index}}" /> * <button ng-click="settings.clearContact(contact)">clear</button> * <button
ng-click="settings.removeContact(contact)" aria-label="Remove">X</button> * </li> * <li><button ng-
click="settings.addContact()">add</button></li> * </ul> * </div> * </file> * <file name="app.js">
* angular.module('controllerAsExample', []) * .controller('SettingsController1',
SettingsController1); * * function SettingsController1() { * this.name = "John Smith"; * thi s.con
tacts = [ * {type: 'phone', value: '408 555 1212'}, * {type: 'email', value:
'john.smith@example.org'} ]; * } * * SettingsController1.prototype.greet = function() { *
alert(this.name); * }; * * SettingsController1.prototype.addContact = function() { *
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this.contacts.pus
...
...
on() { * var container = element(by.id('ctrl-as-exmpl')); *
expect(container.element(by.model('settings.name')) * .getAttribute('value')).toBe('John Smith');
* * var firstRepeat = * container.element(by.repeater('contact in settings.contacts').row(0)); *
var secondRepe at = * container.element(by.repeater('contact in settings.contacts').row(1)); * *
expect(firstRepeat.element(by.model('contact.value')).getAttribute('value')) * .toBe('408 555
1212'); * * expect(secondRepeat.element(by.model('contact.value')).getAttribute('value')) *
.toBe('john.smith@example.org'); * * firstRepeat.element(by.buttonText('clear')).click(); * *
expect(firs tRepeat.element(by.m odel('contact.value')).getAttribute('value')) * .toBe(''); * *
container.element(by.buttonText('add')).click(); * * expect(container.element(by.repeater('contact
in settings.contacts').row(2)) * .element(by.model('contact.value')) * .getAttribute('val
...
...
ng-model="contact.value" aria-labelledby="select_{{$index}}" /> * <button ng-
click="clearContact(contact)">clear</button> * <button ng-
click="removeContact(contact)">X</button> * </li> * <li>[ <button ng-
click="addContact()">add</button> ]</li> * </ul> * </div> * </file> * <file name="app.js"> *
angular.module('controllerExample', []) * .controller('SettingsController2', ['$scope',
SettingsController2]); * * function SettingsController2($sco pe) { * $scope. name = "John Smith";
* $scope.contacts = [ * {type:'phone', value:'408 555 1212'}, * {type:'email',
value:'john.smith@example.org'} ]; * * $scope.greet = function() { * alert($scope.name); * }; * * 
$scope.addContact = function() { * $scope.contacts.p
...
...
* it('should check controller', function() { * var container = element(by.id('ctrl-exmpl')); * *
expect(container.element(by.model('name')) * .getAttribute('value')).toBe('John Smith'); * * var
firstRepeat = * container.element(by.repeater('contact in con tacts').row(0)); * var secondRepeat
= * container.element(by.repeater('contact in contacts').row(1)); * *
expect(firstRepeat.element(by.model('contact.value')).getAttribute('value')) * .toBe('408 555
1212'); * expect(secondRepeat.element(by.model('contact.value')).getAttribute('value')) *
.toBe('john.smith@example.org'); * * firstRepeat.element(by.buttonText('clear')).click(); * * expe
ct(f irst Repe at.element(by.model('contact.value')).getAttribute('value')) * .toBe(''); * *
container.element(by.buttonText('add')).click(); * * expect(container.element(by.repeater('contact
in contacts').row(2)) * .element(by.model('contact.value')) * .getAttribute('va
...
...
&baz=xoxo * var protocol = $location.protocol(); * // => "http" * ``` * * @return {string}
protocol of current url */ protocol: locationGetter('$$protocol'), /** * @ngdoc method * @name 
$location#host * * @description * This method is getter only. * * Retu rn host of current u rl. *
* Note: compared to the non-angular version `location.host` which returns `hostname:port`, this
returns the `hostname` portion only. * * * ```js * // given url
http://example.com/#/some/path?foo=bar&baz=xoxo * var host = $location.host(); * // =>
"example.com" * *
...
...
sing the `g` flag on the RegExp, as it will cause each successive search to * start at the index
of the last search's match, thus not taking the whole input value into * account. * @param
{string=} ngChange Angular expression to be executed when input changes due to user * inter action
with th e input element. * * @example <example name="email-input-directive" module="emailExample">
<file name="index.html"> <script> angular.module('emailExample', [])
.controller('ExampleController', ['$scope', function($scope) { $scope.em
...
...
tt>myForm.input.$error = {{myForm.input.$error}}</tt><br/> <tt>myForm.$valid = 
{{myForm.$valid}}</tt><br/> <tt>myForm.$error.required = {{!!myForm.$error.required}}</tt><br/>
<tt>myForm.$error.email = {{!!myForm.$error.email}}</tt><br/> </form> </file> <file
name="protractor.js" type="protractor"> var text = element(by.binding('email.text')); var valid = 
element(by.binding('myForm.input.$valid')); var input = element(by.model('email.text'));
it('should initialize to model', function() { ex
...
...
select_{{$index}}" /> * <button ng-click="settings.clearContact(contact)">clear</button> * <button
ng-click="settings.removeContact(contact)" aria-label="Remove">X</button> * </li> * <li><button ng-
click="settings.addContact()">add</button></li> * </ul> * </div> * </file> * <file name="app.js">
* angular.module('controllerAsExample', []) * .controller('SettingsController1',
SettingsController1); * * function SettingsController1() { * this.name = "John Smith"; * thi s.con
tacts = [ * {type: 'phone', value: '408 555 1212'}, * {type: 'email', value:
'john.smith@example.org'} ]; * } * * SettingsController1.prototype.greet = function() { *
alert(this.name); * }; * * SettingsController1.prototype.addContact = function() { *
this.contacts.pus
...
...
on() { * var container = element(by.id('ctrl-as-exmpl')); *
expect(container.element(by.model('settings.name')) * .getAttribute('value')).toBe('John Smith');
* * var firstRepeat = * container.element(by.repeater('contact in settings.contacts').row(0)); *
var secondRepe at = * container.element(by.repeater('contact in settings.contacts').row(1)); * *
expect(firstRepeat.element(by.model('contact.value')).getAttribute('value')) * .toBe('408 555
1212'); * * expect(secondRepeat.element(by.model('contact.value')).getAttribute('value')) *
.toBe('john.smith@example.org'); * * firstRepeat.element(by.buttonText('clear')).click(); * *
expect(firs tRepeat.element(by.m odel('contact.value')).getAttribute('value')) * .toBe(''); * *
container.element(by.buttonText('add')).click(); * * expect(container.element(by.repeater('contact
in settings.contacts').row(2)) * .element(by.model('contact.value')) * .getAttribute('val
...
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...
ng-model="contact.value" aria-labelledby="select_{{$index}}" /> * <button ng-
click="clearContact(contact)">clear</button> * <button ng-
click="removeContact(contact)">X</button> * </li> * <li>[ <button ng-
click="addContact()">add</button> ]</li> * </ul> * </div> * </file> * <file name="app.js"> *
angular.module('controllerExample', []) * .controller('SettingsController2', ['$scope',
SettingsController2]); * * function SettingsController2($sco pe) { * $scope. name = "John Smith";
* $scope.contacts = [ * {type:'phone', value:'408 555 1212'}, * {type:'email',
value:'john.smith@example.org'} ]; * * $scope.greet = function() { * alert($scope.name); * }; * * 
$scope.addContact = function() { * $scope.contacts.p
...
...
* it('should check controller', function() { * var container = element(by.id('ctrl-exmpl')); * *
expect(container.element(by.model('name')) * .getAttribute('value')).toBe('John Smith'); * * var
firstRepeat = * container.element(by.repeater('contact in con tacts').row(0)); * var secondRepeat
= * container.element(by.repeater('contact in contacts').row(1)); * *
expect(firstRepeat.element(by.model('contact.value')).getAttribute('value')) * .toBe('408 555
1212'); * expect(secondRepeat.element(by.model('contact.value')).getAttribute('value')) *
.toBe('john.smith@example.org'); * * firstRepeat.element(by.buttonText('clear')).click(); * * expe
ct(f irst Repe at.element(by.model('contact.value')).getAttribute('value')) * .toBe(''); * *
container.element(by.buttonText('add')).click(); * * expect(container.element(by.repeater('contact
in contacts').row(2)) * .element(by.model('contact.value')) * .getAttribute('va
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-formly/dist/formly.js - 1
issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966355
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-formly/dist/formly.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-formly/dist/formly.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-formly/dist/formly.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:55 GMT
Server: Apache/ 2.4.7 (Ubuntu)
La st-Modified: Thu, 19 May 2016 18:57:0 1 GMT
ETag: "1758b-533368a0e5940"
Accept-Ranges: bytes
Content-Length: 95627
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

/*! * angular-formly JavaScript Library v7.3.9 * * @license MIT (http://license.angular-
formly.com) * * built with [0x2665] by Astrism <astrisms@gmail.com>, Kent C. Dodds
<kent@doddsfamily.us> * (ó ì_í)=óò=(ì_í ò) */ (function webpackUniversalModuleDefinition(root,
factory) { if(typeof exports === 'object' && typeof module === 'object') module.exports =
factory(require("angular"), require("api-check")); else if(typeof define === 'function' &&
define.amd) define(["angular", "api-check"], factory); else if(typeof exports === 'object')
exports["ngFormly"] = factory(require("angular"), require("
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-formly-templates-
bootstrap/dist/angular-formly-templates-bootstrap.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966339
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-formly-templates-bootstrap/dist/angular-formly-templates-

bootstrap.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-formly-templates-bootstrap/dist/angular-formly-
templates-bootstrap.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-formly-templates-bootstrap/dist/angular-formly-templates-
bootstrap.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compa tible; MSIE 9.0; W in32)

HTTP/ 1.1 200 OK
Date: F ri, 03 Jun 2016 15:28:55 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:01 GMT
ETag: "49b8-533368a0e5940"
Accept-Ranges: bytes
Content-Length: 18872
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

//! angular-formly-templates-bootstrap version 6.2.0 built with [0x2665] by Astrism
<astrisms@gmail.com>, Kent C. Dodds <kent@doddsfamily.us> (ó ì_í)=óò=(ì_í ò) (function
webpackUniversalModuleDefinition(root, factory) { if(typeof exports === 'object' && typeof module
=== 'object') module.exports = factory(require("angular"), require("angular-formly"), require("api-
check")); else if(typeof define === 'function' && define.amd) define(["angular", "angular-formly",
"api-check"], factory); else if(typeof exports === 'object') exports["ngFormlyTemplatesBootstrap"]
= factory(require("angular"), r
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-json-tree/build/angular-
json-tree.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966344
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-json-tree/build/angular-json-tree.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-json-tree/build/angular-json-tree.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-json-tree/build/angular-json-tree.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:57 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:56:59 GMT
ETag: "20e7-5333689efd4c0"
Accept-Ranges: bytes
Content-Length: 8423
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
scope.isExpanded = !scope.isExpanded; if (scope.isExpanded) { elem.addClass('expanded'); } else {
elem.removeClass('expanded'); } // For delaying su bnode render until requested scope.shouldRender
= true; }; } else { scope.isExpandable = false; // Add expandable class for CSS usage
elem.addClass('not-expandable'); } }
...
...
scope.isExpanded = !scope.isExpanded; if (scope.isExpanded) { elem.addClass('expanded'); } else {
elem.removeClass('expanded'); } // For delaying su bnode render until requested scope.shouldRender
= true; }; } else { scope.isExpandable = false; // Add expandable class for CSS usage
elem.addClass('not-expandable'); } }
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-local-
storage/dist/angular-local-storage.js - 2 issue(s)

Issue 1 of 2

[Information] Email Address Pattern Found
Issue: 96966353
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-local-storage/dist/angular-local-storage.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-local-storage/dist/angular-local-storage.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-local-storage/dist/angular-local-storage.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18: 56:59 GMT
ETag: "3f61-5333689efd4c0"
Accept-Ranges: bytes
Content-Length: 16225
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

/** * An Angular module that gives you access to the browsers local storage * @version v0.2.6 -
2016-03-16 * @link https://github.com/grevory/angular-local-storage * @author grevory
<greg@gregpike.ca> * @license MIT License, http://www.opensource.org/licenses/MIT */ (function
(window, angular) { var isDefined = angular.isDefined, isUndefined = angular.isUndefined, isNumber
= angular.isNumber, isObject = angular.isObject, isArray = angular.isArray, extend =
angular.extend, toJson = angular.toJson; angular .module('LocalStorageModule', [])
.provider('localStorageService',
...
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Issue 2 of 2

[Information] Client-Side (JavaScript) Cookie References
Issue: 96966360
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-local-storage/dist/angular-local-storage.js
Risk(s): The worst case scenario for this attack depends on the context and role of the cookies that are created at the client side
Fix: Remove business and security logic from the client side

Variant 1 of 1

Reasoning:
This content may expose sensitive information.

Request/Response:
GET /ctrp/ui/bower_components/angular-local-storage/dist/angular-local-storage.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:56:59 GMT
ETag: "3f61-5333689efd4c0"
Accept-Ranges: bytes
Content-Length: 16225
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
; // You could change web storage type localstorage or sessionStorage this.storageType =
'localStorage'; // Cookie options (usually in case of fallback) // expiry = Number of days before
cookies expire // 0 = Does not expire // path = The web path the cookie represents this .cookie = 
...
...
} return true; }; // Checks the browser to see if cookies are supported var browserSupportsCookies
= (function() { try { return $window.navigator.cookieEnabled || ("cookie" in $document && 
($document.cookie.length > 0 || ($document .cookie = "test").indexOf.call($document.cookie,
"test") > -1)); } catch (e) { $rootScope.$broadcast('LocalStorageModule.notification.error',
e.message); return false; } }()); // Directly adds a value to cookies // Typically used as a
fallba
...
...
1000)); expiry = "; expires=" + expiryDate.toGMTString(); } if (!!key) { var cookiePath = ";
path=" + cookie.path; if(cookie.domain){ cookieDomain = "; domain=" + cookie.domain; } $document .
c o o k i e = deriveQualifiedKey(key) + "=" + encodeURIComponent(value) + expiry + cookiePath +
cookieDomain; } } catch (e) { $rootScope.$broadcast('LocalStorageModule.notification.error',
e.message); return false; } return true; };
...
...
; // You could change web storage type localstorage or sessionStorage this.storageType =
'localStorage'; // Cookie options (usually in case of fallback) // expiry = Number of days before
cookies expire // 0 = Does not expire // path = The web path the cookie represents this .cookie = 
...
...
} return true; }; // Checks the browser to see if cookies are supported var browserSupportsCookies
= (function() { try { return $window.navigator.cookieEnabled || ("cookie" in $document && 
($document.cookie.length > 0 || ($document .cookie = "test").indexOf.call($document.cookie,
"test") > -1)); } catch (e) { $rootScope.$broadcast('LocalStorageModule.notification.error',
e.message); return false; } }()); // Directly adds a value to cookies // Typically used as a
fallba
...
...
1000)); expiry = "; expires=" + expiryDate.toGMTString(); } if (!!key) { var cookiePath = ";
path=" + cookie.path; if(cookie.domain){ cookieDomain = "; domain=" + cookie.domain; } $document .
c o o k i e = deriveQualifiedKey(key) + "=" + encodeURIComponent(value) + expiry + cookiePath +
cookieDomain; } } catch (e) { $rootScope.$broadcast('LocalStorageModule.notification.error',
e.message); return false; } return true; };
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-material-icons/angular-
material-icons.min.js - 1 issue(s)

Issue 1 of 1

[Information] Internal IP Disclosure Pattern Found
Issue: 96966368
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-material-icons/angular-material-icons.min.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove internal IP addresses from your website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-material-icons/angular-material-icons.min.js'
- Removed the query string

Reasoning:
AppScan discovered what looks like an internal IP address in the response.

Request/Response:
GET /ctrp/ui/bower_components/angular-material-icons/angular-material-icons.min.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:03 GMT
ETag: "2d80e-533368a2cddc0"
Accept-Ranges: bytes
Content-Length: 186382
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...

.81 9.81z"/>',location_searching:'<path d="M20.94 11c-.46-4.17-3.77-7.48-7.94-7.94V1h-2v2.06C6.83
3.52 3.52 6.83 3.06 11H1v2h2.06c.46 4.17 3.77 7.48 7.94 7.94V23h2v-2.06c4.17-.46 7.48-3.77 7.94-
7.94H23v-2h-2.06zM12 19c-3.87 0-7-3.13-7-7s3.13-7 7-7 7 3.13 7 7-3.13 7-7
7z"/>',multitrack_audio:'<path d ="M7 18h2V6 H7v12z"/><path d="M11 22h2V2h-2v20z"/><path d="M3
14h2v-4H3v4z"/><path d="M15 18h2V6h-2v12z"/><path d="M19 10v4h2v-4h-2z"/>',network_cell:'<path
fill-opacity=".3" d="M2 22h20V2z"/><path d="M17 7L2 22h15z"/>',network_wifi:'<path fill-
opacity=".3" d="M12.01 21.49L23.64 7c-.45-.34-4.93-4-11.64-4C5.28 3
...
...
63 14.49.01.01.01-.01z"/>',signal_wifi_1_bar:'<path fill-opacity=".3" d="M12.01 21.49L23.64 7c-.45-
.34-4.93-4-11.64-4C5.28 3 .81 6.66.36 7l11.63 14.49.01.01.01-.01z"/><path d="M6.67 14.86L12
21.49v.01l.01-.01 5.33-6.63C17.06 14.65 15.03 13 12 13s-5.06 1.65-5.33
1.86z"/>',signal_wifi_2_bar:'<path fil l-opacity=" .3" d="M12.01 21.49L23.64 7c-.45-.34-4.93-4-
11.64-4C5.28 3 .81 6.66.36 7l11.63 14.49.01.01.01-.01z"/><path d="M4.79 12.52l7.2 8.98H12l.01-.01
7.2-8.98C18.85 12.24 16.1 10 12 10s-6.85 2.24-7.21 2.52z"/>',signal_wifi_3_bar:'<path fill-
opacity=".3" d="M12.01 21.49L23.64 7c-.45-.34-4.93-4-11.64-4C5.28 3
...
...
.81 9.81z"/>',location_searching:'<path d="M20.94 11c-.46-4.17-3.77-7.48-7.94-7.94V1h-2v2.06C6.83
3.52 3.52 6.83 3.06 11H1v2h2.06c.46 4.17 3.77 7.48 7.94 7.94V23h2v-2.06c4.17-.46 7.48-3.77 7.94-
7.94H23v-2h-2.06zM12 19c-3.87 0-7-3.13-7-7s3.13-7 7-7 7 3.13 7 7-3.13 7-7
7z"/>',multitrack_audio:'<path d ="M7 18h2V6 H7v12z"/><path d="M11 22h2V2h-2v20z"/><path d="M3
14h2v-4H3v4z"/><path d="M15 18h2V6h-2v12z"/><path d="M19 10v4h2v-4h-2z"/>',network_cell:'<path
fill-opacity=".3" d="M2 22h20V2z"/><path d="M17 7L2 22h15z"/>',network_wifi:'<path fill-
opacity=".3" d="M12.01 21.49L23.64 7c-.45-.34-4.93-4-11.64-4C5.28 3
...
...
63 14.49.01.01.01-.01z"/>',signal_wifi_1_bar:'<path fill-opacity=".3" d="M12.01 21.49L23.64 7c-.45-
.34-4.93-4-11.64-4C5.28 3 .81 6.66.36 7l11.63 14.49.01.01.01-.01z"/><path d="M6.67 14.86L12
21.49v.01l.01-.01 5.33-6.63C17.06 14.65 15.03 13 12 13s-5.06 1.65-5.33
1.86z"/>',signal_wifi_2_bar:'<path fil l-opacity=" .3" d="M12.01 21.49L23.64 7c-.45-.34-4.93-4-
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11.64-4C5.28 3 .81 6.66.36 7l11.63 14.49.01.01.01-.01z"/><path d="M4.79 12.52l7.2 8.98H12l.01-.01
7.2-8.98C18.85 12.24 16.1 10 12 10s-6.85 2.24-7.21 2.52z"/>',signal_wifi_3_bar:'<path fill-
opacity=".3" d="M12.01 21.49L23.64 7c-.45-.34-4.93-4-11.64-4C5.28 3
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-sanitize/angular-
sanitize.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966340
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-sanitize/angular-sanitize.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-sanitize/angular-sanitize.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-sanitize/angular-sanitize.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:53 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:56:58 GMT
ETag: "5fe3-5333689e09280"
Accept-Ranges: bytes
Content-Length: 24547
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
oes the change somehow allow for arbitrary javascript to be executed? * * Or allows for someone to
change the prototype of built-in objects? * * Or gives undesired access to variables likes
document or window? * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * */
var $saniti zeMinErr = angular.$$minErr('$sanitize'); /** * @ngdoc module * @name ngSanitize *
@description * * # ngSanitize * * The `ngSanitize` module provides functionality to sanitize HTML.
* * * <div doc-module-components="ngSanitize"></div> * * See {@link ngSanitize.$sanitize `
$sanitize`} for
...
...
ule to be installed. * * @param {string} text Input text. * @param {string} target Window
(_blank|_self|_parent|_top) or named frame to open links in. * @returns {string} Html-linkified
text. * * @usage <span ng-bind-html="linky_expression | linky"></span> * * @example <example
module= "linkyExample" d eps="angular-sanitize. js"> <file name= "index.html"> <script>
angular.module('linkyExample', ['ngSanitize']) .controller('ExampleController', ['$scope',
function($scope) { $scope.snippet = 'Pretty text with some links:\n'+ 'http://angularjs.org/,\n'+
'ma
...
...
v&gt;</pre> </td> <td> <div ng-bind-html="snippetWithTarget | linky:'_blank'"></div> </td> </tr>
<tr id="escaped-html"> <td>no filter</td> <td><pre>&lt;div ng-
bind="snippet"&gt;<br>&lt;/div&gt;</pre></td> <t d><div ng-bind=" snippet"></div></td> </tr> </t
able> </file> <file name="protractor.js" type="protractor"> it('should linkify the snippet with
urls', function() { expect(element(by.id('linky-filter')).element(by.binding('snippet |
linky')).getText()). toBe('Pretty text with some links: http://angularjs.org/, us@somewhere.org, '
+ 'another@somewhere.org, and o ne more: ftp://1 27.0.0.1/.'); ex pect(element.all(by.c ss('#linky-
filter a')).count()).toEqual(4); }); it('should not linkify snippet without the linky filter',
function() { expect(element(by.id('escaped-html')).element(by.binding('snippet')).getText()).
toBe('Pretty text with some links: http://angularjs.org/, mailt
...
...
oes the change somehow allow for arbitrary javascript to be executed? * * Or allows for someone to
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change the prototype of built-in objects? * * Or gives undesired access to variables likes
document or window? * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * */
var $saniti zeMinErr = angular.$$minErr('$sanitize'); /** * @ngdoc module * @name ngSanitize *
@description * * # ngSanitize * * The `ngSanitize` module provides functionality to sanitize HTML.
* * * <div doc-module-components="ngSanitize"></div> * * See {@link ngSanitize.$sanitize `
$sanitize`} for
...
...
ule to be installed. * * @param {string} text Input text. * @param {string} target Window
(_blank|_self|_parent|_top) or named frame to open links in. * @returns {string} Html-linkified
text. * * @usage <span ng-bind-html="linky_expression | linky"></span> * * @example <example
module= "linkyExample" d eps="angular-sanitize. js"> <file name= "index.html"> <script>
angular.module('linkyExample', ['ngSanitize']) .controller('ExampleController', ['$scope',
function($scope) { $scope.snippet = 'Pretty text with some links:\n'+ 'http://angularjs.org/,\n'+
'ma
...
...
v&gt;</pre> </td> <td> <div ng-bind-html="snippetWithTarget | linky:'_blank'"></div> </td> </tr>
<tr id="escaped-html"> <td>no filter</td> <td><pre>&lt;div ng-
bind="snippet"&gt;<br>&lt;/div&gt;</pre></td> <t d><div ng-bind=" snippet"></div></td> </tr> </t
able> </file> <file name="protractor.js" type="protractor"> it('should linkify the snippet with
urls', function() { expect(element(by.id('linky-filter')).element(by.binding('snippet |
linky')).getText()). toBe('Pretty text with some links: http://angularjs.org/, us@somewhere.org, '
+ 'another@somewhere.org, and o ne more: ftp://1 27.0.0.1/.'); ex pect(element.all(by.c ss('#linky-
filter a')).count()).toEqual(4); }); it('should not linkify snippet without the linky filter',
function() { expect(element(by.id('escaped-html')).element(by.binding('snippet')).getText()).
toBe('Pretty text with some links: http://angularjs.org/, mailt
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-strap/dist/angular-
strap.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966364
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-strap/dist/angular-strap.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-strap/dist/angular-strap.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-strap/dist/angular-strap.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:55 GMT
Server: Apa che/2.4.7 (Ubuntu) Last-Modified: Thu, 19 May 2016 18:57:06 GMT
ETag: "2ab16-533368a5aa480"
Accept-Ranges: bytes
Content-Length: 174870
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

/** * angular-strap * @version v2.3.8 - 2016-03-31 * @link http://mgcrea.github.io/angular-strap *
@author Olivier Louvignes <olivier@mg-crea.com> (https://github.com/mgcrea) * @license MIT
License, http://www.opensource.org/licenses/MIT */ (function(window, document, undefined) { 'use
strict'; bsCompilerService.$inject = [ '$q', '$http', '$injector', '$compile', '$controller', '
$templateCache' ]; angular.module('mgcrea.ngStrap.tooltip', [ 'mgcrea.ngStrap.core',
'mgcrea.ngStrap.helpers.dimensions' ]).provider('$tooltip', function() { var defaults =
this.defaults = { anima
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-strap/dist/angular-
strap.tpl.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966357
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-strap/dist/angular-strap.tpl.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-strap/dist/angular-strap.tpl.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-strap/dist/angular-strap.tpl.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:55 GMT
Serv er: Apache/2.4.7 (U buntu)
Last-Modified: Thu, 19 May 2016 18:57:06 GMT
ETag: "25e9-533368a5aa480"
Accept-Ranges: bytes
Content-Length: 9705
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

/** * angular-strap * @version v2.3.8 - 2016-03-31 * @link http://mgcrea.github.io/angular-strap *
@author Olivier Louvignes <olivier@mg-crea.com> (https://github.com/mgcrea) * @license MIT
License, http://www.opensource.org/licenses/MIT */ (function(window, document, undefined) { 'use
strict'; angular.module('mgcrea.ngStrap.aside').run([ '$templateCache', function($templateCache) {
$templateCache.put('aside/aside.tpl.html', '<div class="aside" tabindex="-1" role="dialog"><div
class="aside-dialog"><div class="aside-content"><div class="aside-header" ng-show="title"><button
type="
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-
dnd.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966346
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-dnd.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-dnd.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-dnd.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:55 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:04 GMT
ETag: "20dd1-533368a3c2000"
Accept-Ranges: bytes
Content-Length: 134609
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
ANTIES OF MERCHANTABILITY, * FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE * AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER * LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING * FROM, OUT OF OR IN CONNECTION WITH
THE SOF TWARE OR THE USE OR OTHER DEA LINGS * IN THE SOFTWARE. * @preserve */ /** * Implementing
TreeDnD & Event DrapnDrop (allow drag multi tree-table include all type: table, ol, ul) * Demo:
http://thienhung1989.github.io/angular-tree-dnd * Github: https://github.com/thienhung1989/angular-
tree-dnd * @version 3.1.0 * @preserve
...
...
ANTIES OF MERCHANTABILITY, * FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE * AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER * LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING * FROM, OUT OF OR IN CONNECTION WITH
THE SOF TWARE OR THE USE OR OTHER DEA LINGS * IN THE SOFTWARE. * @preserve */ /** * Implementing
TreeDnD & Event DrapnDrop (allow drag multi tree-table include all type: table, ol, ul) * Demo:
http://thienhung1989.github.io/angular-tree-dnd * Github: https://github.com/thienhung1989/angular-
tree-dnd * @version 3.1.0 * @preserve
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-
dnd.min.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966365
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-dnd.min.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-dnd.min.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-dnd.min.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:55 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:04 GMT
ETag: "8e94-533368a3c2000"
Accept-Ranges: bytes
Content-Length: 36500
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
ING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, * FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE * AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER * LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING * FROM,
OUT O F OR IN CONNECTION WITH THE S OFTWARE OR THE USE OR OTHER DEALINGS * IN THE SOFTWARE. */ /**
* Implementing TreeDnD & Event DrapnDrop (allow drag multi tree-table include all type: table, ol,
ul) * Demo: http://thienhung1989.github.io/angular-tree-dnd * Github:
https://github.com/thienhung1989/angular-tree-dnd * @version 3
...
...
ING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, * FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE * AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER * LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING * FROM,
OUT O F OR IN CONNECTION WITH THE S OFTWARE OR THE USE OR OTHER DEALINGS * IN THE SOFTWARE. */ /**
* Implementing TreeDnD & Event DrapnDrop (allow drag multi tree-table include all type: table, ol,
ul) * Demo: http://thienhung1989.github.io/angular-tree-dnd * Github:
https://github.com/thienhung1989/angular-tree-dnd * @version 3
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-ui-router/release/angular-
ui-router.js - 1 issue(s)

Issue 1 of 1

[Information] Possible Server Path Disclosure Pattern Found
Issue: 96966351
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-ui-router/release/angular-ui-router.js
Risk(s): It is possible to retrieve the absolute path of the web server installation, which might help an attacker to develop further

attacks and to gain information about the file system structure of the web application
Fix: Download the relevant security patch for your web server or web application.

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angular-ui-router/release/angular-ui-router.js'
- Removed the query string

Reasoning:
The response contains the absolute paths and/or filenames of files on the server.

Request/Response:
GET /ctrp/ui/bower_components/angular-ui-router/release/angular-ui-router.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:52 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:07 GMT
ETag: "29daf-533368a69e6c0"
Accept-Ranges: bytes
Content-Length: 171439
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
before its value is injected into controller. * * <pre>resolve: { * myResolve1: * function($http, 
$stateParams) { * return $http.get("/api/foos/"+stateParams.fooID); * } * }</pre> * * @param
{string=} stateConfig.url * <a id='url'></a> * * A url fragment with optional parameters. When a
state is navigated or * transitioned to, the `$stateParams` service will be populated with any *
parameters that were passed. * * (See {@link ui.router.util.type:UrlMatcher UrlMatcher}
`UrlMatcher`} for * more details on acceptabl
...
...
before its value is injected into controller. * * <pre>resolve: { * myResolve1: * function($http, 
$stateParams) { * return $http.get("/api/foos/"+stateParams.fooID); * } * }</pre> * * @param
{string=} stateConfig.url * <a id='url'></a> * * A url fragment with optional parameters. When a
state is navigated or * transitioned to, the `$stateParams` service will be populated with any *
parameters that were passed. * * (See {@link ui.router.util.type:UrlMatcher UrlMatcher}
`UrlMatcher`} for * more details on acceptabl
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angularUtils-
pagination/dirPagination.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966347
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angularUtils-pagination/dirPagination.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/angularUtils-pagination/dirPagination.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/angularUtils-pagination/dirPagination.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:56:59 GMT
ETag: "6062-5333689efd4c0"
Accept-Ranges: bytes
Content-Length: 24674
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

/** * dirPagination - AngularJS module for paginating (almost) anything. * * * Credits * ======= *
* Danie l Tabuenca: https://groups.g oogle.com/d/msg/angular/an9QpzqIYiM/r8v-3W1X5vcJ * for the
idea on how to dynamically invoke the ng-repeat directive. * * I borrowed a couple of lines and a
few attribute names from the AngularUI Bootstrap project: * https://github.com/angular-
ui/bootstrap/blob/master/src/pagination/pagination.j
...
/** * dirPagination - AngularJS module for paginating (almost) anything. * * * Credits * ======= *
* Danie l Tabuenca: https://groups.g oogle.com/d/msg/angular/an9QpzqIYiM/r8v-3W1X5vcJ * for the
idea on how to dynamically invoke the ng-repeat directive. * * I borrowed a couple of lines and a
few attribute names from the AngularUI Bootstrap project: * https://github.com/angular-
ui/bootstrap/blob/master/src/pagination/pagination.j
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/api-check/dist/api-check.js - 1
issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966366
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/api-check/dist/api-check.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/api-check/dist/api-check.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/api-check/dist/api-check.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Da te: Fri, 03 Jun 2016 15:28:55 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:07 GMT
ETag: "aa60-533368a69e6c0"
Accept-Ranges: bytes
Content-Length: 43616
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

//! api-check version 7.5.5 built with [0x2665] by Kent C. Dodds <kent@doddsfamily.us>
(http://kent.doddsfamily.us) (ó ì_í)=óò=(ì_í ò) (function webpackUniversalModuleDefinition(root,
factory) { if(typeof exports === 'object' && typeof module === 'object') module.exports =
factory(); else if(typeof define === 'function' && define.amd) define(factory); else if(typeof
exports === 'object') exports["apiCheck"] = factory(); else root["apiCheck"] = factory(); })(this,
function() { return /******/ (function(modules) { // webpackBootstrap /******/ // The module cache
/******/ var installedModules = {}; /******/ // The require function /******/ function
__webpack_require__(moduleId) { /******/ // Check if module is in cache /******/
if(installedModules[moduleId]) /******/ return installedModules[moduleId].exports; /******/ //
Create a new module (and put it into the cache) /******/ var module = installedModules[moduleId] =
{ /******/ exports: {}, /******/ id: moduleId, /******/ loaded: false /******/ }; /******/ //
Execute the module function /******/ modules[moduleId].call(module.exports, module,
module.exports, __webpack_require__); /******/ // Flag the module as loaded /******/ module.loaded
= true; /******/ // Return the exports of the module /******/ return module.exports; /******/ }
/******/ // expose the modules object (__webpack_modules__) /******/ __webpack_require__.m =
modules; /******/ // expose the module cache /******/ __webpack_require__.c = installedModules;
/******/ // __webpack_public_path__ /******/ __webpack_require__.p = ""; /******/ // Load entry
module and return exports /******/ return __webpack_require__(0); /******/ })
/************************************************************************/ /******/ ([ /* 0 */
/***/ function(module, exports, __webpack_require__) { 'use strict';
Object.defineProperty(exports, '__esModule', { value: true }); function
_interopRequireDefault(obj) { return obj && obj.__esModule ? obj : { 'default': obj }; } var
_apiCheck = __webpack_require__(1); var _apiCheck2 = _interopRequireDefault(_apiCheck);
exports['default'] = _apiCheck2['default']; module.exports = exports['default']; /***/ }, /* 1 */
/***/ function(module, exports, __webpack_require__) { 'use strict'; var stringify =
__webpack_require__(2); var apiCheckUtil = __webpack_require__(3); var each = apiCheckUtil.each;
var isError = apiCheckUtil.isError; var t = apiCheckUtil.t; var arrayify = apiCheckUtil.arrayify;
var getCheckerDisplay = apiCheckUtil.getCheckerDisplay; var typeOf = apiCheckUtil.typeOf; var
getError = apiCheckUtil.getError; var checkers = __webpack_require__(4); var apiCheckApis =
getApiCheckApis(); module.exports = getApiCheckInstance; module.exports.VERSION = ("7.5.5");
module.exports.utils = apiCheckUtil; module.exports.globalConfig = { verbose: false, disabled:
false }; var apiCheckApiCheck = getApiCheckInstance({ output: { prefix: 'apiCheck' } });
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module.exports.internalChecker = apiCheckApiCheck; each(checkers, function (checker, name) {
return module.exports[name] = checker; }); function getApiCheckInstance() { var config =
arguments.length <= 0 || arguments[0] === undefined ? {} : arguments[0]; var extraCheckers =
arguments.length <= 1 || arguments[1] === undefined ? {} : arguments[1]; /* eslint complexity:[2,
6] */ if (apiCheckApiCheck && arguments.length) {
apiCheckApiCheck['throw'](apiCheckApis.getApiCheckInstanceCheckers, arguments, { prefix: 'creating
an apiCheck instance' }); } var additionalProperties = { 'throw': getApiCheck(true), warn:
getApiCheck(false), getErrorMessage: getErrorMessage, handleErrorMessage: handleErrorMessage,
config: { output: config.output || { prefix: '', suffix: '', docsBaseUrl: '' }, verbose:
config.verbose || false, disabled: config.disabled || false }, utils: apiCheckUtil };
each(additionalProperties, function (wrapper, name) { return apiCheck[name] = wrapper; }); var
disabled = apiCheck.disabled || module.exports.globalConfig.disabled;
each(checkers.getCheckers(disabled), function (checker, name) { return apiCheck[name] = checker;
}); each(extraCheckers, function (checker, name) { return apiCheck[name] = checker; }); return
apiCheck; /** * This is the instance function. Other things are attached to this see additional
properties above. * @param {Array} api - the checkers to check with * @param {Array} args - the
args to check * @param {Object} output - output options * @returns {Object} - if this has a failed
= true property, then it failed */ function apiCheck(api, args, output) { /* eslint complexity:[2,
8] */ if (apiCheck.config.disabled || module.exports.globalConfig.disabled) { return { apiTypes:
{}, argTypes: {}, passed: true, message: '', failed: false }; // empty version of what is normally
returned } checkApiCheckApi(arguments); if (!Array.isArray(api)) { api = [api]; args = [args]; }
else { // turn arguments into an array args = Array.prototype.slice.call(args); } var messages =
checkEnoughArgs(api, args); if (!messages.length) { // this is where we actually go perform the
checks. messages = checkApiWithArgs(api, args); } var returnObject = getTypes(api, args);
returnObject.args = args; if (messages.length) { returnObject.message =
apiCheck.getErrorMessage(api, args, messages, output); returnObject.failed = true;
returnObject.passed = false; } else { returnObject.message = ''; returnObject.failed = false;
returnObject.passed = true; } return returnObject; } /** * checkApiCheckApi, should be read like:
check apiCheck api. As in, check the api for apiCheck :-) * @param {Array} checkApiArgs - args
provided to apiCheck function */ function checkApiCheckApi(checkApiArgs) { var api =
checkApiArgs[0]; var args = checkApiArgs[1]; var isArrayOrArgs = Array.isArray(args) || args &&
typeof args === 'object' && typeof args.length === 'number'; if (Array.isArray(api) &&
!isArrayOrArgs) { throw new Error(getErrorMessage(api, [args], ['If an array is provided for the
api, an array must be provided for the args as well.'], { prefix: 'apiCheck' })); } // dog fooding
here var errors = checkApiWithArgs(apiCheckApis.checkApiCheckApi, checkApiArgs); if
(errors.length) { var message = apiCheck.getErrorMessage(apiCheckApis.checkApiCheckApi,
checkApiArgs, errors, { prefix: 'apiCheck' }); apiCheck.handleErrorMessage(message, true); } }
function getApiCheck(shouldThrow) { return function apiCheckWrapper(api, args, output) { var
result = apiCheck(api, args, output); apiCheck.handleErrorMessage(result.message, shouldThrow);
return result; // wont get here if an error is thrown }; } function handleErrorMessage(message,
shouldThrow) { if (shouldThrow && message) { throw new Error(message); } else if (message) { /*
eslint no-console:0 */ console.warn(message); } } function getErrorMessage(api, args) { var
messages = arguments.length <= 2 || arguments[2] === undefined ? [] : arguments[2]; var output =
arguments.length <= 3 || arguments[3] === undefined ? {} : arguments[3]; var gOut =
apiCheck.config.output || {}; var prefix = getPrefix(); var suffix = getSuffix(); var url =
getUrl(); var message = 'apiCheck failed! ' + messages.join(', '); var passedAndShouldHavePassed =
'\n\n' + buildMessageFromApiAndArgs(api, args); return (prefix + ' ' + message + ' ' + suffix + '
' + (url || '') + passedAndShouldHavePassed).trim(); function getPrefix() { var p =
output.onlyPrefix; if (!p) { p = ((gOut.prefix || '') + ' ' + (output.prefix || '')).trim(); }
return p; } function getSuffix() { var s = output.onlySuffix; if (!s) { s = ((output.suffix || '')
+ ' ' + (gOut.suffix || '')).trim(); } return s; } function getUrl() { var u = output.url; if (!u)
{ u = gOut.docsBaseUrl && output.urlSuffix && ('' + gOut.docsBaseUrl + output.urlSuffix).trim(); }
return u; } } function buildMessageFromApiAndArgs(api, args) { var _getTypes = getTypes(api,
args); var apiTypes = _getTypes.apiTypes; var argTypes = _getTypes.argTypes; var copy =
Array.prototype.slice.call(args || []); var replacedItems = []; replaceFunctionWithName(copy); var
passedArgs = getObjectString(copy); argTypes = getObjectString(argTypes); apiTypes =
getObjectString(apiTypes); return generateMessage(); // functions function
replaceFunctionWithName(obj) { each(obj, function (val, name) { /* eslint complexity:[2, 6] */ if
(replacedItems.indexOf(val) === -1) { // avoid recursive problems replacedItems.push(val); if
(typeof val === 'object') { replaceFunctionWithName(obj); } else if (typeof val === 'function') {
obj[name] = val.displayName || val.name || 'anonymous function'; } } }); } function
getObjectString(types) { if (!types || !types.length) { return 'nothing'; } else if (types &&
types.length === 1) { types = types[0]; } return stringify(types, null, 2); } function
generateMessage() { var n = '\n'; var useS = true; if (args && args.length === 1) { if (typeof
args[0] === 'object' && args[0] !== null) { useS = !!Object.keys(args[0]).length; } else { useS =
false; } } var types = 'type' + (useS ? 's' : ''); var newLine = n + n; return 'You passed:' + n +
passedArgs + newLine + ('With the ' + types + ':' + n + argTypes + newLine) + ('The API calls
for:' + n + apiTypes); } } function getTypes(api, args) { api = arrayify(api); args =
arrayify(args); var apiTypes = api.map(function (checker, index) { var specified =
module.exports.globalConfig.hasOwnProperty('verbose'); return getCheckerDisplay(checker, { terse:
specified ? !module.exports.globalConfig.verbose : !apiCheck.config.verbose, obj: args[index],
addHelpers: true }); }); var argTypes = args.map(function (arg) { return getArgDisplay(arg, []);
}); return { argTypes: argTypes, apiTypes: apiTypes }; } } // STATELESS FUNCTIONS /** * This is
where the magic happens for actually checking the arguments with the api. * @param {Array} api -
checkers * @param {Array} args - and arguments object * @returns {Array} - the error messages */
function checkApiWithArgs(api, args) { /* eslint complexity:[2, 7] */ var messages = []; var
failed = false; var checkerIndex = 0; var argIndex = 0; var arg = undefined, checker = undefined,
res = undefined, lastChecker = undefined, argName = undefined, argFailed = undefined,
skipPreviousChecker = undefined; /* jshint -W084 */ while ((checker = api[checkerIndex++]) &&
argIndex < args.length) { arg = args[argIndex++]; argName = 'Argument ' + argIndex +
(checker.isOptional ? ' (optional)' : ''); res = checker(arg, 'value', argName); argFailed =
isError(res); lastChecker = checkerIndex >= api.length; skipPreviousChecker = checkerIndex > 1 &&
api[checkerIndex - 1].isOptional; if (argFailed && lastChecker || argFailed && !lastChecker &&
!checker.isOptional && !skipPreviousChecker) { failed = true;
messages.push(getCheckerErrorMessage(res, checker, arg)); } else if (argFailed &&
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checker.isOptional) { argIndex--; } else { messages.push(t(argName) + ' passed'); } } return
failed ? messages : []; } checkerTypeType.type = 'function with __apiCheckData property and 
`${function.type}` property'; function checkerTypeType(checkerType, name, location) { var
apiCheckDataChecker = checkers.shape({ type: checkers.string, optional: checkers.bool }); var
asFunc = checkers.func.withProperties({ __apiCheckData: apiCheckDataChecker }); var asShape =
checkers.shape({ __apiCheckData: apiCheckDataChecker }); var wrongShape =
checkers.oneOfType([asFunc, asShape])(checkerType, name, location); if (isError(wrongShape)) {
return wrongShape; } if (typeof checkerType !== 'function' &&
!checkerType.hasOwnProperty(checkerType.__apiCheckData.type)) { return getError(name, location,
checkerTypeType.type); } } function getCheckerErrorMessage(res, checker, val) { var checkerHelp =
getCheckerHelp(checker, val); checkerHelp = checkerHelp ? ' - ' + checkerHelp : ''; return
res.message + checkerHelp; } function getCheckerHelp(_ref, val) { var help = _ref.help; if (!help)
{ return ''; } if (typeof help === 'function') { help = help(val); } return help; } function
checkEnoughArgs(api, args) { var requiredArgs = api.filter(function (a) { return !a.isOptional;
}); if (args.length < requiredArgs.length) { return ['Not enough arguments specified. Requires `'
+ requiredArgs.length + '`, you passed `' + args.length + '`']; } else { return []; } } function
getArgDisplay(arg, gottenArgs) { /* eslint complexity:[2, 7] */ var cName = arg && arg.constructor
&& arg.constructor.name; var type = typeOf(arg); if (type === 'function') { if (hasKeys()) { var
properties = stringify(getDisplayIfNotGotten()); return cName + ' (with properties: ' + properties
+ ')'; } return cName; } if (arg === null) { return 'null'; } if (type !== 'array' && type !==
'object') { return type; } if (hasKeys()) { return getDisplayIfNotGotten(); } return cName; //
utility functions function hasKeys() { return arg && Object.keys(arg).length; } function
getDisplayIfNotGotten() { if (gottenArgs.indexOf(arg) !== -1) { return '[Circular]'; }
gottenArgs.push(arg); return getDisplay(arg, gottenArgs); } } function getDisplay(obj, gottenArgs)
{ var argDisplay = {}; each(obj, function (v, k) { return argDisplay[k] = getArgDisplay(v,
gottenArgs); }); return argDisplay; } function getApiCheckApis() { var os =
checkers.string.optional; var checkerFnChecker = checkers.func.withProperties({ type:
checkers.oneOfType([checkers.string, checkerTypeType]).optional, displayName:
checkers.string.optional, shortType: checkers.string.optional, notOptional:
checkers.bool.optional, notRequired: checkers.bool.optional }); var getApiCheckInstanceCheckers =
[checkers.shape({ output: checkers.shape({ prefix: checkers.string.optional, suffix:
checkers.string.optional, docsBaseUrl: checkers.string.optional }).strict.optional, verbose:
checkers.bool.optional, disabled: checkers.bool.optional }).strict.optional,
checkers.objectOf(checkerFnChecker).optional]; var checkApiCheckApi =
[checkers.typeOrArrayOf(checkerFnChecker), checkers.any.optional, checkers.shape({ prefix: os,
suffix: os, urlSuffix: os, // appended case onlyPrefix: os, onlySuffix: os, url: os // override
case }).strict.optional]; return { checkerFnChecker: checkerFnChecker,
getApiCheckInstanceCheckers: getApiCheckInstanceCheckers, checkApiCheckApi: checkApiCheckApi }; }
/***/ }, /* 2 */ /***/ function(module, exports) { module.exports = stringify; function
getSerialize (fn, decycle) { var seen = [], keys = []; decycle = decycle || function(key, value) {
return '[Circular ' + getPath(value, seen, keys) + ']' }; return function(key, value) { var ret =
value; if (typeof value === 'object' && value) { if (seen.indexOf(value) !== -1) ret =
decycle(key, value); else { seen.push(value); keys.push(key); } } if (fn) ret = fn(key, ret);
return ret; } } function getPath (value, seen, keys) { var index = seen.indexOf(value); var path =
[ keys[index] ]; for (index--; index >= 0; index--) { if (seen[index][ path[0] ] === value) {
value = seen[index]; path.unshift(keys[index]); } } return '~' + path.join('.'); } function
stringify(obj, fn, spaces, decycle) { return JSON.stringify(obj, getSerialize(fn, decycle),
spaces); } stringify.getSerialize = getSerialize; /***/ }, /* 3 */ /***/ function(module, exports,
__webpack_require__) { 'use strict'; function _defineProperty(obj, key, value) { if (key in obj) {
Object.defineProperty(obj, key, { value: value, enumerable: true, configurable: true, writable:
true }); } else { obj[key] = value; } return obj; } var stringify = __webpack_require__(2); var
checkerHelpers = { addOptional: addOptional, getRequiredVersion: getRequiredVersion, setupChecker:
setupChecker, addNullable: addNullable }; module.exports = { each: each, copy: copy, typeOf:
typeOf, arrayify: arrayify, getCheckerDisplay: getCheckerDisplay, isError: isError, list: list,
getError: getError, nAtL: nAtL, t: t, undef: undef, checkerHelpers: checkerHelpers, noop: noop };
function copy(obj) { var type = typeOf(obj); var daCopy = undefined; if (type === 'array') {
daCopy = []; } else if (type === 'object') { daCopy = {}; } else { return obj; } each(obj,
function (val, key) { daCopy[key] = val; // cannot single-line this because we don't want to abort
the each }); return daCopy; } function typeOf(obj) { if (Array.isArray(obj)) { return 'array'; }
else if (obj instanceof RegExp) { return 'object'; } else { return typeof obj; } } function
getCheckerDisplay(checker, options) { /* eslint complexity:[2, 7] */ var display = undefined; var
short = options && options.short; if (short &a...[Request/Responsetruncated as it is more than
20MB]
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ng-file-upload/ng-file-upload.js -
1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966350
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ng-file-upload/ng-file-upload.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/ng-file-upload/ng-file-upload.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/ng-file-upload/ng-file-upload.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:56:59 GMT ETag: "101ee-5333689e fd4c0"
Accept-Ranges: bytes
Content-Length: 66030
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

/**! * AngularJS file upload directives and services. Supoorts: file upload/drop/paste, resume,
cancel/abort, * progress, resize, thumbnail, preview, validation and CORS * @author Danial
<danial.farid@gmail.com> * @version 10.0.4 */ if (window.XMLHttpRequest && !(window.FileAPI &&
FileAPI.shouldLoad)) { window.XMLHttpRequest.prototype.setRequestHeader = (function (orig) {
return function (header, value) { if (header === '__setXHR_') { var val = value(this); // fix for
angular < 1.2.0 if (val instanceof Function) { val(this); }
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ng-idle/angular-idle.js - 1
issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966354
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ng-idle/angular-idle.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/ng-idle/angular-idle.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/ng-idle/angular-idle.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:53 GMT
Serv er: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:02 GMT
ETag: "3aed-533368a1d9b80"
Accept-Ranges: bytes
Content-Length: 15085
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

/*** Directives and services for responding to idle users in AngularJS * @author Mike Grabski
<me@mikegrabski.com> * @version v1.1.1 * @link https://github.com/HackedByChinese/ng-idle.git *
@license MIT */ (function(window, angular, undefined) { 'use strict'; angular.module('ngIdle',
['ngIdle.keepalive', 'ngIdle.idle', 'ngIdle.countdown', 'ngIdle.title', 'ngIdle.localStorage']);
angular.module('ngIdle.keepalive', []) .provider('Keepalive', function() { var options = { http:
null, interval: 10 * 60 }; this.http = function(value) { if (!value) throw new Error('Ar
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/phoneformat/dist/phone-
format.js - 1 issue(s)

Issue 1 of 1

[Information] Email Address Pattern Found
Issue: 96966374
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/phoneformat/dist/phone-format.js
Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locations
Fix: Remove e-mail addresses from the website

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/phoneformat/dist/phone-format.js'
- Removed the query string

Reasoning:
The response contains an e-mail address that may be private.

Request/Response:
GET /ctrp/ui/bower_components/phoneformat/dist/phone-format.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:56:59 GMT
ETag: "7bc49-5333689efd4c0"
Accept-Ranges: bytes
Content-Length: 506953
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
(this.lastMatchPosition_).search(this.DIGIT_PATTERN_)) { var c = b.search(this.DIGIT_PATTERN_); a
= b.replace(this.DIGIT_PATTERN_, a); this.formattingTemplate_.clear();
this.formattingTemplate_.append(a); this.lastMatchPosition_ = c; return a.substring(0,
this.lastMatchPositi on_ + 1); } 1 == this.possibleFormats_.length && (this.ableToFormat_ = !1);
this.currentFormattingPattern_ = ""; return this.accruedInput_.toString(); }; /* Compiled
Wednesday July 30, 2014 at 2:15pm America/New_York Version: libphonenumber r680
--------------------------------------------------------------
...
...
(this.lastMatchPosition_).search(this.DIGIT_PATTERN_)) { var c = b.search(this.DIGIT_PATTERN_); a
= b.replace(this.DIGIT_PATTERN_, a); this.formattingTemplate_.clear();
this.formattingTemplate_.append(a); this.lastMatchPosition_ = c; return a.substring(0,
this.lastMatchPositi on_ + 1); } 1 == this.possibleFormats_.length && (this.ableToFormat_ = !1);
this.currentFormattingPattern_ = ""; return this.accruedInput_.toString(); }; /* Compiled
Wednesday July 30, 2014 at 2:15pm America/New_York Version: libphonenumber r680
--------------------------------------------------------------
...
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[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ui-router/release/angular-ui-
router.js - 1 issue(s)

Issue 1 of 1

[Information] Possible Server Path Disclosure Pattern Found
Issue: 96966373
Severity: Information
URL: http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ui-router/release/angular-ui-router.js
Risk(s): It is possible to retrieve the absolute path of the web server installation, which might help an attacker to develop further

attacks and to gain information about the file system structure of the web application
Fix: Download the relevant security patch for your web server or web application.

Variant 1 of 1

The following changes were applied to the original request:
- Set path to '/ctrp/ui/bower_components/ui-router/release/angular-ui-router.js'
- Removed the query string

Reasoning:
The response contains the absolute paths and/or filenames of files on the server.

Request/Response:
GET /ctrp/ui/bower_components/ui-router/release/angular-ui-router.js HTTP/1.1
Cookie: _ctrp_session=bcf7f1fe293662db633a2601c80cc007
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://ctrp-qa.ncifcrf.gov/ctrp/ui/
Host: ctrp-qa.ncifcrf.gov
User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Win32)

HTTP/1.1 200 OK
Date: Fri, 03 Jun 2016 15:28:54 GMT
Server: Apache/2.4.7 (Ubuntu)
Last-Modified: Thu, 19 May 2016 18:57:05 GMT
ETag: "2978e-533368a4b6240"
Accept-Ranges: bytes
Content-Length: 169870
Vary: Accept-Encoding
Content-Type: application/javascript
X-Frame-Options: sameorigin

...
its value is injected into controller. * * <pre>resolve: { * myResolve1: * function($http, 
$stateParams) { * return $http.get("/api/foos/"+stateParams.fooID); * } * }</pre> * * @param
{string=} stateConfig.url * <a id='url'></a> * * A url frag ment with optional parameters. When a
state is navigated or * transitioned to, the `$stateParams` service will be populated with any *
parameters that were passed. * * (See {@link ui.router.util.type:UrlMatcher UrlMatcher}
`UrlMatcher`} for * more details on acceptable patter
...
...
its value is injected into controller. * * <pre>resolve: { * myResolve1: * function($http, 
$stateParams) { * return $http.get("/api/foos/"+stateParams.fooID); * } * }</pre> * * @param
{string=} stateConfig.url * <a id='url'></a> * * A url frag ment with optional parameters. When a
state is navigated or * transitioned to, the `$stateParams` service will be populated with any *
parameters that were passed. * * (See {@link ui.router.util.type:UrlMatcher UrlMatcher}
`UrlMatcher`} for * more details on acceptable patter
...
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[Information] http://example.com/:id.json - 1 issue(s)

Issue 1 of 1

[Information] Link to unclassified site
Issue: 77358178
Severity: Information
URL: http://example.com/:id.json
Risk(s): N/A
Fix: Examine the link to determine whether it is indeed supposed to be included in the web application

Variant 1 of 2

Reasoning:
Link is not a known link, and is not classified as belonging to any category
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[Information] http://example.com/resource.json - 1 issue(s)

Issue 1 of 1

[Information] Link to unclassified site
Issue: 77358179
Severity: Information
URL: http://example.com/resource.json
Risk(s): N/A
Fix: Examine the link to determine whether it is indeed supposed to be included in the web application

Variant 1 of 2

Reasoning:
Link is not a known link, and is not classified as belonging to any category
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[Information] http://example.com/resource/:resource_id.:format - 1 issue(s)

Issue 1 of 1

[Information] Link to unclassified site
Issue: 77358173
Severity: Information
URL: http://example.com/resource/:resource_id.:format
Risk(s): N/A
Fix: Examine the link to determine whether it is indeed supposed to be included in the web application

Variant 1 of 2

Reasoning:
Link is not a known link, and is not classified as belonging to any category
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[Information] http://server/ - 1 issue(s)

Issue 1 of 1

[Information] Link to unclassified site
Issue: 83245126
Severity: Information
URL: http://server/
Risk(s): N/A
Fix: Examine the link to determine whether it is indeed supposed to be included in the web application

Variant 1 of 2

Reasoning:
Link is not a known link, and is not classified as belonging to any category
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Remediation Tasks by Severity

[Low] http://ctrp-qa.ncifcrf.gov/app/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) HTTP Server

Hidden Directory Detected

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) Directory

Hidden Directory Detected

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/bootstrap/dist/js/bootstrap.js - 1
issue(s)

Remediation Tasks Addressed Security Issues
Remove source code files from your web-server and apply any
relevant patches
   (Low) Path

Web Application Source Code Disclosure Pattern Found

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/lodash/dist/lodash.compat.js - 1
issue(s)

Remediation Tasks Addressed Security Issues
Remove source code files from your web-server and apply any
relevant patches
   (Low) Path

Web Application Source Code Disclosure Pattern Found

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/pdfmake/build/pdfmake.js - 2 issue(s)

Remediation Tasks Addressed Security Issues
Remove source code files from your web-server and apply any
relevant patches
   (Low) Path

Web Application Source Code Disclosure Pattern Found

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/underscore/underscore.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove source code files from your web-server and apply any
relevant patches
   (Low) Path

Web Application Source Code Disclosure Pattern Found

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/images/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) Directory

Hidden Directory Detected
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[Low] http://ctrp-qa.ncifcrf.gov/ctrp/ui/styles/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) Directory

Hidden Directory Detected

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/users.ar - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove or restrict access to the compressed directory file
   (Low) Directory

Compressed Directory Found

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/users.ear - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove or restrict access to the compressed directory file
   (Low) Directory

Compressed Directory Found

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/users.war - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove or restrict access to the compressed directory file
   (Low) Directory

Compressed Directory Found

[Low] http://ctrp-qa.ncifcrf.gov/ctrp/users.wim - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove or restrict access to the compressed directory file
   (Low) Directory

Compressed Directory Found

[Low] http://ctrp-qa.ncifcrf.gov/icons/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) HTTP Server

Hidden Directory Detected

[Low] http://ctrp-qa.ncifcrf.gov/icons/small/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) HTTP Server

Hidden Directory Detected

[Low] http://ctrp-qa.ncifcrf.gov/images/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) HTTP Server

Hidden Directory Detected

[Low] http://ctrp-qa.ncifcrf.gov/javascript/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) HTTP Server

Hidden Directory Detected
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[Low] http://ctrp-qa.ncifcrf.gov/styles/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely
   (Low) HTTP Server

Hidden Directory Detected

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove sensitive information from HTML comments
   (Information) Path

HTML Comments Sensitive Information Disclosure

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/pa/layout/ctrp.app.pa.layout.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/app/po/organization/phoneValidator.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular/angular.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-formly/dist/formly.js - 1
issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-formly-templates-
bootstrap/dist/angular-formly-templates-bootstrap.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-json-tree/build/angular-
json-tree.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-local-
storage/dist/angular-local-storage.js - 2 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found
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Remediation Tasks Addressed Security Issues
Remove business and security logic from the client side
   (Information) Path

Client-Side (JavaScript) Cookie References

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-material-icons/angular-
material-icons.min.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove internal IP addresses from your website
   (Information) Path

Internal IP Disclosure Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-sanitize/angular-
sanitize.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-strap/dist/angular-
strap.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-strap/dist/angular-
strap.tpl.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-
dnd.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-tree-dnd/dist/ng-tree-
dnd.min.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angular-ui-router/release/angular-
ui-router.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Download the relevant security patch for your web server or web
application.
   (Information) Path

Possible Server Path Disclosure Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/angularUtils-
pagination/dirPagination.js - 1 issue(s)
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Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/api-check/dist/api-check.js - 1
issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ng-file-upload/ng-file-upload.js -
1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ng-idle/angular-idle.js - 1
issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/phoneformat/dist/phone-
format.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Remove e-mail addresses from the website
   (Information) Path

Email Address Pattern Found

[Information] http://ctrp-qa.ncifcrf.gov/ctrp/ui/bower_components/ui-router/release/angular-ui-
router.js - 1 issue(s)

Remediation Tasks Addressed Security Issues
Download the relevant security patch for your web server or web
application.
   (Information) Path

Possible Server Path Disclosure Pattern Found

[Information] http://example.com/:id.json - 1 issue(s)

Remediation Tasks Addressed Security Issues
Examine the link to determine whether it is indeed supposed to be
included in the web application
   (Information) Link

Link to unclassified site

[Information] http://example.com/resource.json - 1 issue(s)

Remediation Tasks Addressed Security Issues
Examine the link to determine whether it is indeed supposed to be
included in the web application
   (Information) Link

Link to unclassified site

[Information] http://example.com/resource/:resource_id.:format - 1 issue(s)

Remediation Tasks Addressed Security Issues
Examine the link to determine whether it is indeed supposed to be
included in the web application
   (Information) Link

Link to unclassified site
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[Information] http://server/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Examine the link to determine whether it is indeed supposed to be
included in the web application
   (Information) Link

Link to unclassified site
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Advisories and Fix Recommendations

Hidden Directory Detected

Infrastructure

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site

Possible Causes
The web server or application server are configured in an insecure way

Technical Description
The web application has exposed the presence of a directory in the site. Although the directory does not list its content, the
information may help an attacker to develop further attacks against the site. For example, by knowing the directory name, an attacker
can guess its content type and possibly file names that reside in it, or sub directories under it, and try to access them.
The more sensitive the content is, the more severe this issue may be.

Fix Recommendation - General
If the forbidden resource is not required, remove it from the site.
If possible, issue a "404 - Not Found" response status code instead of "403 - Forbidden". This change will obfuscate the presence of
the directory in the site, and will prevent the site structure from being exposed.

References and Relevant Links
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Web Application Source Code Disclosure Pattern Found

Application

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive information
such as usernames and passwords

Possible Causes
Latest patches or hotfixes for 3rd. party products were not installed
Temporary files were left in production environment
Debugging information was left by the programmer in web pages

Technical Description
AppScan detected a response containing fragments of application source code.
Application source code should not be accessible to web users, as it may contain sensitive application information and back-end
logic.
While such leakage does not necessarily represent a breach in security, it can give an attacker useful guidance for future exploitation.
Leakage of sensitive information may carry various levels of risk and should be limited whenever possible.

Fix Recommendation - General
There are many ways a web application can be coaxed into revealing application source code.
To ensure that your application does not allow web users access to source code:
[1] Check that all system patches related to source code disclosure are installed.
[2] Check that no application source code is left in HTML comments.
[3] Check that all source code files are removed from the production environment.

References and Relevant Links
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Compressed Directory Found

Infrastructure

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive information
such as usernames and passwords

Possible Causes
Insecure web application programming or configuration

Technical Description
AppScan has found a compressed file that may contain the contents of the entire directory.
This is done by requesting the directory's name with compressed file extensions, for example:
  GET /DIR1.zip HTTP/1.0
or
  GET /DIR2.gz HTTP/1.0
 
This file may contain the up-to-date or out-of date contents of the directory.
In any case, a malicious user may achieve access to source code and unprivileged files by guessing the name of the file.
 
Sample Exploit:
http://[SERVER]/[DIR].zip

Fix Recommendation - General
Remove or restrict access to the compressed directory file.

References and Relevant Links
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Link to unclassified site

Infrastructure

WASC Threat Classification
Malicious Content Tests

Security Risks
N/A

Possible Causes
N/A

Technical Description
This link is not listed in the ISS URL Classification database.
 
If you know the correct classification for this link you can report it to ISS at: http://filterdb.iss.net/urlcheck/

Fix Recommendation - General
Verify that this link is indeed intended to be included in the Web application. If it is not, you may wish to determine how it came to be
included.

References and Relevant Links
http://www.internetnews.com/security/article.php/3799141/Online+Trust+A+Thing+of+the+Past.htm
Web Hacking Incidents: Planting of Malware
Legitimate Sites Carry Increasing Portion Of Malware
Web-based malware up 400 per cent, 68 percent hosted on legitimate websites
Are Legitimate Sites the Next Malware Threat?
80 percent of sites categorized as "malware" are legitimate sites
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HTML Comments Sensitive Information Disclosure

Application

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Possible Causes
Debugging information was left by the programmer in web pages

Technical Description
Many web application programmers use HTML comments to help debug the application when needed. While adding general
comments is very useful, some programmers tend to leave important data, such as: filenames related to the web application, old links
or links which were not meant to be browsed by users, old code fragments, etc. An attacker who finds these comments can map the
application's structure and files, expose hidden parts of the site, and study the fragments of code to reverse engineer the application,
which may help develop further attacks against the site.

Fix Recommendation - General
[1] Do not leave any vital information such as filenames or file paths in HTML comments.
[2] Remove traces of previous (or future) site links in the production site comments.
[3] Avoid placing sensitive information in HTML comments.
[4] Make sure that HTML comments do not include source code fragments.
[5] Make sure that no vital information was left behind by programmers.

References and Relevant Links
WASC Threat Classification: Information Leakage
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Email Address Pattern Found

Application

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Possible Causes
Insecure web application programming or configuration

Technical Description
Spambots crawl internet sites, set out to find e-mail addresses in order to build mailing lists for sending unsolicited e-mail (spam).
 
AppScan detected a response containing one or more e-mail addresses, which may be exploited to send spam mail
 
Furthermore, the e-mail addresses found may be private and thus should not be accessible to the general public.

Fix Recommendation - General
Remove any e-mail addresses from the website so that they won't be exploited by malicious users.

References and Relevant Links
Definition of Spambot (Wikipedia)
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Possible Server Path Disclosure Pattern Found

Application

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
It is possible to retrieve the absolute path of the web server installation, which might help an attacker to develop further attacks and to
gain information about the file system structure of the web application

Possible Causes
Latest patches or hotfixes for 3rd. party products were not installed

Technical Description
AppScan detected a response containing a file's absolute path (e.g. c:\dir\file in Windows, or /dir/file in Unix).
 
An attacker may be able to exploit this information to access sensitive information on the directory structure of the server machine
which could be used for further attacks against the site.

Fix Recommendation - General
Download the relevant security patch depending on the issue existing on your web server or web application.

References and Relevant Links
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Client-Side (JavaScript) Cookie References

Application

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
The worst case scenario for this attack depends on the context and role of the cookies that are created at the client side

Possible Causes
Cookies are created at the client side

Technical Description
A cookie is a piece of information usually created by the Web server and stored in the Web browser.
The cookie contains information used by web applications mainly (but not only) to identify users and maintain their state.
 
AppScan detected that the JavaScript code at the client side is used to manipulate (either create or modify) the site's cookies.
It is possible for an attacker to view this code, understand its logic, and use it to compose his own cookies, or modify existing ones,
based on this knowledge.
 
The damage an attacker may cause depends on how the application uses its cookies, or what information it stores in them.
Among other things, cookie manipulation may lead to session hijacking or privilege escalation.
Other vulnerabilities caused by cookie poisoning contain SQL injection and Cross-Site scripting.

Fix Recommendation - General
[1] Avoid placing business/security logic at the client side.
[2] Find and remove insecure client-side Javascript code which may pose a security threat to the site.

References and Relevant Links
WASC Threat Classification: Information Leakage
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Internal IP Disclosure Pattern Found

Application

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Possible Causes
Insecure web application programming or configuration

Technical Description
AppScan detected a response containing an internal IP address.
 
Internal IP is defined as an IP in the following IP ranges:
10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255
 
Internal IP disclosure is valuable for an attacker as it reveals the IP addressing scheme of the internal network. Knowing the IP
addressing scheme of the internal network may help an attacker to devise further attacks against the internal network.

Fix Recommendation - General
Internal IP is usually exposed in error messages produced by the web-application/server or in HTML/JavaScript comments.
 
[1] Turn off problematic detailed error messages in the web-application/server.
[2] Make sure relevant patches are installed.
[3] Make sure that Internal IP information is not left in HTML/JavaScript comments.

References and Relevant Links

IBM customers are responsible for ensuring their own compliance with legal requirements. It is the customer's sole responsibility to obtain advice of competent legal counsel as
to the identification and interpretation of any relevant laws and regulatory requirements that may affect the customer's business and any actions the customer may need to take
to comply with such laws.
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