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Executive Summary
Issue Types Discovered

Issue Type Number of Issues
Unencrypted Login Request 2

Autocomplete HTML Attribute Not Disabled for Password Field 3
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Affected URLs/Files

URL/File Number of Issues
http://medici5.cloudapp.net/accounts/login/ 3

http://medici5.cloudapp.net/accounts/signup/ 1

http://medici5.cloudapp.net/admin/ 1
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Fix Recommendations

Fix Recommendations Number of Affected Issues
Always use SSL and POST (body) parameters when sending sensitive information. 2

Correctly set the "autocomplete" attribute to "off" 3
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Security Risks

Risk Number of Issues
It may be possible to steal user login information such as usernames and passwords that are
sent unencrypted

2

It may be possible to bypass the web application's authentication mechanism 3
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WASC Threat Classification

WASC Threat Classification Number of Issues
Information Disclosure: Information Leakage 3

Insufficient Transport Layer Protection 2
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Issues Sorted by Severity
[Critical] http://medici5.cloudapp.net/accounts/login/ - 3 issue(s)

Issue 1 of 3

[Critical] Unencrypted Login Request
Issue: 97724950
Severity: Critical
URL: http://medici5.cloudapp.net/accounts/login/
Parameter: password
Risk(s): It may be possible to steal user login information such as usernames and passwords that are sent unencrypted
Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Variant 1 of 1

Reasoning:
AppScan identified a password parameter that was not sent over SSL.

Request/Response:
POST /accounts/login/ HTTP/1.1
Accept: image/jpeg, image/gif, image/pjpeg, application/x-ms-application, application/xaml+xml,
application/x-ms-xbap, */*
Referer: http://medici5.cloudapp.net/accounts/login/
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Host: medici5.cloudapp.net
Content-Length: 96
Connection: Keep-Alive
Pragma: no-cache
Cookie: __utma=148690987.315936118.1466689394.1466689394.1466689394.1;
__utmb=148690987.2.10.1466689394; __utmc=148690987;
__utmz=148690987.1466689394.1.1.utmcsr=(direct)|utmccn=(direct)|utmcmd=(none); __utmt=1;
csrftoken=o9pp8hXw0CRczmQcYPkkXd72Sx2iyEFZ

csrfmiddlewaretoken=o9pp8hXw0CRczmQcYPkkXd72Sx2iyEFZ&login=irtappscan&password=P@sswordsRHard%21

HTTP/1.0 302 FOUND
Date: Thu, 23 Jun 2016 13:43:15 GMT
Server: WSGIServer/0.1 Python/2.7.10
Vary: Cookie
Content-Type: text/html; charset=utf-8
Location: http://medici5.cloudapp.net/
Set-Cookie: csrftoken=XTPmbGRq7wDq1pS6mm3xeldOkeADRQHx; expires=Thu, 22-Jun-2017 13:43:15 GMT; Max-
Age=31449600; Path=/
Set-Cookie: sessionid=h2lbirv814m5q6izktehofnnmr1d1lra; httponly; Path=/
Set-Cookie: 
messages="ece5deb453216b28ff86a0a57cc366c7a949b31c$[[\"__json_message\"\0540\05425\054\"Successful
ly signed in as irtappscan.\"]]"; Path=/

GET / HTTP/1.1
Cookie: csrftoken=XTPmbGRq7wDq1pS6mm3xeldOkeADRQHx; sessionid=h2lbirv814m5q6izktehofnnmr1d1lra; 
messages="ece5deb453216b28ff86a0a57cc366c7a949b31c$[[\"__json_message\"\0540\05425\054\"Successful
ly signed in as irtappscan.\"]]"
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://medici5.cloudapp.net/accounts/login/
Host: medici5.cloudapp.net
User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.0 200 OK
Date: Thu, 23 Jun 2016 13:41:41 GMT
Server: WSGIServer/0.1 Python/
...
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Issue 2 of 3

[Critical] Unencrypted Login Request
Issue: 97724969
Severity: Critical
URL: http://medici5.cloudapp.net/accounts/login/
Risk(s): It may be possible to steal user login information such as usernames and passwords that are sent unencrypted
Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Variant 1 of 1

Reasoning:
AppScan identified a login request that was not sent over SSL.

Request/Response:
POST /accounts/login/ HTTP/1.1
Accept: image/jpeg, image/gif, image/pjpeg, application/x-ms-application, application/xaml+xml,
application/x-ms-xbap, */*
Referer: http://medici5.cloudapp.net/accounts/login/
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Host: medici5.cloudapp.net
Content-Length: 96
Connection: Keep-Alive
Pragma: no-cache
Cookie: __utma=148690987.315936118.1466689394.1466689394.1466689394.1;
__utmb=148690987.2.10.1466689394; __utmc=148690987;
__utmz=148690987.1466689394.1.1.utmcsr=(direct)|utmccn=(direct)|utmcmd=(none); __utmt=1;
csrftoken=o9pp8hXw0CRczmQcYPkkXd72Sx2iyEFZ

csrfmiddlewaretoken=o9pp8hXw0CRczmQcYPkkXd72Sx2iyEFZ&login=irtappscan&password=P@sswordsRHard%21

HTTP/1.0 302 FOUND
Date: Thu, 23 Jun 2016 13:43:15 GMT
Server: WSGIServer/0.1 Python/2.7.10
Vary: Cookie
Content-Type: text/html; charset=utf-8
Location: http://medici5.cloudapp.net/
Set-Cookie: csrftoken=XTPmbGRq7wDq1pS6mm3xeldOkeADRQHx; expires=Thu, 22-Jun-2017 13:43:15 GMT; Max-
Age=31449600; Path=/
Set-Cookie: sessionid=h2lbirv814m5q6izktehofnnmr1d1lra; httponly; Path=/
Set-Cookie: 
messages="ece5deb453216b28ff86a0a57cc366c7a949b31c$[[\"__json_message\"\0540\05425\054\"Successful
ly signed in as irtappscan.\"]]"; Path=/

GET / HTTP/1.1
Cookie: csrftoken=XTPmbGRq7wDq1pS6mm3xeldOkeADRQHx; sessionid=h2lbirv814m5q6izktehofnnmr1d1lra; 
messages="ece5deb453216b28ff86a0a57cc366c7a949b31c$[[\"__json_message\"\0540\05425\054\"Successful
ly signed in as irtappscan.\"]]"
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://medici5.cloudapp.net/accounts/login/
Host: medici5.cloudapp.net
User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.0 200 OK
Date: Thu, 23 Jun 2016 13:41:41 GMT
Server: WSGIServer/0.1 Python/
...
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Issue 3 of 3

[Medium] Autocomplete HTML Attribute Not Disabled for Password Field
Issue: 97724957
Severity: Medium
URL: http://medici5.cloudapp.net/accounts/login/
Risk(s): It may be possible to bypass the web application's authentication mechanism
Fix: Correctly set the "autocomplete" attribute to "off"

Variant 1 of 3

Reasoning:
AppScan has found that a password field does not enforce the disabling of the autocomplete
feature.

Request/Response:
GET /accounts/login/ HTTP/1.1
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://medici5.cloudapp.net/
Host: medici5.cloudapp.net
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Win64; x64; Trident/4.0; .NET CLR
2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; Tablet PC 2.0)

HTTP/1.0 200 OK
Date: Thu, 23 Jun 2016 13:47:16 GMT
Server: WSGIServer/0.1 Python/2.7.10
Vary: Cookie
Content-Type: text/html; charset=utf-8
Set-Cookie: csrftoken=1EvX9PVxTEu3cBpVajOYLBCeZP9dXd5Z; expires=Thu, 22-Jun-2017 13:47:16 GMT; Max-
Age=31449600; Path=/

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>CodaLab - Sign In</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"
href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="sty
...
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[Medium] http://medici5.cloudapp.net/accounts/signup/ - 1 issue(s)

Issue 1 of 1

[Medium] Autocomplete HTML Attribute Not Disabled for Password Field
Issue: 97724967
Severity: Medium
URL: http://medici5.cloudapp.net/accounts/signup/
Risk(s): It may be possible to bypass the web application's authentication mechanism
Fix: Correctly set the "autocomplete" attribute to "off"

Variant 1 of 2

Reasoning:
AppScan has found that a password field does not enforce the disabling of the autocomplete
feature.

Request/Response:
GET /accounts/signup/ HTTP/1.1
Cookie: csrftoken=YyM8GNgCQQhgE1esDXm0SvMzre2gnqWy
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: http://medici5.cloudapp.net/accounts/login/
Host: medici5.cloudapp.net
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Win64; x64; Trident/4.0; .NET CLR
2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; Tablet PC 2.0)

HTTP/1.0 200 OK
Date: Thu, 23 Jun 2016 13:42:36 GMT
Server: WSGIServer/0.1 Python/2.7.10
Vary: Cookie
Content-Type: text/html; charset=utf-8
Set-Cookie: csrftoken=YyM8GNgCQQhgE1esDXm0SvMzre2gnqWy; expires=Thu, 22-Jun-2017 13:42:36 GMT; Max-
Age=31449600; Path=/

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>CodaLab - Sign Up</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"
href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="sty
...
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[Medium] http://medici5.cloudapp.net/admin/ - 1 issue(s)

Issue 1 of 1

[Medium] Autocomplete HTML Attribute Not Disabled for Password Field
Issue: 97724961
Severity: Medium
URL: http://medici5.cloudapp.net/admin/
Risk(s): It may be possible to bypass the web application's authentication mechanism
Fix: Correctly set the "autocomplete" attribute to "off"

Variant 1 of 1

Reasoning:
AppScan has found that a password field does not enforce the disabling of the autocomplete
feature.

Request/Response:
GET /admin/ HTTP/1.1
Cookie: __utma=148690987.639053395.1466689298.1466689298.1466689298.1;
__utmb=148690987.2.10.1466689298; __utmc=148690987;
__utmz=148690987.1466689298.1.1.utmcsr=(direct)|utmccn=(direct)|utmcmd=(none); __utmt=1;
csrftoken=QtHxug1bZWSFqNxZ4DgEokFP39heSTSh; sessionid=28m27e5lw0oho5fci2pds7q3ygd2kge3; 
messages="ece5deb453216b28ff86a0a57cc366c7a949b31c$[[\"__json_message\"\0540\05425\054\"Successful
ly signed in as irtappscan.\"]]"
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Host: medici5.cloudapp.net
User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.0 200 OK
Date: Thu, 23 Jun 2016 16:17:29 GMT
Server: WSGIServer/0.1 Python/2.7.10
Last-Modified: Thu, 23 Jun 2016 16:17:29 GMT
Expires: Thu, 23 Jun 2016 16:17:29 GMT
Content-Type: text/html; charset=utf-8
Vary: Cookie
Cache-Control: max-age=0
Set-Cookie: csrftoken=QtHxug1bZWSFqNxZ4DgEokFP39heSTSh; expires=Thu, 22-Jun-2017 16:17:29 GMT; Max-
Age=31449600; Path=/
Set-Cookie: sessionid=28m27e5lw0oho5fci2pds7q3ygd2kge3; httponly; Path=/
Set-Cookie: messages=; expires=Thu, 01-Jan-1970 00:00:00 GMT; Max-Age=0; Path=/

<!DOCTYPE html> <html lang="en-us" > <head> <title>Log in | Django site admin</title> <link
rel="stylesheet" type="text/css" href="/static/admin/css/base.css" /> <link rel="stylesheet"
type="text/css" href="/static/admin/css/login.css" /> <!--[if lte IE 7]><link rel="stylesheet"
type="text/css" href="/static/admin/css/ie.css" /><![endif]--> <script
type="text/javascript">window.__admin_media_prefix__ = "/static/admin/";</script> <meta
name="robots" content="NONE,NOARCHIVE" /> </head> <body class="login"> <!-- Container --> <div
id="container"> <!-- Header --> <div id="header
...
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Remediation Tasks by Severity

[Critical] http://medici5.cloudapp.net/accounts/login/ - 3 issue(s)

Remediation Tasks Addressed Security Issues
Always use SSL and POST (body) parameters when sending
sensitive information.
   (Critical) Parameter: password
   (Critical) Path

Unencrypted Login Request

Remediation Tasks Addressed Security Issues
Correctly set the "autocomplete" attribute to "off"
   (Medium) Path

Autocomplete HTML Attribute Not Disabled for Password Field

[Medium] http://medici5.cloudapp.net/accounts/signup/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Correctly set the "autocomplete" attribute to "off"
   (Medium) Path

Autocomplete HTML Attribute Not Disabled for Password Field

[Medium] http://medici5.cloudapp.net/admin/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Correctly set the "autocomplete" attribute to "off"
   (Medium) Path

Autocomplete HTML Attribute Not Disabled for Password Field

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. - 13 -



Advisories and Fix Recommendations

Unencrypted Login Request

Application

WASC Threat Classification
Insufficient Transport Layer Protection
http://projects.webappsec.org/Insufficient-Transport-Layer-Protection

Security Risks
It may be possible to steal user login information such as usernames and passwords that are sent unencrypted

Possible Causes
Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Technical Description
During the application test, it was detected that an unencrypted login request was sent to the server. Since some of the input fields
used in a login process (for example: usernames, passwords, e-mail addresses, social security number, etc.) are personal and
sensitive, it is recommended that they will be sent to the server over an encrypted connection (e.g. SSL).
Any information sent to the server as clear text, may be stolen and used later for identity theft or user impersonation.
 
In addition, several privacy regulations state that sensitive information such as user credentials will always be sent encrypted to the
web site.

Fix Recommendation - General
1. Make sure that all login requests are sent encrypted to the server.
2. Make sure that sensitive information such as:
   - Username
   - Password
   - Social Security number
   - Credit Card number
   - Driver's License number
   - e-mail address
   - Phone number
   - Zip code
 
is always sent encrypted to the server.

References and Relevant Links
Financial Privacy: The Gramm-Leach Bliley Act
Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley Act
California SB1386
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Autocomplete HTML Attribute Not Disabled for Password Field

Application

WASC Threat Classification
Information Leakage
http://projects.webappsec.org/Information-Leakage

Security Risks
It may be possible to bypass the web application's authentication mechanism

Possible Causes
Insecure web application programming or configuration

Technical Description
The "autocomplete" attribute has been standardized in the HTML5 standard. W3C's site states that the attribute has two states, "on"
and "off", and that omitting it altogether is equivalent to setting it to "on".
 
This page is vulnerable since it does not set the "autocomplete" attribute to "off" for the "password" field in the "input" element.
This may enable an unauthorized user (with local access to an authorized client) to autofill the username and password fields, and
thus log in to the site.

Fix Recommendation - General
If the "autocomplete" attribute is missing in the "password" field of the "input" element, add it and set it to "off".
If the "autocomplete" attribute is set to "on", change it to "off".
 
For example:
 
Vulnerable site:
  <form action="AppScan.html" method="get">
      Username: <input type="text" name="firstname" /><br />
      Password: <input type="password" name="lastname" />
      <input type="submit" value="Submit" />
  <form>
 
Non-vulnerable site:
  <form action="AppScan.html" method="get">
      Username: <input type="text" name="firstname" /><br />
      Password: <input type="password" name="lastname" autocomplete="off"/>
      <input type="submit" value="Submit" />
  <form>

References and Relevant Links

IBM customers are responsible for ensuring their own compliance with legal requirements. It is the customer's sole responsibility to obtain advice of competent legal counsel as
to the identification and interpretation of any relevant laws and regulatory requirements that may affect the customer's business and any actions the customer may need to take
to comply with such laws.
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